NGBM8T2P/ NGPM2NAGISAM4 8 T4 X P
L2L3 Management Switch

User Manual

i
User MBHGESMBT2/ NGPVMNLGSM4E 8 Trd XLA. No.v 23



About This Manual

Copyright Copyrighdt N velo PrAdflesdighinasl reserved.

The products and programs described in this Us
Ni veo profeBlion@dder ds Manual contains propriet
copyright, and this User ds Manual and all ac
documentation are copyrighted. No parts of t
photocopied, r epd oodrucreedd u cterda ntsol aatney el ectroni c
readable from by any means by =electronic or n

recording, or information storage and retrieval
purchaserds personhé psieor aedpwes 6 awiNiKtOtHen per 1

Purpose This manual gives specific information on how
functitome B8 management series
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working knowledge of general switch functions, the Internet Protocol (IP), and web
management (HTTP/HTTPs).
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Introduction

Overview

Niveo L2 / L3 Managed switch is a next-generation Ethernet Switch offering powerful L2
features, and Layer 3 Statc routing that delivers the cost-effectively business and transports Ethernet
services via fiber or copper connectionslt provides high HW performance and environment flexibility
for SMBs and Enterprises.

It is ideal to deliver management simplicity, optimum user experience, and lower cost. The
embedded Device Managed System is designed to be extremely easyto-use/manage/install IP Phone,
IP Cam, or Wifi AP for Enterprise Applications.

L2+ features provide better manageability, security, QoS, and performance.
Support IPv4/IPv6 dual stack management

Support SSH/SSL secured management

Support SNMP v1/v2c¢/v3

Support RMON groups 1,2,3,9

Support sFlow

Support IGMP v1/v2/v3 Snooping

Support MLD v1/v2 Snooping

Support RADIUS and TACACS+ authentication

Support IP Source Guard

Support DHCP Relay (Option 82)

Support DHCP Snooping

Support ACL and QCL for traffic filtering

Support 802.1d(STP), 802.1w(RSTP) and 802.1s(MSTP)
Support LACP and static link aggregation

Support Q-in-Q double tag VLAN

Support GVRP dynamic VLAN

Overview of t his User Gui de

Chapter 1 0Opebraasteido nMaonfa glenbe nt 0
Chapter 2 o6Configurationd
Chapter 3 oMonitoro

Chapter 4 oDiagnosticsod
Chapter50 Mai nt enanceo



Chapter 1 Operation of Web -based Management

& IMPORTANT:

1. Itis recommended to use Chrome, Firefox, Edge and IE to open a web console with the
switch.
2. You should save the configuration changes made on th e menus before leaving the web page.

Otherwise, your configuration changes will be lost. The save button is located on the upper
right corner of the screen.

|l ni ti al This chapter instructs you how to configure and manage the switch through the web
interface.  With this facility, you can easily access and monitor through any one port

f {heoswri]tch all the status of the switch, including MIBs status, each port activity,
Spanning tree status, port aggregation status, multicast traffic, VLAN and priority
status, even illegal access record and so on.

Configur a

The defaul t I P Addr ess: 192.168. 2.1
Def aul t Username: Admi n

Default password: system

Sign in
http://192.168.2.1
Your connection to this site is not private

Username

Password

Figure 1: The login page



Chapter 2 Configuration

This chapter describes the entire basic configuration tasks which includes the System Information and
any manage of the Switch (e.g. Time, Account, IP, Syslog and NTP.)

2-1System

You can identify the system by confilgermithnont oé ¢ &

switch.

2-1.1 I nformation
The switch systemds contact information is provid
Web interface
To configure System I nformation in the web interf
1. Click Configuration, System and Information.
2. Write System Contact, System Name, System Locat:

3. Cl iSak e

System Information Configuration

System Contact ‘

System Name ‘ ‘

System Location ‘ ‘

S

Figure 2-1.1: System Information

Parameter description:

System Contact

5

The textual identification of the contact person
i nformation on hpew son.comhecal Itchwesd string | engt
all owed content is the ASCII characters from 32

System name

An administratively assigned name for this manag
f udgluyal i fi ed domain name. A domain name -is a text

6
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User

Zaz), di9gi, t snih@4s dNobgspace characters are permitt

first character must be an alpha character. And

minus sign. The all owed string length is 0 to 12
System Location

The physical | ocation of this node(e.g., telepho

l ength is 0 to 128, and the allowed content is t

Buttons

Sav.e

Click dchasqaee.
Reset

Click to undo any changes made |l ocally and rever

7
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2-1. 2 1P
The I Pv4d address for the switch could be obtaine:t¢
configure an address, you need to change the swi
compatible with your network. You may kkhétsweeareetdhd
switch and management stations that exist on anot
Configur e -mahneagseRdnf ohmati on on this page
Confilghlasi ¢ settings, control I P interfaces and |
The maxi mum number of L1B8taeamfdaddse snapxponutme huimber
12.8
Web I nterface
To configure an IP address in the web interface:
1. Click Configuration, System and | P.
2. Click Add I nterface then you can create new I nt
3. Click Add Route then you can create new Route o
4. Cl iSak e
IP Configuration
IP Interfaces
IP Routes
Figure2-1.2: The IP configuration
Parameter description:
| Eonfiguration
s Domai n Name
This setting allows to configure the domain nan
supported:
1 No Domain name:
1 Configured domain name:
1 From any DHCPV6 interfaces:
1 From this DHCPV6 interface:
s Mo d e
v
User MEGEBMBT2/ NGPMNGTSM4 8 Trd XLH.No.v 23


http://192.168.1.1/help/glossary.htm#ip
http://192.168.1.100/help/glossary.htm#ip

Configure whether the I P stack should act as a
bet ween interfaces wil!/ not be routed. I n Router

DNSer ver

This setting controls the DNS name resolution do
supported:

1 From any DHCP interfaces:
The first DNS server offered from a DHCP lease to a DHCRnabled interface will be
used.
1 No DNS server:
No DNS server will be used.
1 Configured:
Explicitly provide the IP address of the DNS Server in dotted decimal notation.
1 From this DHCP interface
Specify from which DHCRenabled interface a provided DNS server should be preferred.

s DN®roxy
When DNS proxy is enabled, system wil!/| relay DNS
server, and reply as a DNS resolver to the clien
I P Interfaces
s Del et e
Select this option to delete an existing | P inte
VLAN

The VLAN associated with the I P interface. Only
I P interface. This field is only available for i

| PWODAHCEnabl ed

Enable the DHCPv4 client by checking this box.
configure the I Pv4d address and mask of the inter

| Pv4 DHCP Client Il dentifier Type

This specified which of the three type bel ow, i
Client | dentf2ilfldiz2ersec$Sé®nRPC14.

| Pv4 DHCP Client Il denti fier | f Mac:

The interface name of DHCP <cl i ent identifier. Wh
identifier type is '"ifmac', the configured inter
the DHCP option 61 field.

| Pv4 DHCP Client: Il dentifier ASCI I

The ASCIlII strindeonofi DHEP. cWhent DHCPVv4 c¢client is
identifier type is '"ascii', the ASCII string wil

| Pv4 DHCP Client |l denti fier HE X:

The hexadeci mal string of DHCP <cl i ent identifie
client identifier type '"hex', the hexadeci mal va

|l Pv4 DHCP Host name:

The hostname of DHCP client. I f DHCPv4 client i s
used in the DHCP option 12 field. When this ve
configured system name plus the | atest three b

host name.

|l Pv4 DHCP Fall back Ti meout

8
User MHBHGE8MBT2/ NGPMNLGSM4 8 Trd XLR.No.v 2D


http://192.168.1.100/help/glossary.htm#dns
http://192.168.1.100/help/glossary.htm#dns
http://192.168.2.1/help/glossary.htm#dhcp

The number of seconds for trying to obtain a D
configured | Pv4d address wild.l be used as | Pv4d int
fall back mechanism, such that DHCRbwialilnelde e erget
values are 0O to 4294967295 seconds.

| Pv4 DHCP Current Lease:

For DHCP interfaces with an active | ease, this c
provided by the DHCP server.

|l Pv4 Addr ess:

The | Pv4d addressdofft ededeé ait.malf amet atni on
|l DPHCiPs enabled, this field configures the fallba
| Pvd operaitmioer omcé hiesrnabdo Oel€Predl |l back address

| Pv4 Mask

The | Pv4d network mask, in number of bits (prefi x
bits for a | Pv4d address.

|l DPHCPs enabled, this field configures the fallba
be I eft blank if | Pv4 oper atoironn oo nDHCPe fianl tlebrafcakc e

i s desired.
DHCPE®Gahl e

Enable the DHCPv6 client by checking this box. |
configure the |1 Pve address of the interface usin

DHCPvG6 Rapid Commi't
Enabl e t he DECLCPmMiI6t Raptiidon by checking this box.

t he DHCPvG6 client terminates the waiting process
Commit option is received.
This option is only manageable when DHCPv6 clien

DHCPvG6 Current Lease:

The | Pve address of the i nbietr fracear dAs | rPe/Br eadamtees
fields of up to four hexadecimal digits with a c
example®80: : 215: c5fTfhief siySnmbdbds@geci al syntax that ca
shorthand way of refpriesgmtoiupg mdl tciomlt € gL®BuUs zer c
appear only once.

System accepts the valid | Pv€ompatadbl eadddegssoan
| PMApped addr ess.

Theield may beve edpermdtaindkn idn ItPhe interface is n

| Pv6 MasKk:

The | Pv6é network mask, in number of bits (prefix
128 bits for a | Pve address.

The field may be I eft blank if | Pv6 operation on
s Resol ving I Pve DAD

The -l oa&klldr ess is formed from an interface identi
which is supposed to be unigquely assigned. Once
detects the address duplication, the operation o
At this moment, manual intervention is required
example, check whether the | oop occurs in the VL
occupying the same hardware address as the devic
After maki opge diudfhidkcctalHe address i s unique on the 1|
and then add the specific I Pve interface to rest
9
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I P Routes
Del et e

Select this option to delete an existing | P rout
Net wor k

The destination I P network or hodat taddd rckesci mdadl t h
not adn oam valid | Pve notation. A defaul t route ca

Mask Length

The destination I P network or host mask, i n numb
much of a network address that must match, in or
are between 0 and 32 bits respectivelbtye 1l®BI fohav
mask | ength of 0 (as it will match anything).

Gateway

The I P address of the doR tgeadt edweacyi amraM a | nivodt |afita rodmd®Ptv 6
notati on. Gateway and Network must be of the san

Next Hop VLAN (Only for | Pve6)

The VLAN I D (VID) of the specific I Pvée interface
The given VID ranges from 1 to 4094 and will be
| Pve interface is valid.

I f the | Pve gatdwawladdnegnusiho plpi¥tl ANy f ohet hexga
I f the | Pve gatewhgpcabdregstem nhgholeskthe next
gat eway.

Buttons
Add I nterface
Click to add a new I P interface. A maxi mum of 8

Add Rout e

Click to add a new BB oructuetse .i sA snuapxpionmutne do. f
. Apply
Click to save changes.
s Reset
Click tocbadgeanmade | ocally and revert to previ
10
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2-1. 3 NTP

NTP is Network Time Protocol and is used to sync
Time (GMT). I f use the -NOMPNmMPdeéei mpdsselect oa mandl
usa@refined NTP server as wel/l as Tiime &Zosbhortheft
pressing <Apply> button. Though it synchronizes t
the time periodically without userf6s processing.

Ti me Zone is an offset time off GMT. You have to
time sync via NTP because the switch will combine
to come out the | ocal ti me, otherwicse,tiyeu WwWill s

supports

confi gur b2l et ot i+e3 zsotneep fir ohmo u r .

is disabl ed.

nterface

To configure NTPin the web interface:

Def aNUTI P

We b

1. Click

2. Speci f

3. Click
NTP Configuration

Mode

Server1
Server 2
Server3
Server 4

Server5

‘ Save ” Reset ‘

Par ameter

Configuration, System and NTP.
y the Time parameter in manual par ameters

Appl y.

Disabled v

Figure 2-1.3: The NTP configuration

description:

s Mo d e
I ndicates the NTP mode operation. Possible modes
EnabilEemdabl e NTP client mode operation.
Di sabDiesdabl e NTP client mode operation.
Ser der15

Provi de

t he | Pv 4 or $Pvéeraddl Pg 6 alil id rae sNeTcPo 1Isd si n

represented as eight fields of up to four hexade

(:) . For example, 'fe80::215:c5ff:fe03:4dc7"'". Th
as a shorothandpwagent i-bnigt ngurlatuippsl eofl6conti guous z
appear only once. It can also represent a | egall
I n addition, it can also accept a domain name ad

Buttons

Save
Cl i
Reset
Cl i

c k

c k

0 save changes.

o undo any changes made | ocally and rever
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2-1. 4 Ti me

The switoWwosntfogure thadTisméupPpowayl i ght saving tin

Web I nterface

To configure Timein the web interface:

1. Click Configuration, System and Ti me.
2. Specify the Time parameter

3. Cl iSak e

Time Zone Configuration

Time Zone Configuration

Time Zone [(UTC) Coordinated Universal Time v
Hours 0 v
Minutes 0 v

Acronym I: (0 - 16 characters )

Daylight Saving Time Configuration

Daylight Saving Time Mode

Daylight Saving Time [Disabled v

Start Time settings

Month Jan v
Date 1 v
Year 2014 v
Hours 0 v
Minutes 0 v

End Time settings

Month Jan v
Date 1 v
Year 2097 v
Hours 0 v
Minutes 0 v

Offset settings

Offset 1 (1-1439) Minutes

‘ Save H Reset |

Figure 2-1.4: The time configuration
Parameter description:
Ti me Zone Configuration
Ti me Zone

Lists various Time ZAa@mpeopworlte wWide. Z9;leedtr om t |
and click Save to set. The ' Manual Setting' opti
is excluded from the options | i st

Hour s
Number of hours offset from UTC. mheublebdtohnhy

Mi nut es

1 Publication dat e: N
Revision A1l



Number of mi nutes offset from UTC. The field onl
setting.

Acronym

User can set the acronym of the time zone. This
the time zone. ( Range : Up to 16 characters ) N
reserved for null i nput .

Daylight Saving Time Configuration
Daylight Saving Ti me

This is used to set the clock forward or backwar
for a defined Daylight Saving Time duration. Sel
Ti me configuration. Select ' Recygr Timg' damatc¢omf.it

repeat the configur at iRenc uervreirnyg'y eaanrd. cSenlfei cgtu r'eN otnl
Saving Time duration for single time configurat:.

Recurring Configuration
Start time settings
Yeabelect tleastarting
DaySel ect the starting day.
Mont8el ect the starting mont h.
HourSel ect the starting hour.
Mi nutSeesl ect the starting minute.
End time settings
YeaBelect theaending
DaySel ect the ending day.
Mont8&el ect the ending mont h.
HourSel ect the ending hour.
Mi nutSesl ect the ending minute.
Of fset settings

5

Of f skentt er t he number of minutes to add during Da

1440)
@ NoTE The under o0Start Time Settin
di spl ayed what you set on the 0!
Settingsdé field information.
Buttons
s Save
Click to save changes.
Reset

Click to undo any c hrasmwgerst ntad ep rl owiad U syl yandaved v

12
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The | og is

bhoggandapdofonan tmeaslslaogness separ ati on of

generates messages from the system that stores t
analyzes them. It can be used as well a general.
messages. I't is sappetyedf bgeai wedeand receivers

We b |

To configure log configuration in the web interface:

nterface

1. CI iCorifiguration, Sy st em and | og.

Specify the Server Address.

2
3. Evoke the Syslog to enabl e
4

Cl iSak e

System Log Configuration

Server Mode [Disabled

Server Address ‘

Syslog Level [Informational

v]

‘ Save H Reset ‘

Figure2-1.5: The System Log configuration

Parameter description:

s Server Mode
I ndicate the server mode operation. When the m
message wil/l send out to syslog server. The sys
and received on UDP port 514 and the syskog ser
sender since UDP is a connectionless protocol a
The syslog packet will always send out even if t1
ar e:
Enabled: Enable server mode operation.
Di sabl ed: Di sable server mode operation.

s Server Address
I ndicates the | Pv4d hosts address of syslog ser v«
can be a host name.

s SYslog :Level

Severity |l evels indicates how i mpdésrevaenrti tpyarlte vceull

Error: Error condition
Warning: Warning condition
Notice: Nor mal but i mportant event
I nformational: I nformational messages

Buttons

Sav.e

13
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Click to save changes.
Reset

5

Click to undo any changes made | ocally and rever
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2-2 Green Ethernet
2-21 LED
The LED Ilight intensity may be adjusted in a
programmabl e time periods.
The maintenance checkbox will bring LED inten
event of any errdér (such as I ink down
Web Interface
To confEEBupewer Qoendfuicgtuiroant i on in the web interface

1. Click Configurati obEDGreen Ethernet and
2. Select the start time, end time and intensity

3. Cl iSak e

LED Power Reduction Configuration

LED Intensity Timers

Delete Start Time End Time Intensity

O 00:00 v 00:00 v 20 v %
[ Add Time |
Maintenance

On time at link change On at errors

Sec 0

‘ Save H Reset |

Figure 2-2.1: LED Power Reduction Configuration

Parameter description:
Start :Ti me

The time at which the LEDs intensity shal/l be se
End Ti me

Thei me at which the LEDs intensity shal/l be set
for the next hour, the intensity is set to defau

I ntensity

The LEDs intensity (100% = Ful/l power, 0% = LED
On time at | ink change:

Whenneat wor k admini strator does maintenance of 't h

he might want to have full LED intensity during

possible to specify that the LEDs s Malhtesantell

Ti mes the number of seconds that the LEDs wil!/ h

changed |l ink state, or the LED pushbutton has be

seconds.

I ntensity

I n the case where maxi mum power saving is enabl e

mi ght be convenient to indicate to the network a

in the system | og. By checking t men "a@n 1a&t0 %e ri rno rt <

case that errors are |l ogged in the system | og.
15
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Buttons

Add Ti me

Click to add the time configuration
Save
Click to save changes.
. Reset
Click to undo any changes made | ocally and rever

2-22Po Power Saving

16
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EEE is a power saving option that reduces the po
utilization.

EEE works by powering down <circuits when there i
transmitted all circuits are powered up. The tim
wakeup time. The default wakeup toirmeotihserl 7 iunsk fsopr
EEE devices must agree upon the value of the wake
receiving and transmitting device has all circui
devices can exchange waikreg pt heé meLDRfpmraotadd @win. u
EEE works fomepgortt atiimnaummoade, where the port is n
Mbit full duplex mode.

t

For ports t haapablee ntohe ECEcEr r esponding EEE checkbo:

i mpossible to enable EEE for.

When a port is powered down for saving power, out
port i s poweBedawsgpe atglaédérne are some overhead in tu
more power can be saved if the traffic can be buf
transmitted. Buf fering traffic will give some | at
Web Interface

To configure a Port Power Saving Configuration in
4. Click Configuration, Green Ethernet and Port Po\

5. Evoke to enable or di sabl e the Acti PHY, Perfect |

6. Click Apply.

Port Power Savings Configuration
Optimize EEE forf Latency v

Port Configuration

EEE Urgent Queues

Port ActiPHY PerfectReach EEE 1 2 3 4 5 6 7 8
m} @] @] @] m] m} O @] (

1 O @] m} @] @] @] m] m} O @] (

2 m] 0O O 0O 0O @] m] O ( 0O (

3 O 0O O 0O 0O @] m] O O 0O (

4 O 0O O 0O 0O @] m] O O 0O (
46 (=] (=] ( [m] (
47 m} m} 0O @] O 0O ( O (

48

@]

49

‘ Save H Reset ‘

Figure 2-2.2: The Port Power Saving Configuration

Parameter description:
Opti mize EEE for
The switch can be set to optimize EEE for

Port

17
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The switch port number of the | ogical port.
EEE

5

Control semiBsetéhreabl ed for this switch port.

For maximizing power savings, the circuit isn't
port, but is instead queued wuntil a burst of dat
some traffic | atency.

I f desired it is possible to minimize the | atenc
to a specific queue (done with QOS), and then ma
an urgent queue gets data to be tranhsmntéeedndt he
the [ atency wildl be reduced to the wakeup ti me.

EEE Urgent Queues

Queues set wild.l activate transmission of frames
qgueue wi l |l postpone transmission until a burst o

Buttons

s Save
Click to save changes.
s Reset
Click to undo any changes made | ocally and rever
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2-3 P Crotnd i gur ati on

The section describes to configure the Port det ai
using the Port configure to enable or disable the
or status in the function.

2-3. 1 Ports

Thpage displays current port configurations. Port

Web I nterface

To configure a Current Port Configuration in the
1. Click Configuration and Ports.
2. Specify the Speed Configured, eRlcaw Control , Ma x

3. Cl iSak e

Port Configuration
Adv
Speed Duplex Adv speed Flow Control PFC
Maximum Excessive Frame
Curr Curr Frame Collision Length FEC
Port Link Warning Current Configured Fdx Hdx 10M 100M 1G 25G 5G 10G Enable Rx Tx Enable Prierity Size Mode Check Mode
< v 0O 0o 0o o ] 0.7 10240 <> ~] D
1 ® o Down a] x X 0 07 10240 Discard~] O
2 @ @ Down a] x % O 0.7 10240 Discard _~| O
3 @ 6 Down 0 x x 0 0.7 10240 Discard _v] 0
4 @ @ Down 0 x x o 07 10240 Discard ~| O
5 ® o Down (@] X X O 0.7 10240 Discard _~| O
A - - Newn Atamatic o - m m r v v r o= 1 WAnan 1 Micrarr A el M
7 @ @ Down = x x 0O 07 10240 Discard __~] 0O
3 @ @ Down 0 x X a 0-7 10240 Discad ~| O
v @ @ Down = x x 0 8]
0 ® ® Do [Aomaic ) o x x 0O [ | [ | o e
S R R — o x x 0 [o2t0 | o (e )
2 @ @ Down 0 x x o =
Figure 2-3.1: The Port Configuration

Par ameter deSCprtIOﬂ:
. Port

This is the | ogical port number for this row
s Link

The current | ink state is displayed graphically.

down.
s War ni:ng

Operational warnings of the port



B

5

No warnings
There are warnings, use tooltip to see.
Current Link Speed
Provides the current | ink speed of the port.
Configured Link Speed

Selects any available |ink speed for the given
specific port is shown. Possible speeds are:

Di sabbiesddabl es the switch port operation.

Aut-®#ort auto negotiating speed with the I ink par
is compatible with the Iink partner.

10Mbps -HbiXces the cu pawmutpliex ImbMkrps half
10Mbps-FodrXces the cu port in 10Mbps full dupl ex
100Mbps-FbDX es the cu poduplex 1lO®OMdbps half

100MbpsFBbDXes the cu port in 100Mbps full dupl ex
1Gbps -F®iXces the port in 1Gbps full dupl ex
2. 5GbpsForrDcXes the Serdes port in 2.5Gbps full du.

10Gbps-FroDX es t hoSbper f uih Hupl ex
Duanmedi a:

I f a pomedia,Dudli s field sel ectAsitiwhisedl ecdft etdh,e bpc
ports can be used, and if both ports has | ink, t

Advertise Dupl ex:

When duplex is set as auto i.e auto negotiation
dup!l ex &gduaxdidtklbpent he | ink partner. By default port
duplexes if the Duplex is Auto.

Advertise Speed

When Speed is set as auto i.e auto negotiation,
spegqd MM OMR . 5@ 0G) to the | ink partner. By def au
supported speeds if speed is set as Auto.

Fl ow Contr ol

When Auto Speed is selected on a port, this sect
is advertised to the-slpienekd psaertttnienrg. iVgh esne | ae cftiexde d |
The Current Rx column indicatesarwhedlheye dauasrd f
Current Tx column indicates whether pause fr ames

Tx settings are deter miAduettbegpt t.t hei nasult of the

Check the configured column to use flow control
Configured Link Speed.

NOTI CE: The 100FX standard does not support Aut
the flow control capabilities will always be sho

Maxi mum Fr ame Si ze

Enter the maxi mum frame size all owed for -the swi
10240 bytes.

PFC ( Priority based on flow control)

19
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When PFC (802.1Qbb Priority Flow Control) i's en

priority | evel i sPreinchrbibteyd, fThngeglhohbeor more)
configure@®, 7'e. whi ¢ equal s '0,1,2,3,7". PFC i s
negotiation. PFC and Flowcontrol cannot both be

ExcesGalvlei si an Mode

B

B

B

Configure port transmit collision behavior.
Di scc®irdcard frame after 16 collisions (default).
RestRestart backoff algorithm after 16 collision

Frame Length Check

Configures if frames with incorrect frame | engt
dropped. An Ethernet frame contains a field Eth
frame payload size (in bytes) for vagltuhesf iocefl d1 5 3s!
above 1535, it indicates that the field is used
encapsul ated in the payload of the frame). I f "
payl oad size | ess than 1536ylpet/tdengrnd dri ep pe dl,0 eis
the actually payload | ength. I f "frame | ength <ch
to frame | ength mismatch. Not e: No drop counter

l ength mi smatch

FECFdr warding Error Correction ) Mode

FEC is short for Forward Error Correction. It i
unreliable 1ink. The idea is that the sender ad
receiver to correct bit errors in the received f
RFEC (1 EEE802-: 80 mdtaiumees 7ddal | ed Firecode&he Thi s
par ameter affects both what is requested duri ng
configured to use if not running clausewé3 aneg.
al waysetleilhk tppartner -REWG.t Wheats utplpeorand® user can

fec command is wheFtEhCer Iwe erietghueerstusR or -REh@, | i nk
the port willFEGQG.d up using R

autohis is the default and means the foll owing:

I f a 10G port -FEQ swiclllaubsee r7e3gueRst ed .

Ot her wi se, no FEC wil!/l be enabl ed.

r-f etf apdr0tG runs cl-&ELe wr3)] brly eRaretsteaes Ildota rl
clause 73, but is |l oaded with at5GeasBE§g WOIGI SFF

be enabled. Otherwise, no FEC wil!/l be enabl ed.
nonkf the port isRF&ECnwNnH Il c haut(sbbuet7 Breegnueensbteerd t hat
does not mean that the clause 73 RBRBE@QY. wOt he mwits ¢
the port will not run any FEC.

Buttons

s Save
Click to save changes.
s Reset
Click to undo any changes made | ocally and rever

User

Upper |l eft icon (Refresh)

Click to refresh the page. Any changes made | oca
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2-4CFM

The section descr iChé&isartaomectoernrfsi gour e hteheswi t c h.
Et hernet e&rtMend -p@rviincsd an-&/& ANpelEt hernet | ayer OAI
I't includes proactive connectivity monttteemd ng, f a
can be wrdgtedo dpr ewigdketrdPE) devi c e -eadrgteecuusstt oeamdegr e
(CEeLCE) device. Ethernet CFM, as specified by | EEE
Layer 2 tracerowmnund ecommecteindi ty verification of th

2-4 . AFM Gl obal Configuratio

n

Thi s page CcFovh fgilgoubraels conf i gur ati on.
Web I nterface
To con€CFMugleobal cionn ftihgeu rvaetbi oinnt er f ace:
1. Click Con€CFMwmw@E&tMi ghobal configuration
2. Selekée sender I D TLV, port st.atus TLV, interface
3. Cl isakv e
CFM Global Configuration
==
Sender Id TLV [None ~]
Port Status TLV [Enable v]
Interface Status TLV [Disable v]
Organisation Specific TLY [Disable ~]
Organisation Specific TLV QUI
Organisation Specific TLV Subtype \:I
Organisation Specific TLV Value :
[save [ Reset |
Figure 2-4.1: CFM Global Configuration
Parameter description:
s Sender 1D TLV
Choose whether and what to use as Sender I D TLVs
overridden by Domain and Service | evel configurat
NonBo not $emdemdel D TLVs.
ChasEnhable Sender I D TLV and send Chassis | D (MAC
Managemabl e Sender | D TLV and send Management add:]
Chassi s Mamalglee Sender I D TLV and send both Chassi
Management Address (1 Pv4 Address).
s Port Status TLV
Choose whether to send Port Status TLVs in CCMs g
overridden by Domain and Service |l evel configurat
Enab3%end Port Status TLVs in CCMs generated by th
Di sabbenotPosrethdSt atus TLVs in CCMs generated by t
s I nterface :Status TLV
Choose whether to send Interface Status TLVs in C
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overridden by Domain and Service |l evel configurat
EnabSleenid I nterface Status TLVs in CCMs generated |
Di s albd enot Send Interface Status TLVs in CCMs gen

Organi sation Specific TLV:

Choose whether to send Organisation Specific TLVs
overridden byebeomnaien!|l aneél configuration.

Enab$end Organisation Specific TLVs in CCMs gener
Di sabbenot send Organisation Specific TLVs in CCNMN

Organi sationO®peci fic TLV

This i s-btyheest OUde transmitteB8Bpwtcthi thELOWsgabBntzeat i
characQ.,.efrs O

Organi sati obV SPpekti ype T

This is the subtype tranSpmditfeidc wilW. tGen Oreg aann yz
[ 0; 255]

Organisation Vapaei fic TLV

This is the value tranSmecitfeidc i ThL tsh.e Marl quaen ii zsa tai o
string ob63length 0

Buttons

s Save
Click to save changes.
s Reset
Click to undo any changes made |l ocally and rever

2-42Domai n
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Thi s page CcFovh fdiogmaari ens.

Web | nterface

To con€CFMudemai nhe web interface:
1.Click ConCFMumwDamiadodm,
2Enter domain, format, name, | evel and TLV option

3.Cl iscaks e

CFM Domain Configuration
‘ Refresh ‘

TLV option select

Delete Domain Format Name Level Sender Id Port Status Interface Status Org. Specific

No entry exists

‘ Add New Entry

‘ Save | Reset ‘

Figure 2-4.2: CFM Domain Configuration

Parameter description:

Domai n

B

Enter mehefna@omain. Value is a single wordl which
or-zawith -18ngth 1

For mat

Select the MD name for mat . To mimic Y. 1731 MEG |

None
String

N a me

The contents of this pamameter depends on the va
I f f orNmanté&Name i s not used, -betosvibeéhibred stelte toc ea
format is typic-&lkhgPbdsed by Y. 1731

I f f orSnartiNnagie must contain a string from 1 to 43

s Level
MD/ MEG | evel of this domain:-7Valid values are re
About | eak prevention

User

Leak prevention is about discarding OAM PDUs wit
when the OAM PDUs are ingressing the port on whi

PDUs with MEG | evels at or | ower than bohkbeMEP's
ports.

There are two categories of aprcehvi éretcitaurr:e sT h omshee nt
Shared MEG | evel and those that wuse I ndependent

Shared MEG | evel

On Shared MEG | evel architectures, Port Down MEP
which VLAN I D (VID) OAM PDUs get classified to,
the VID in question. So if you have Ya Paonr tOAMEP i
frame arriving on the port and gets clfaddiefrieadd t
by the Port MEP, whereas an OAM frame ingressing
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B

User

VLAN MEP. Li kewi se, i f the switch has a Port ME

ingresses on VID Y on Port Y, it is subject to I

X also has a VLAN MEP on VID Y, irre vohi dhetveed $ @ gt h

the OAM PDU.

On Shared MEG | evel architectures, al | Port ME P
P

VLAN MEP must have a MEG |l evel hi gher than the

I ndependent MEG | evel
On I ndependent MEG |evBbwar MEPseoevees pePdorm I

on VID Y and an OAM frame ingresses anhy port on
filtering by &sy of the two ME

This switlcihd epxédindéernts MEG | evel

LTV Optian Sel ect

Sendeéer |

Default Sender I D TLV format to be used in CCMs g
overridden in service)

NonBo not i ncl uldhe/sSender | D

ChasEnable Sender I D TLV and send Chassis | D (MAC
Manageamabl e Sender I D TLV and send Management addr

[
frames not c¢classified to the MEP's VI D. So if yo

Chassi s Mamalglee Sender I D TLV and send both Chassi

Management Address (1 Pv4 Address).

Defileet the gl obal configuration decide i f Sender
overridden in service).

Port Status:

I nclude or exclude Port Status TLV in CCMs genera
determine (may be overridden in Service).

Di sabbenot include Port Status TLVs.

Enablnecl ude Port Status TLVs.

Def:eet the global configuration decide if Port St
overridden in Service).

I nterface Status

I nclude or exclude I nterface Status TLV in CCMs g
determine (may be overridden in Service).

Di sabbenot include Interface Status TLVs.
Enabllrecl ude I nterface Status TLVs.

Def:idret the gl obal configuration decide if Interfa
overridden in Service).

Org. Specific:

Exclude Or-§megéizfaita onLYV in CCMs generated by this
determine (may be overridden in Service).

Di sabbenot includ8p&cighhnczaLVoen

Def:aret gtltlobal <configurati orSpdeeccifdec iTFL VAr garail 4 a thieor

(may be overridden in Service).
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Buttons
Add New:Entry

Clicakdd oa new domain enter | evel
. Save
Click to save changes.
Reset
Click to undo alngc alhlayn geersd nraedeert t o previously
25
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2-43Servi ce

This page CcFovh fsieggwriecse par ameter s.
Web I nterface

To con€CFMus ernvitchee web interface:
4.Click Con€CFHuwnBatrivore
5Enter domain, format

6.Cl iscaks e

CFM Service Configuration
| Refresh ‘

TLV option select

Delete Domain Service Format Name VLAN CCM Interval Sender Id Port Status Interface Status

No entry exists

| Add New Entry |

| Save | Reset ‘

Figure 2-4.3: CFM Service Configuration
Parameter description:
Domai n
Sel ectmehe fnawmibern whi ch this Servi

Ser vi ce

, name, VLAN, CCM

ce

interval an

Org. Specific

resi des.

Enter the name ofsi $igidwi avo.r dVaMhid ec hi heagi nsZ wi t h art

or-zawith -18ngth 1

For mat

B

Sel ect the short Service name format.

be interpreted. To mimic Y.1731 MEG

us¥l73l1loWwCT31 | CC CC.
Possi ble values ar e:
String

Two Octets

Y1731 | CC

Y1731 | CC CC

Look WNrmderor expl anati on.

N a me

Thi s
Ds,

The contents of this parameter depends on
l i mitaxploaisned for each of them, the

f ol

deci d
create

t he v

| owi ng a

I f the FDaomeltoane, the size of this cannot exceed
I f the FDomeaestnone, the size of thi cannot excee
| FormaString, the following applies:

l ength must be in range [ 1; 44]

Contents must be in range [32; 126]

| For maiwo Octets, the following applies:
Namep@Name wi] | both be intethprnetiand egzerisndiadd edvi §
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of [ O;NanzHWwl0) .l be placed Namet[hle] .PDU before

The remaining available bytes in name wil/ not b
| Forma¥1731 |1 CC, the following applies:

l ength must be 13.

Contents must-zh-&A,-DIn range [ a

Y.1731 specifies that it is a concatenation of |
I D Code):

| CG6 hytes

UMC:-12Z byt es

I n principle UMC can be any daksenbh maahow [fbr &

l ength of 1 CC, so the undercClCyiemgscadne dMEsSsB8BtETrkIs

The DoRFmarimatst Nbree .

| For ma¥1731 1 CC CC, the following applies:
l ength must be 15.

First 2 chars (CCJ)2] Must be amongst [ A
Next X hars (1 CC): Myat+dPlbe amongst [ a
Nextl27 chars (UMC): Must-9pe amongst [ a
There may be ONE (sl-Zh) present in name[ 3
The Dofroarimaitst Nbre .

. VLAN
The MA's primary VID. A primary VID of 0 means t
created as port MEPs (interface MEPs). There can
port MEP may stil]l be created-zwirtoh t ags, i f that
A neero primary VI D means that all MEPs created

MEPs. A given MEP may be configured with an
is impossible to have untagged VLAN MEPs.

CCM I nterval

5

ot her

The CCM rate of all MEPs bound to this Service.
s TLVY Optian Select

SendB:Deff ault Sender I D TLV format to be used in

Non®o not include Sender | D TLVs.

ChasEnhable Sender I D TLV and send Chassis | D (MA

Manafgeabl e Sender I D TLV and send Management add

Chassi sMBnagke Sender I D TLV and send both Cha

Management Address (1 Pv4 Address).

Defleet the Domain configuration decide if Sender

Port Stmatlusde or exclude Port Status TLV in CCM

hi gher |l evel determine.

Di sabbenot include Port Status TLVs.

Enabllrecl ude Port Status TLVs.

Def:eet Diohmmi n configuration decide if Port Status

I nterfacken&Statdasor exclude I nterface Status

or |l et higher | evel determine.

Di s albd enot include I nterface Status TLVs.

Enablnecl ude I nterface Status TLVs.

Defleet the Domain configuration decide if |
27
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Or g. Spkxccilfuidce: Or-gmed izfaitd ohLVY in CCMs generated b\
hi gher |l evel determine.

Di sabbenot includ8p&cighnczaLVen

Def:dret the Domain conf i gur aStpieocn fdecc iTdevsi fs h@rl d a roie:

Buttons
Add New:Entry

Clicakdd oa new service entry
Save

Click to save changes.
Reset

Click to undo any c¢ hrasmwyerst nad eprl eowiad U syl yansdaved v
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2-44ME P

Configure CFM MEP parameters on this page.
This switch supports t vwoEPtsy pensd o/ftMBNMEFD o whor t D

Port ENOEWPHS

In 802.1Q terminologatedobeéel MEPshar EI SS ent it
the physical port. PAPBoMERPsOtaeet ucr dplbiyp @s @:
Port MEPs are created when the encompassing

Port MEPs may send OAM PDUs tagged or unt ag
untagged only i f the MEP's VLAN is set to "I
be sent tagged with the port's TPID, whether
and that PVID is meant to be sent untagged.

VLAN D-MVMERS

in 802.1Q terminology, VLAN MEPs are |l ocated
This means that tagging of OAM PDUs will f ol
Thus, i f a VLAN MEP i s created on the Port'
untagged, OAM RPBUWdI twieldl ubmea atgrgae d .

VLAN MEPs are created when the encompassing

DowiMEP <creatsi on rul e

There are a few rules tMEPsbey when creating
1. There can only be one Port MEP on the san
2. There can only be one VLAN MEP on the san
3. A VLAN MEP must have a higher MD/ MEG | eve
andAWML

4. Al Port MEPs must have the same MD/ MEG |
5. Any VLAN MEP must have an ME/ MEG | evel hi

These checks are performed automatically on &
change a particular MER,ontc hPomrge ttoh e/ LSAeNr wirc ev i
change the domain's MD/ MEG | evel

Web I nterface

User

To con€CrFMuMEP t he web interface:
1.Click Con€CFrEwEe&Mi MEP configuration

2Enter domai n, service, MEPI D, direction, p ol
control and remote MEP I D
3.Cl isak e
29
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CFM Mep Configuration

‘ Refresh ‘

Delete Domain Service

No entry exists

‘ Add New Entry

‘ Save | Reset ‘

MEPID

Alarm Control State Control

Direction Port VLAN PCP SMAC Level Present Absent ccMm Admin Remote MEPID

Figure 2-4.4: CFM MEP Configuration

Parameter description:
s Del ect
Check to delete the entry. It wi I | be del eted du
s Domai n
Enter the name of Domain under which this MEP re
s Ser vi ce
Name of Service umdceri delsi.ch this MEP
. MEPLD
The identification of this MEP. Must be an integ
s Direction
Set whether thos MEBE®RS an Up
s Port
Port on which this MEP resides.
. VLAN
VLAN 1| D. Use the value 0 to indMEPgte untagged tr
s PCP
Choose PCP valwue in PDUs' VLAN tag. Not wused if
s SMAC
Set a Source MAC address to be used in CCM PDUs
address. Format is -XXrXX; XKhEXs¥WKt XKvigdf théeks luMAed
instead.
s Al arm Control
Levef:a defect is detected with a priority highe
wi || be generated.
Valid range is [1; 6] with 1 indicating that any
that no defect can cali®2e0 1la8 ,f acullatu sael a2rOm.9 . e, e L8oOw2e.
The possible defects and their priorities are:
Short ni Description Pri
Def RDI Ct Remote Defect 1
Def MACs MAC St atus 2

User
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St

Bu
Ad

Re

User

Def Remo i Remote CCM 3

Def Err ol Error CCM Rec: 4

Def Xcon Cross Connect 5

Presd@he: ti me i n milliseconds t hat defects mu s t
notification is issued. Def aul t is 2500 ms.
Absemmhe time in mdefestsomdstthatabsent before a
notification is reset. Def aul t is 10000 ms.
PresBme :ti me in milliseconds that defects must b
notification is issued. Def aul t is 2500 ms.
Absemmhe timmé |imeconds t hat defects must be absen
notification is reset. Def aul t is 10000 ms.

ate Control

CCMEnable or disable geheckhtmessafesohCCMu) ty
AdmiEm:abl e or di sable this MEP. When this MEP i s
CCMs and can raise defects.

mote MEPI D

Specify the Remote MEP that this MEP is expectec
integer [O0..8091] where 0 means undefined. The
fromvahee of MEPI D.

ttons
d New:Entry
Clicakdd oa new MEP entry

Vi e

Click to save changes.

set

Click to undo any changes made | ocally and rever
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2-5ERPS

gur e

nterface:

The section descrhiebeEsRPtSo conf i
Web I nterface

To conERB®rdee i n the web i

1.Cl ick CondnduERRS on

2.Cli@kto add a ERPS

3.Configure the ERPS parameters
4. Cl iSak e

ERPS Configuration

Auto-refresh (| Refresh |

RPL Interconnect

ERPS# Mode Port Ver Type VC Instance Prop Port SF Port SF Ringld Node Id Level VLAN PCP Rev Guard WTR Hold Off Enable Oper Warning
®
Configuration
Interconnect Port If Control
ERPS#  Version Type VC Instance Prop Port0 Port1 Ringld Nodeld Level VLAN PCP Rev  Guard WTR HoldOff Enable
o ] [bev] [Meor ~] @ [0 | o [~ O~ [1 | [oooooooooo00 | Tl 1 ] ¥ @ [0 | [0 | o | O
Signal Fail Trigger
Port0 Port1
Type Domain Service MEPID Type Domain Service MEPID
— — (a— — — -
Protected VLANs
wano —
Ring Protection Link
RPL Mode RPL Port
‘E“Reset“&mce\l
Figure 2-5: The ERPS Configuration
Parameter description:
. ERPS#
The I'D of ERPS. The -6l owed value is from 1
. ERP:S
ERPS protowdnd2Zernresiomnmpported.
. Type
Type of ring. Possible values:
Maj cErRRPS maj or 2i0i6¢, (Gl &a6e 3.2.39)
SUlE:RPS-rsiunbg (-OB®,01cl ause 3.2.66)

I nt e r ESRIFS -rsi unbg
V C
Controls wheth

Il nterconnect |

User

Port0

Port1 Control

on an

er t o

nstance:
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For aisnuggb on an interconnection node, this must
whi ch trhiimsg siud connected.

I nterconnect Prop:

Controls whether the ring referenced-AP¥ Fhtusehcor
PDUs whenev-ernghbstepbl ogy changes.

Ring: I D

The Ring -aD oinsg uasietdh t het oc oindterAd®lS fWIDARY as bel ongi
a particular ring.

Node: I D

The Node I D is -ARBR®dsp eisii fdiec tmMBURt o uniquely iden
the ring.

Lev:el

MD/ MEG LeA®lS ®DUR we transmit.
Control: VLAN

The VLAN oAP®hPDWbsRare transmitted and received
Contr ol PCP

The PCP value used i-APSh®DWUKAN tag of the R
Re:wv

Revertive (rtervueer)t iore Nofnal se) mode.
Guard

Guard time in ms-20Wad.id range is 10
WT R

Wa itttRest ore ti me in setdéhacs.. Valid range 1
Hol d :Of f

Hol d off time in ms. Value is roundedOO0mm&n to 10
Enabl e

The administrative state of this ERPS. Check to

make it cease functioning.
Signal Fail Trigger
Ty p:e
Sel ects whether Signal Fai l (SF) comes from the
DowNEP.

Domain, Service, MEPI D
|l denti fication of the MEP instance to provide Si
Protected VLANS

VLANs which are protected by this ring instance
Specify as a comma separated |ist ofO0Ovlan number

Ring Protection Link
RPL Mode

Ri Pgotection Link mode. One of
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Nond&his switch doesn't have the RPL port in the
OwneThis switch is RPL o®%8é&6,foltatbhe BigAg6(l{. 800
Nei ghBbirs switch is RPL nedi2d@dHiBgr cfl@austehe&.R2i. 6@ ) ( C

RPL Port:

Il ndicates whether it is portO or portil that is t
i Blone.

Configuration Buttons

You can modify each APS in the table using the f
®. EdigrRPS he

@: Del eERRSt he

®. AddERPSW

Buttons

s Save

Click to save changes.
s Reset

Click to undo any changes made |l ocally and rever
. Cancel

Return to the previous page; any changes made | o

Aut-Ref r:esh
Check this box to refresh the page automatically
Refr:esh

Click to refresh the page i mmediately.
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2-6 MR P
The

i on

sect des cMRIPb asnsttoa nccoersf i# gur e
Web I nterface
To confMRBuwr ¢ he web interface:
1.Click CondnduMRR i on
2cl i®o add a MRP
3.Sel ecMRR hpear ameter s
4.C| iSak e
MRP Configuration
Auto-refresh 0| Refresh |
Ring Interconnection
Domain Port1 Port2
MRP # Role Name Id Port SF Port SF Recovery Profile VLAN Role Name Port SF Recovery Profile VLAN Enable Oper Warning
®
Configuration Ring
Manager react on link Recovery Ring Port Ring Port
MRP# Role Priority change Domain name Domain Id OUI Type OUl value VLAN profile 1 2 Enable
o] 0 | [ | [Defautt v foooo00 | [o | [500ms~ D
Signal Fail Trigger
Signal fail trigger for ring Port1 Signal fail trigger for ring Port2
Type Domain Service MEPID Type Domain Service MEPID
— — - — — (-
Configuration Interconnection
Role Mode Name Id VLAN Port Recovery profile
Link Check v 0 0 none v 500 ms ~
Signal Fail Trigger
Signal fail trigger for interconnect Port
Type Domain Service MEPID
Link v~ 0
[ave | [Reset] [ Cancel]
Figure 2-6: The MRP Configuration
Parameter description:
. MRP#
The I'D of MRP:2.Valid range 1
Configuration Buttons
You can modify each APS in the table using
@: EdiBERPS he
@: Del eERRSt he
@: AddERPSwW
Buttons
s Save
Click to save changes.
N Reset
Click to undo any changes made | ocally and
s Cancel
Return to the previous page; any changes
35
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Aut-Ref r:esh

5

Check this box to refresh the page automatically
s Ref r:esh
Click to refresh the page i mmedi ately.
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2-7 D HCWP4

The section describes to configure the DHCP Snoo|
Snoopi mg eveemt attackers from adding their own DHC

2-7.1 Server

2-7.1.1 Mode

This page configures gl obal mode and VLAN mode to
and per VLAN.

Web I nterface

To confi gvuls er DHICPmode in the web interface:

5, Click Conf i gvudr aSerovner DaHhGlP Mo d e .

6. Select OEnableddé in the Global Mode of DHCP Ser
7. Add VI an range.

8. Cl iSak e

DHCP Server Mode Configuration

Global Mode
Wodo
VLAN Mode

VLAN Enabled

1 [m]

‘ Save H Reset ‘

Figure 2-7.1.1: The DHCP server Mode

Parameter description:

Mo d e

5

Configure the operation mode per system. Possi bl
EnabBreabl e DHCP server per system.
Di sableabl e DHCP server pre system.

VLAN Range

B

I ndicate the VLAN range in which DHCP server is

be smaller than or equal to the second VLAN | D.
VLAN I D, then you can just input ILtAN ntho oei bloe h.
On the other hand, if you want to disable existe

1. press OADD VLAN Rangedé to add a new VLAN rang
2. I nput the VLAN range that you want to disabl e
3. Choose Mode to be disabled.

4 . Press Apply to apply the change.

Then, you wi l|l see the disabled VLAN range 1is
configuration page.

Mo d e

5

37
User MHGSHMBT2/ NGPVMNGSM4A 8 Trd XLA. No.v 23



I ndicate the operation mode per VLAN. Possible m
EnabBreabl e DHCP server per VLAN.
Di sabl eabl e DHCP server pre VLAN.

Buttons
Add VLAN Range
Click to add a new VLAN range.
Save
Click dhasqaee.
Reset

Click to undo any changes made | ocally and rever
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2-7.1. 2 Excluded 1P

This page configures excluded I P addresses. DHCP

addresses to DHCP client.
Web I nterface
To configure DHCP server excluded I P in the web

1. Click Conf i gvwudr aSeirovner DaHhGdP Excl uded | P.
2. Click Add I P Range then you can create new | P R
3. Cl iSak e

Excluded IP Address

Delete IP Range
[t ——

\ Add IP Range \

‘ Save H Reset ‘

Figure 2-7.1.2: The DHCPv4 server excluded IP

Parameter description:

s I P Range
Define the I P range to be excluded I P addresses. The
the second excluded | P. BUT, i f the I P range contains
either one of the firstbanh. second excluded | P o

Buttons
Del et e

Check to delete the entry. It wi I | be del eted du

Add | P Range

Click to add a new excluded I P range.
s Save
Click to save changes.
s Reset
Click to undo any changes made | ocally and rever
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2-7. 1.3 Pool

This page manages DHCP pools. According to the DH

address and deliver configuration parameters to D
Web I nterface
To configure DHCP server pool in the web interfac

1. Cl iCoknf i guration, DHCP, Server and Poo
2. Click Add New Pool then you can create new Pool

3. Cl iSak e

DHCP Server Pool Configuration

Pool Setting

Delete Name Type 1P Subnet Reserved Lease Time
Mask only

‘ Delete | 1 days 0 hours 0 minutes

| Add New Pool

‘ Save H Reset ‘

Figure 2-7.1.3: The DHCPv4 server pool

Parameter description:

Pool Setting
Add or del ete pool s.

Adding a pool andcgieaitegaaneampoios woth "default

want to configure all settings including type, |

the pool name to go into the configuration page.
s Name

Configure the pool name that accepts all printable ¢

configure the detail settings, you can click the pool
s Type

Di splay which type of the pool is.

Net wotrtke pool defines a pool of I P addresses to servi

Hostthe pool services for a specific DHCP client ident

I " "i's displayed, it means not defined.

Di splay network number of the DHCP address pool
I " "i's displayed, it means not defined.
Subnet Mask
Di splay subnet mask of the DHCP address pool
I " "i's displayed, it means not defined.

Reserved Only

I f on, I p addresses optainable from the pool are | i mi!Hf
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Lease Ti me
Di splay | ease time of the pool.
Buttons
Del et e
Check to delete the entry. It will be deleted du
Add New Pool
Click to add a new DHCP pool

Save
Click to save changes.
Reset
Click to undo any changes made | ocally and rever
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2-7.2 Snooping

DHCP Snooping is used to block intruder on the

un

tries to intervenbBPHEBEP irepkygtpagkat bbgua | egiti mat

bet ween the DHCP client and server.

The section describes to configure the DHCP Sno
Snooping can prevent attackers from adding thei

Web I nterface

op
r

To configure DHCP snooping in the web interface:

1. Click Configwhmdi $mo o DIHICE.

2. Select O0OEnabledé in the Mode of DHCP Snooping C
3. Select O0Trusteddé of the specific port in the Mo
4. Cl| iSak e
DHCP Snooping Configuration
Snooping Mode
Port Mode Configuration
Port Mode
[E—
1 (Tiusted_~]
2
3 (Tsed_~]
a7 Trusted ]
a (Trusted ]
a0 [Trusted_~]
50 (Trusted ]
51 (Trusted_~]
52 (Trusted_~]
[save] [Roset]
Figure 2-7.2: The DHCPv4 Snooping Configuration
Parameter description:
s Snooping Mode
I ndicates the DHCP snooping mode operation. Poss
EnablEexéthtbl e DHCP snooping mode operation. When DF
enabl ed, the DHCP request messages will be forwa
packets from trusted ports.
Di sabDiesdabl e DHCP snooping mode operation.
s Port Mode Configuration
I ndicates the DHCP snooping port mode. Possible

TrustCedfigures the port as trusted source of the

UntrugLtoemd:i gures the port as wuntrusted source
Buttons

Sav.e
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Click to save changes.
Reset

B

Click to undo any changes made | ocally and rever
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2-7. 3 Rel ay

A DHCP relay agent is wused to forward and to tran
and the server when they are not in the same subn
I P address in the GI ADDR field of the DHCRhBepacdket
Gl ADDR field to determine the assigned subnet. Fo
switch configuration of VLAN interface | P address
Web I nterface
To configure DHCP Relay in the web interface:
1. Click Configwamdi Rel, aypDHCP
2. Specify the Relay Mode, Relay server, Rel ay | nf
3. Cl iSak e
DHCP Relay Configuration
Relay Mode [Disabled v]
Relay Server ‘0 000 ‘
Relay Information Mode [Disabled ~]
Relay Information Policy [Keep ~]
[save] [Reset
Figure 2-7.3: The DHCPv4 Relay Configuration
Parameter description:
s Rel ay Mode
I ndicates the DHCP relay mode operation.
Possible modes are:
EnablEeech:bl e DHCP relay mode operation. When DHCP
the agent forwards and transfers DHCP messages [
they are not in the same subnet domain. And the |
fosrecurity considerations.
Di sabDiesdabl e DHCP relay mode operation.
s Rel ay Server
I ndicates the DHCP relay server | P address.
s Rel ay I nformation Mode
I ndicates the DHCP relay information mode option
as "[vlian_id][module_id][port_no]". The first fo
and sixth characters are the modglual I D(i hnsbséamad:
device it means switch 1D), and the I ast two ch
"00030108" means the DHCP message receive form \
the option 82 remote | D vakressis equal the switec
Possible modes are:
EnablEenda:bl e DHCP relay information mode operatio
mode operation is enabled, the agent inserts sp:
message when forwarding to DHCP server and r emo
transfter rDHCP cl i ent . I't only works when DHCP r el
Di sabDiesdabl e DHCP relay information mode operat.i
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5

Rel ay I nformation Policy

I ndi cates the DHCP relay information

operation is enabled, i f the agent receives
agent information it will enforce ththdapgolicy.
information mode is disabl ed. Possi bl

Repl ®e@l ace the original relay information
contains it is received.

Keeeep the original relay information

received.

Droprop the package when a DHCP message

recei ved.

Buttons

s Save

Click to save changes.
s Reset

Click to undo any changes made | ocall
2-8 D H CvP6

User

45
MENGBMB T2/ NGPMNGSM4A 8 Trd XLA. No.v 2D

opti on

policies



The section describes@Bnooponfji garaeameher PHEGP t he s
Snooping can prevent attackers from adding their

2-81Snooping

Configure DHCPv6 (aka. DHCP over |1 Pv6) Snooping o

Web | nterface

To configure DHGOR swredopinnerifrmce:

1.Cl ick Configuaimd i mo o DIHICHE.

2.Sel ect OEnableddé in the Mode of DHCP Snooping Co
3.Sel ect to drop/ all oMetaldersnknown | Pv6 Next

4.Sel ect O0OTrustedo of the specCGdnfci gowrrat iiomn.t he Mod
5.Cl iSak e

DHCPv6 Snooping Configuration

Switch Configuration

Snooping M

ode Disabled v

Unknown IPvB Next-Headers

Port Configuration

Port

Gi11
Gi12
G148
10G 11
10G 12
10G 173

10G 1/4

LR

Trust Mode

Untrusted v

Iy

Untrusted v
Untrusted v
Untrusted v
Untrusted v
Untrusted v

Untrusted v

‘ Save H Reset ‘

Figure 2-8.1: The DHCP Snooping Configuration

Parameter description:

Snooping Mode

I ndicates the DHCPvVv6 snooping mode operation.
Possible modes are:

EnablErdabl e DHCPvV 6 snooping mode operation. Wh ¢
operation is enabled, the DHCPV6 client request
and only allow reply packets from trusted ports.

Di sabDiesdabl e DHCP snooping mode operation.

Unknown | PHNé&a dNerxs:

5

User

I ndi cates how Unhkeaodverr |Wwarl6ueNse xeshoul d be treated.
parse al | Pv6 packets to a DHCPv6 client to det

I
unknown | Pve extension header is enceouRREE@r®ala.,he
section 5, item 3 for details.
Possible options are:
Draprop packets with unknown | Pv6 extension hea
but may result in traffic disruptions.
Al l AWl ow packets with unknowns | ®vlbeexteaciuioa et
prevents traffic disruptions.
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Port Mode Configuration

I ndicates the DHCPvV6 snooping port mode.

Possible port modes are:

Trust &dbdnfigures the port as trusted source of tFh
Untrusted: Configures the port as untrusted sour

Buttons

Save
Click to save changes.
Reset
Click to undo any changes made | ocally and rever
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2-82Rel ay

I n this page it i sHQPResIli oy ef dro a« osng e giufriec DvIl an.
Web I nterface

To confi gvuRReel DHCIPn t he web interface:

1.Click Configweamdi Rel, ayDHCP

2.Cl| ick&ed Newdt Bntady a relay configuration

3.Speciintehéace, relay interface and relay desiti

4, Cl iSak e

DHCPv6 Relay Configuration

Delete Interface Relay Interface Relay Destination

[ Delste | VLAN 1 VLAN 1 f05:1:3

[ Add New Entry |

‘ Save | Reset ‘

Figure 2-8.2: The DHCPv6 Relay Configuration

Parameter description:

I nter:face

Interface i dentification.
s Rel ay I nterface
Interface identification. The i d of the interfac

s Rel ay Des:itination

AnPvie6 address réapmanentcaddabbst e test as specified
address of the DHCPvV6 server that requests shall
mans 'any DHCP server'
Buttons

Add New Entry

Clicakdd oa new entry

s Save
Click to save changes.
s Reset
Click to undo any changes made | ocally and rever
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2-9Security

This section shows you to configure the Port Sec.tl
Port Security featuiret eéonfaesthbyclti mnpiungtandaéni den:

2-9. 1 Swi tch

2-9. 1.1 Users

This page provides an overview of the current wuse

user on the web server is to close and reopen the
Web I nterface

To configure User in the web interface:

1. Click Configuration, Security, Switch and Users

2. Click Add new wuser
3. Specify the User Name parameter.
4

Cl iSak e

Add User

User Settings

User Name

Password ‘ ‘

Password (again)

Privilege Level

[Save ] [Reset [ Cancel
Figure 2-9.1.1: The Users configuration

Parameter description:

User Name

5

Astring identifying the user name that this entr
it 81. The valid user name allows | etters, numbe

Passwor d

The password of the wuser . O0tThEe. aAhyywpdi sttablng dh
including space is accepted.

Password (again)

To type the password again. You must type the sa
s Privilege Level
The privilege | evel of ©Oth&. ulsfert.her hper iav 8,1oeigged |reawn
can access all groups, i.e. that is granted the
to refer to each group privilege | evel. User's
49
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group privilege | evel to have the access of t hq
privil eidpasl ¢ewnehlrpaaccess anddaprit\nier epadheceks. A

the system maintenance (software upload, factory
5. Generally, 5Hden pbhd videdef dreved admini 8trator
for a standard user alfcooru nat gauneds tp raicvcioluengte. | ev el

Buttons

. Save

Click to save changes.
. Reset

Click to undo any changes made | ocally and rever
s Cancel

Click to undo any changes made | ocally and retur

Del ete User

Del ete the current user . Thi s button is not avali
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2-9. 1PRi vi |l sge Level

This page providespranwiodwgrvilewedfs.t Wdhe switch pr
Aggregation, Diagnostics, EEE, GARP, GVRP,I1 P, | PM(
MRP MVR MVRP Maintenance Mirroring Ports Privat
Spanning Tree SyGl ewbL AINsa pVoEiveceentVIVAN Privil ege Leve

Web Interface

To configure Privilege Level in the web interface
1. Click Configuration, Secuwrity, Switch and Privi
2. Specify the Privilege parameter.

3. Cl iSak e

Privilege Level Configuration

Privilege Levels

Description

Group Name

Aggregation
Alarm

APS
UFDMA_AIL

uFDMA_CIL
UPnP

VCL
VLAN_Translation
VLANs
Voice_VLAN

XXRP

‘ Save H Reset ‘

NENHNENENEEN?HE
2
2

Figure2-9.1.2: The Privilege Level configuration

Parameter description:

User

Group Name

The name identifying the privilege group. I n mos
single module (e.g. LACP, RSTP or QoS), but a f
foll owing description defines these privilege |e
System: Contact, Name, Location, Timezone, Dayl i
Security: Authentication, System Access Manageme

and the MAC Address Limit), ACL, HTTPS, SSH, ARP

ping’
PorBvierything except 'Veri PHY'

| PEverything except

Di agnosping: and ' Veri PHY'
Mai nt en@GlhRyst em Reboot, System Restore Default,6 !

Save, Configuration LoadUsansd, FPrimwaregéohdveMWsba
Mai ntenance.
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Debu@nly present in CLI

Privilege Levels

The Privilege Levels c@n®(bwehea@n fOi gius eldo voeesttweleav
hi ghest | evel) Every group has an authorizati

read and.wr.i tfeor cl earing of statistics).
the authorization Privilege |l evel to have

Buttons

Apply
Click to save changes.
Reset
Click to undo any changes made |l ocally and
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2-9. 1.3 Auth Method

This page shows how to configure a user with auth
one of the management <client interfaces.

Web Interface

To configure an Authentication Method Configurati
1. Click Configuration, Security, Switch and Auth
2. Specify the Client (console, telent, ssh, http)
3. Speci ty mmaawWt henti cati on Met hod

4. Speacttounting method

5 CIl iSak e

Authentication Method Configuration
Client
console local v no v no v
telnet local v~ no ~ no v

ssh local v~ no het no v

2l B & = 3
g
=
o
2
&

http local v no v no v

Command Authorization Method Configuration

Client Method Cmd Lvl Cfg Cmd

console no v D O

telnet o v E O

ssh no__ v E O

Accounting Method Configuration

Client Method Cmd Lvl Exec
console no_ v D O
telnet no_ v E O
ssh no v E O

‘ Save H Reset ‘

Figure 2-9.1.3: The Authentication Method Configuration

Parameter description:
Aut hentication Method Configuration Help
Client
The management <c¢lient for which the configuratio
Aut hentication Method

5

Aut hentication Method can be set to one of the f

f no : authentication is disabled and |l ogin is 1

T | ocal : use the | ocal user dat abase on the swi

T radius : uURsAeD laessr e maot ¢ or aut henticati on.

T tacacs uTsAeC AaCsSete met ef or aut henticati on.

Met hods t hat involves remote servers are timed o

case the next met hod is tried. Each method is tr
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met hod either approves or rejects a user. I f a r
authentication it is recommended to configure se
enabl e the management <client to | ogiwownVigurlked | o
authentication servers are alive.

Command Authorization Method Configuration Help
The command authorization section allows you to |

The table has one row for each wHiicelmtartey:pe and a

Client
The management <c¢client for which the configuratio
Met hiod
Met hod can be set to one of the following values
no: Command authorization is disabl ed. User i s g
to his privilege | evel
tacacs: UsCAGSHotVer (s) for command authorizati or
of fline, the wuser is granted access to CLI comma
Cmd Luvl
Aut horize al/l commands with a privilege | evel hi
Valid values are in the range 0 to 15.
Cf gmd

Al so authorize configuration commands.

Accounting Method Configuration Help

Thaccounting section allows you to configure comn

The table has one row for each client type and a
Client

The management <c¢lient for which the configuratio
Met h:od

Met hod sath be one of the following values:

no: Accounting is disabled.

tacacs: UsPreCAGBSHoVer (s) for accounting.
Cmd Luvl

Ehabl e accounting of all commands with a privil e

Val i d val ues ar e in the range 0 to 15. Leave

accounting. Enabl e accounting of all commands wit

this | evel

Valid values are in the range Ocdmmdrbd deaowenttihre
Exec

Enable exec (login) accounting.

Buttons
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, Apply

Click to save changes.
Reset
Click to undo any changes made | ocally and rever
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2-9. 1S 8H

This section sho®SHyot heoSwonhthgur e

Web Interface

To conf iSggHme tdhre web interface:

1. Click ConfiguratioB8SHSecurity, Switch and
2. Select OEnabl ed&H n the Mode of

3. Cl iSak e

SSH Configuration
Mode

‘ Save H Reset ‘

Figure 2-9.1.4: The SSHConfiguration

Parameter description:

Mo d e

B

I ndicates the SSH mode operation. Possible modes
EnablEendabl e SSH mode operation.
Di sabDiesdabl e SSH mode operation

Buttons

s Save
Click to save changes.
s Reset
Click to undo alngc alhlayn geersd nraedweert t o previously
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2-9. 3HTTPS

This page allows you to configure the HTTPS setti
the switch.

Web I nterface

To configure an Access Management Configuration i
1.Click Configurati oATTEB®curity, Switch and

2.Sel ect OEnabledo6 in the Mode.

3.%e |l edlennabl ed/ @ihseabalugad matic redirect

4.Sel ect the certificate maintain mode

5Click Save

‘ Refresh ‘

HTTPS Configuration

Mode [Disabled ~

Automatic Redirect Disabled v

Certificate Maintain [None ~

Certificate Status Switch secure HTTP certificate is presented

‘ Save H Reset ‘

Figure 2-9.1.5,: The HTTPS Configuration

Parameter description:

Mo d e

5

I ndicate the HTTP&smbdkeeomedasi ane:
EnablEemcabl e HTTPS mode operation.
Di sabDiesdabl e HTTPS mode operation.

Aut omatic Redirect

5

I ndicate the HTTPS redirect mode operation. It
Enabl ed" is selected. When t HE TdPerdn @ cetcit o nmowdiel i
redirected to HTTPS connection automatically.
Notice that t he browseedimaeyct nootpealt own tdee to
consideration unless the switch certificate is t
HTTPS connecti on mamweaslilby ef aro dtelsi sareas e
EnablEemcabl e HTTPS redirect mode operation.

Di sabDiesdabl e HTTPS redirect mode operation.

Certificate Maintain:

The operation of c eProtsisfiibd eet eo pmaianti emasn aea.e :
Nond&o operation.

Del eDel:et e the current certificate.

Upl oddldt oad a certificate PEWMelbd iBrowdRears si bl e met h
Gener@Gémer ate -aigewds® A certificate.

Certificate Pass Phrase

Enter the pass phrase in this field if your upl
passphrase.
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5

Certificate Upload

Upload a certificate PEM file into the switch. T
key together. I f you have two separated files f«
Linux cat command to combine xaeampl @ ,ntmata my .ngd ret
> my.pem

Notice that the RSA certificate is recommended ¢
has removed support for DSA in certiFoiscsaitbel,e e.
met hods ar e:

Web BraoWpload aecegiti Webabrowser.

URLUpl oad a certificate via URLLIRTITHFS TammBp.Brted p
The URL for mat i s <protocol >://[<use
host>[: <port>][/<path>]/<file_name>. Fo
tftp://710.2120.10. 10/ new_image_path/new_ i mage. dat,
http://username: password@10. 10.10.10:80/new_i mag
name i 6 attieng drawn -Zazdpm di9phabdeoft0((A ), uhgehen
score( _) . The maxi mum |l ength is 63 and hyphen m
content that only contains ' ' is not allowed.

Certificate Status:

Di spl ay th current st atPws sdfbl ceersttiaftiucseetse aare:t he
Switch secure HTTP certificate is presented
Switch secure HTTP certificate is not presented.
Switch secure HTTP certificate is generating
Buttons
s Refresh
Click to refresh the page. Any changes made | oca
. Apply
Click to save changes.
s Reset
Click to undo any changes made |l ocally and rever
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2-9. 8Access Management

This selRawodnyou to configure access management
HTTP/ HTTPS, SNMP, and TELNET/ SSH. You can manage
over theThatmaxiemmum numble6r. olff etnhter iaepspliiscati on' s t
of the access management entries, it will allow a

Web I nterface

To configure an Access Management Configuration i
1.Cl ick Configurati oAgceSsesc Mainthye meSwi.tch and

2.Sel ect OEnabl e A& ciers st Ma nM@dcenenft Conf i gurati on.
3.Click O0Add new entry6o.

4.Specify the Start | P Address, End I P Address.
5,Checked Access Management method (HTTP/HTTPS, SN
6.Cl iSak e

Access Management Configuration
Mode

Delete VLAN ID Start IP Address End IP Address HTTP/HTTPS SNMP TELNET/SSH

[ Delete | [1 | [0000 0000 ( ( (

[ Add New Entry |

‘ Save H Reset ‘

Figure 2-9.1.6: The Access Management Configuration

Parameter description:

Mo d e

I ndicates the access management mode operation.

EnablEemhtbl e access management mode operation.

Di sabDiesdabl e access management mode operation.
VLAN 1D

I ndicates the VLAN I D for the access management
St alrmddr ess

I ndi cates the start | P address for the access ma
End | P address

I ndi cates the end I P address for the access mana
HTTRATTRS

I ndi cates that the host can access the switch frq
mat ches the | P address range provided in the ent

SNMP
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I ndi cates that the host can access the switch f
matches the | P address range provided in the ent

TELNBSH

I ndi cates that the host can access the switch fr
matches the | P address range provided in the ent

Buttons
Del et e

Check to delete the entry. It wi ll be deleted du
Add New Entry

Click to add a new access management entry.
s Save
Click to save changes.
s Reset
Click to undo any changes made | ocally and rever
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2-9. ISNMP

2-9.

Any Network Management System (NMS) running the S
( SNMP) can manage the Managed devices equipped w

Management | nformation Base (MIB) is installed co
is a protocol that i s used to govern the transfer
agent and traverses the Object ldentity (Ol D) of
described in the form of SMI syntax. poaMMR & dient

reqguest issued by SNMP manager.

Basically, it i s passive except issuing the trap

on or off the SNMP agent. I f you set the field SN
All supported MIB Ol Ds, includ$MMP RWOMNadvd B, Icfant b
SNMP is set o0Disabl eb6actSINMPt eady,ent havi i ¢ dbtee dd eCo mmt
Host | P Address, Trap and all MI B counters wild.l b

I..1 System

This section describes how to configure SNMP Syst
configure SNMP settings, community name, trap hos
of SNMP. A SNMP manager mu st pass thohemamubhewnti ca
names, then it can access the MIB information of

the same community name. Once completing the set:Ht
takes effect.

Web I nterface

To configure the configure SNMP System in the web
1. Click Configuration, Security, Switch, SNMP and
2. Evoke SNMP State to enable or disable the SNMP -
3. Specify the Engine 1D

4. Cl| iSak e

SNMP System Configuration

Mode

Engine ID

‘ Save H Reset ‘

Enabled v

800019cb03002233aabbff

Figure 2-9.1.7.1: The SNMP System Configuration

Parameter description:

User

Mo d e

I ndicates the SNMP mode operation. Possi bl e mode
E n a b |Eeallle: SNMP mode operation.

Di s a bDisabld SNMP mode operation.

Engine | D
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I ndicates the SNMPv3 engine 1|D. The string must
format) with number of di gzietrso sb ea Aweseanh t1e0 naontd a6l4l,
Change of the Engine I D will clear all original

Buttons

Save
Click to save changes.
Reset
Click to undo any changes made | ocally and rever
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2-9. 1..2 Tr ap
Configure SNMP trap on this page.
29.1.7.2.1
Configure trap destination on this page
Web Interface
To configure the configure SNMP Trap Configuratio
1. Click Configuration,TrSepcd rbhdsyt,i Sawtiitarh, SNMP
2. Click Add New Entry then you can create new SNM
3. Cl iSak e
Trap Configuration
Trap Destination Configurations
Delete Name Enable Version Destination Address Destination Port
[AddNew Enty |
[Save] [Reset]
SNMP Trap Configuration
Trap Config Name :
Trap Mode
Trap Version
Trap Community
Trap Destination Address :
Trap Destination Port
Trap Inform Mode
Trap Inform Timeout (seconds)
Trap Inform Retry Times
Trap Security Engine ID 800019cb03002233aabbff
Trap Security Name None v
[Save | [Resel]
Figure 2-9.1.7.2.1: The SNMP Trap Configuration
Parameter description:
s Name
I ndicates the trap Configudesfonasi amameg. namdicat
s Enabl e
I ndicates the trap destination mode operation. P
EnablEedchtbl e SNMP trap mode operation.
Di sabDiesdabl e SNMP trap mode operation.
s Ver si on
I ndicates the SNMP trap veuppdomtsedrwer si on. Possi
SNMPvSlet SNMP trap supported version 1.
SNMPv3et SNMP trap supported version 2c.
SNMPv3et SNMP trap supported version 3.
63
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Destination Address

5

I ndicates the SNMP trap destination address. It
notation ('x.y.z.w').

And it also allow a valid hostname. A valid host
Zaz), di9gi tsdgdotoO)(.)Spadaeessh are not all owed, the fir
character, and the first andrlasdasharacters mus

I ndicates the SNMP trap destinatiodshi it Preécadds e
represented as eight fields of up to four hexade

(:). For example, "'"fe80::215:c5fyhtaeg08hdatdccéan bk
as a shorthand way of -bridprgesoeuptsi nogf neuolnttiipglueo ulsé z
appear only once. It can also represent a | egal

Destination port

I ndicates the SNMP trap destination port. SNMP A
the port range is 1~65535.

Buttons
Del et e

Check to delete the entry. It wi ll be deleted du
Add New Entry

Click to add a new user.
s Save
Click to save changes.
s Reset
Click to undo any changes made |l ocally and rever
64

User MHBHGE8MBT2/ NGPMNLGSM4 8 Trd XLR.No.v 2D



229.1.7.2.2

Thi s ppraogveSti&®r ap source configurations. A trap is
if at |l east one filter with filter type included
excluded matches.

The maxi mum ed2ry count is

Web Interface

To configure the configure SNMP Trap Configuratio
1.Cl ick Configurati on,Tr Sagncdu rsiotuyr,ceSwi tch, SNMP
2Click Add New ckmt rcyr etahteen nysoauu ®biBIP h®er aspvi t ¢ h.

3.Cl iSak e

Trap Configuration

Trap Source Configurations

Delete Name Type Subset OID

[ Add New Entry |

‘ Save | Reset ‘

Trap Configuration

Trap Source Configurations

Delete Name Type Subset OID

[ Delete | included v

[ Add New Eniry |

| Save | Reset ‘

Figure 2-9.1.7.2.2: The SNMP Trap Configuration

Parameter description:
Na me

I ndi cates the name for the entry.

s Type
The filter type for the entry. Possible types ar
i ncl udmegti onal flag to indicate a trap is sent f
excl uMemdoptional flag to indicate a trap is not

mat ched.
Subset Ol D:

The subset OID for the entry. HKhedvafuerapouohted
example, the ifldex is the subset OID of I|inkUp
more digital2oMmMPmbre2r9(50 or asterisk(*) which are ¢
character must not begixi wmimhatt@®@rDs&ddtnt amdst he
128.

Buttons
Del et e

Check to delete the entry. It wi Il be deleted du

65
User MHGSHMBT2/ NGPMNGSM4 8 Trd XIA. No.v 2D


http://192.168.2.1/help/glossary.htm#snmp

s Add New Entry

Click to add a new user.
Save
Click to save changes.
. Reset
Click to undo any changes made | ocally and rever
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2-9. I..8ommuni ti es

The function is used to configure SGMBm@3nictoyymuni t

Web Interface
To configure the SNMP Communities in the web inte
1. Cl iColnf i guration, Security, Switch, SNMP and Com
Click Add new Entry.
Specify the SNMP community parameters.

Cl iSak e

o > 0N

I f you want to modify or clear the setting then

SNMPv3 Community Configuration
Delete Community name Community secret Source IP Source Prefix

[ public public 0000 0

& private private 0000 0

Add New Entry ‘ ‘ Save H Reset ‘

Figure 2-9.1.7.3: The SNMPv3 Communities Security Configuration
Parameter description:
CommuniNadme

Il ndicates the security name to map the community
all owed string length is 1 to 32, and the all owe

CommunSegr et

I ndicates the community secret (access string)
to the SNMP agent. The all owed string Il ength is
characters from 33 to 126.

SourlckPe

I ndicates the SNMP access source address. A par
used to restrict source subnet when combined wit

Source Prefix:
SNMP access source address prefix.
Buttons
Del et e
Check to delete the entry. It wi Il be deleted du

Add New Entry

Click toeamddya new
N Save
Click to save changes.
s Reset
Click to undo alngc alhlayn geersd nraedweert t o previously
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2-9. 1..4

User s

Configure SNMPv3 user table onEhgi saenpdestea. Nahmee .ent |

Web Interface

To configure the SNMP Users in the web interface:
1. Cl iCoknf i guration, Security, Switch, SNMP and Use
2. Click Add new Entry.

3. Specify the Privilege parameter.

4. C| iSak e

SNMPv3 User Configuration

User Security Authentication Authentication Privacy Privacy

Delete Engine ID Name Level Protocol Password Protocol Password

[ Delete | [800019¢003002233aabbif Auth, Priv v : :

‘ Add New Entry ‘ ‘ Save H Reset ‘

Figure 2-9.1.7.4: The SNMP Users Configuration

Parameter description:

Engine I D

An octet string identi feynitmg tstheo ud rdgibred olnl tttoat T
contain an even number (in hexadecimal format) v
but-zalrlos -afkdsalalFe not all owed. The ShNhMPEBvwed ar ch
Security Model (USM) afnadr t-hes®dadgegdccsescssr Contr ol Mo

for access control. For the USM entry, the usml
entry's keys. In a simple agent, usmUser Engi nel L
value. The valueakae af sbhéeagsempBerginel D of a re
which this user can communicate. I n other words,
then it is |l ocal user; otherwise it's remote use

User Na me

B

A string identifying the user name that this ent
is 1 to 32, and the allowed content is ASCII cha

Security Level

I ndicates the security model that this entry sho
NoAut h, NoPmuvhentication and no privacy.

Aut h, NAWwlPtrhentication and no privacy.

Aut h, ARrtihvennti cati on and privacy.

The value of security |l evel cannot be modified i
be ensured that the value is set correctly.

Aut hentication Protocol

5

User

I ndicates t he authentication protocol that t h
authentication protocols are:

Nond&o authentication protocol
MD5An optional flag to indicate that this wuser u
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SHAANn optional flag to indicate that this user u:

The value of security | evel cannot be modified i
ensure that the value is set correctly.

Aut hentication Password

A string identifying the authentication passwor
the allowed string length is 8 to 32. For SHA
l ength is 8 to 40. The all owed content is ASCI

Privacy Protoco
I ndi cates the privacy protocol that this entry s
Nond&o privacy protocol
DESAn optional flag to indicate that this user u:¢

AESNhen availabl e, an optional flag to indicate
protocol

Privacy Password

A string identifying the privacy password phr as:
the all owed content is ASCIlII characters from 33

Buttons
Del et e

Check to delete the entry. It wi ll be deleted du
Add New Entry

Click toeanddya new
s Save
Click to save changes.
s Reset
Click to undo any changepmr emnaideeu 4 loyc ad d we ch nvda Ir eeve.r
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2-9. 1..5 Groups

Configure SNMPvVv 3 group tabl e on thiSecpagey Th
ModahB8ecurity Name.

Web I nterface

To configure the SNMP Groups in the web interface
1. Click ConfiguBbwitioh, SHBMBrang, Groups.

2. Click Add new Entry.

3. Specify the Privilege parameter.

4., Cl| iSak e

SNMPv3 Group Configuration

Delete

0

o

(m}

C

‘ Delete ‘

Security Model Security Name Group Name

vi public ‘defau\tjo)qroup

vi private ‘ default_rw_group

v2c private ‘ default_rw_group

|
|
v2c public ‘defau\tﬁro)qroup ‘
|
\

v \

‘ Add New Entry | | Save H Reset ‘

Par

v

v

Figure 2-9.1.7.5: The SNMP Groups Configuration
ameter description:
Security Model
I ndicates the security model that this entry sho
vl Reserved for SNMPv1l.
v2c Reserved for SNMPv2c.
usm Usased Security Model (USM) .
Security Name

A string identifying the security name that thi.
l ength is 1 to 32, and the allowed content is AS

Group Name

A string identifying the group name that this e
l ength is 1 to 32, and the allowed content is AS

Buttons
Del et e
Check to delete the entry. It wi Il be deleted du

Add New Entry

Click toeamddya new
Save

Click to save changes.
Reset

Click to undo any c hrasmwgerst ntad ep rl owiad U syl yandaved v
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2-9. 1..6 Vi ews

Configure SNMPv3 view table on this page. The en

Subtree.
Web I nterface
To configure the SNMP views in the web interface:

1. Click ConfiguBbwiioh, SHEBrang, Vi ews.
2. Click Add New Entry.

3. Specify the SNMP View parameters.

4. Cl| iSak e

5,1 f yaonut wo modify or clear the setting then clic
SNMPv3 View Configuration
Delete View Name View Type OID Subtree
() default_view 1
[oue | —

‘ Add New Entry ‘ ‘ Save H Reset ‘

Figure 2-9.1.7.6: The SNMP Views Configuration
Parameter description:
Vi ew Name

A string identifying the view name that this ent
is 1 to 32, and the allowed content is ASCII <cha

View Type

I ndicates the view type that this entry should b

|l ncl uAredapti onal flag to indicate that this view
Excl uMrdopti onal flag to indicate that this view
I n general, i f a view entry's view type is 'ex
existing with view type as '"included"’ and it's O
entry.

Ol D Subtree

The Ol D defining the root of the subtree to add
is 1 to 128. The allowed string content is digit

Buttons
Del et e

Check to delete the entry. It will be deleted du
Add New Entry

Click toeanddya new
s Save
Click to save changes.
N Reset
Click to undo any changemsr enaideu d loyc ad d we ca nwda Ir ieevse.r
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2-9. I..7 Access
The function i s usedactcot sachol nef i gru MnheiSE MPa e .i ndex |
ar@roup SzmneritgnMMededi ty Level
Web I nterface
To configure the SNMPtaArcfceses: in the web
1. Click Configuration, Security, Switch, SNMP and
2. Click Add new Access.
3. Specify the SNMP Access parameters.
4. Cl| iSak e
5 1 f you want to modify or clear the setting then
SNMPv3 Access Configuration
Delete Croup Name Security Model Security Level Read View Name Write View Name
= default_ro_group any NoAuth, NoPriv
D default_rw_group any NoAuth, NoPriv
[ Delete |
[AddNew Entry | - ['Save |[ Reset|
Figure 2-10.1.7.7: The SNMP AccessesConfiguration
Parameter description:
s Group Name
A string identifying the group name that this e
l ength is 1 to 32, and the all owed content is AS
s Security Model
I ndicates the security model that this entry sho
AnyAny security model accepted(vil|v2c]|] usm).
viReserved for SNMPv1.
v2Reserved for SNMPv2c.
usnmiseébrased Security Model (USM) .
s Security Level
I ndicates the security model that this entry sho
NoAut h, NoPmuvhentication and no privacy
Aut h, NAWwlPtrhentication and no privacy.
Aut h, ARrtihvennti cati on and privacy.
s Read Vi ew Name
The name of the MIB view defining the MIB objec
current val ues. The allowed string length is 1
characters from 33 to 126.

Write View Name
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User

The name of the MIB view defi
set new values. The all owed
characters from 33 to 126.

Buttons

Del et e

Check to delete the entry.

AddNew Entry

Click toeanddya new
Save
Click to save changes.
Reset
Click to undo any changes
73
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29. 1. 6 RMON

An RMON i mplementation typically Mopetatesagi dewni
contain RMON software agents that collect infor ma
as servers and the Network Management applicatio
clients.

2-101.6.1 Statistics

Configure RMON Statistics tabldDan this page. The
Web Interface
To configure the RMON configuration in the web in

1. Click Configuration, Security, Switch, RMON and

2. Click Add New Entry.
3. Specify the I D parameters.
4. Cl iSak e

SNMPv3 Access Configuration

Delete Group Name Security Model Security Level Read View Name Write View Name

0 default_ro_group any NoAuth, NoPriv defaulf_view v
[m} default_rw_group any NoAuth, NoPriv defaulf_view
[Doete | el 10 g1oup NoAuth, Nopiiv

‘ Add New Entry ‘ ‘ Save H Reset |

Figure 2-9.1.6.1: The RMON Statistics Configuration
Parameter description:
I D
I ndicates the index of the entry. The range is fr
Data Source

I ndicates the port | D which wants to be monitored
1000* (svi)t,cH orDexampl e, if the port is switch 3 p

Buttons
Del et e

Check to delete the entry. It wi Il be deleted du
Add New Entry

Click toeamddya new
. Apply
Click to save changes.
s Reset
Click tocbhbadgeanmade | ocally and revert to previ
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29.1.6.2 History

Configure RMON History table olnD.this page.

Web Interface
the RMON History in the web interface:
1. Click Configuration, Security, Switch,
2. Click Add New Entry.
3. Specify the I D parameters.
4. Cl| iSak e

RMON History Configuration

Buckets
Delete D Data Source Interval Buckets Granted

‘ Add New Entry ‘ ‘ Save H Reset ‘

Figure 2-9.1.6.2: The RMON History Configuration

Parameter description:

The en

RMON and

. 1D
I ndicates the index of the entry. The range is f
s Data Source
I ndi cates t hewegprotrst tloD baehimdini t or ed. I'f in stack
addio0o0000* (-swjttchr | &xampl e, if the paoo0D65switc
s I nterval
I ndicates the interval in seconds for sampling t
to 3600, default value is 1800 seconds.
s Bucket s
I ndi cates the maxi mum data entries associated t|l
The range is from 1 to 3600, default value is 50
s Buckets Granted
The number of data shall be saved in the RMON.
Buttons
s Del et e
Check to delete the entry. It wi Il be deleted du
s Add New Entry
Click toeamddya new
s Save
Click to save changes.
s Reset
Click to undo any changes made | ocally and rever
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2-9.1.6.3 Alarm

Configure RMON Alarm table onlIlDhis page. The

entr

Web Interface
To display the configure RMON Alarm in the web in
1. Click Configuration, Security, Switch, RMON and
2. Click Add New Entry.
3. Speci f yatrhaemeltlzr s .
4. Cl| iSak e
RMON Alarm Configuration
beets |10 Yo veue | Aam Tresnola mioc | Tesahoid o
[Dotete | | | [ 1ae121221f00 ] o [Rsngofaingv] o [ CH [ I
((Add Now Eniry | [ Save | Roset
Figure 2-9.1.6.3: The RMON Alarm Configuration
Parameter description:
. 1D
I ndicates the index of the entry. The range is f
s I nterval
I ndi cates the interval in seconds ffaolrl isnagmpl i ng a

threshold. The ramnlge is from 1 to 2731

Vari abl e

I ndi cates the particular variable to be sampl ed,

| nOc tTehtes :t ot al number of octets received on

I nUcasThP&tmrsumbecasotf puancik et s dedliayweregrtod om ohhi. gher

I nNUcasTliP&dtsumber-caodt bamdadmu lpackets ded iayered t o
protocol

| nDi sclehredsn:umber of inbound packets that are disc
| NnEr rThhirescnumber of inbound packets that contained
del i ver abl 4 atyeera phiogtoero |

I nUnknowntPh®etmsmber of the inbound packets that
unknown-sappoemnt protocol

Out OctTeltes: number of octets transmitted out of t
characters.

Out UcasTiP&t sumbecasotf puancck et s t hat request to tral

Out NUcasTtPktmsumber-c@ad$t bamdadsmu lpackets that reques

Out Di s cTehred snumber of out bound packets that
nor mal

OQut ErTesThe number of outbound packets that
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errors.
Out QLTéhne: | engt h of the output packet queue (i n p:
Sample Type

The method of sampling the selected variable and
against the thresholds, possible sample types ar

AbsolGdate:t he sample directly.

Del Cal cul ate the difference between samples (def
Val ue

The value of the statistic during the |l ast sampl
Startup Al arm

B

The method of sampling the selected variable and
against the thresholds, possible sample types ar

Ri si ngTaliagrgneerwhen t hlearfgerstt hvaan utehd sri sing thr esh

Fallingdragmewhen the first value is | ess than t
Ri si ngOr Fal &li agmrwhegerthe first value is | arger
than the falling threshold (default).

s Rising Threshol d
Ri sing threzhdl 48354 Rde8 3(647) .

s Rising I ndex
Ri sing eve6bnst53bnd.elxf (tlhis value is zero, nNo assoc:
zero is not a valid event index.

s Falling Threshol d
Falling thr-2shoh8354B4A4&3§47)

s Falling I ndex
Falling evemn335%)ndlefx t(hHis value is zero, no assoc
zero is not a valid event index.

Buttons
Del et e

Check to delete the entry. It will be deleted du
Add New Entry

Click toeamddya new
s Save
Click to save changes.
s Reset
Click to undo any changes made | ocally and rever
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2-9.

1.6.4 Event
Configure RMON Event table onlbhis page. The entr
Web I nterface

To display the configure RMON Event in the web in
1. Click Configuration, Security, Switch, RMON and

2. Click Add New Entry.
3. Specify the I D parameters.
4. Cl iSak e

RMON Event Configuration

Delete

D Desc Type Event Last Time

‘ Delete ‘ D 0
Eai)

Figure 2-9.1.6.4: The RMON Event Configuration

Parameter description:

5

I D

I ndicates the index of the entry. The range is f
Desc

I ndicates this event, the string length is from
Type

I ndicates the notification of the event, the pos

Nonie No SNMP |l og is created, no SNMP trap is senj

Log Create SNMP |l og entry when the event is trig

Snmp tr&8end SNMP trap when the event is triggere

Log and €repte SNMP |l og entry and sent SNMP trap
Community

Specify the community when trap is sent, the str]
Event Last Ti me

I ndicates the value of sysUpTime at the time thi
Buttons
Del et e

Check to delete the entry. It will be deleted du

Add New Entry

Click toeanddya new
Save
Click to save changes.
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Reset

5

Click to undo any changes made Ivadalelsy and rever
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2-9. 2 Net wor k

2-9. 2Pdrt Security

Port security defines three types of MAC addresses, of which static and sticky can be added and
removed on this page:

Dynamic: A MAC address learned through learn frames coming to the Port Security module
while the interface in geustion is not in sticky mode. Dynamic entries disappear if it ages out or
if the interface link goes down.

Static: A MAC address added by end-user through management. Static MAC addresses are not
subject to aging and will be added to the MAC address table once Port Security gets enabled
on the interface.

Static entries are part of the running-config and will survive interface link state changes and
reboots if saved to startup-config. Static entries can be added to the running-config at any time
whether or not Port Security is enabled.

Sticky: When the interface is in sticky mode, all entries that would otherwise have been learned
as dynamic are learned as sticky.

Like static entries, sticky entries are part of the running-config and will survive interface link
state changes and reboots if savedto the startup -config.

Though not the intention with Sticky entries, they can be added by management to the running -
config at any time whether or not Port Security is enabled on the interface, as long as the
interface is in Sticky mode. Sticky enties will disappear if the interface is taken out of Sticky
mode.

Web Interface

To condglighbal configuratiinon hef wgdr ti nd ec d raictey

1. Selct O0Enabledd in the Mode of System Configurati
2. Checked Aging Enabl ed.

3. Set ing\Rgriod (Default is 3600 seconds).

To confdtgautriec aand sti dky tMAC wedbdriemdsxsad ace:
1. Click Add New MAC Entry6to add a new MAC
2. Specify parameters

3. Click Save

‘ Refresh ‘
Port Security Configuration

Global Configuration
Aging Enabled [m]
Aging Period 3600 seconds

Hold Time 300 seconds

Port Configuration

Port Mode Limit Violation Mode Violation Limit Sticky State

o

1 4 Protect v 4 u] Disabled

2 4 Protect v 4 O Disabled

3 4 Profect v 4 0 Disabled

4 4 Protect v 4 0 Disabled
80
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50 Disabled v 4 Protect v 4 O Disabled

51 Disabled v 4 Protect 4 O Disabled
52 Disabled v 4 Protect v 4 (] Disabled

‘ Save H Reset ‘

Port Security Static and Sticky MAC Addresses

‘ Refresh ‘

Delete

| Delete |

Port VLAN ID MAC Address Type

[ Add New MAC Entry |

‘ Save H Reset ‘

Figure 2-9.2.1: The Port Security Configuration

Parameter description:

System Configuration

Del ect

B

Press this button to rMAOVvaddrhessenttalyl ef r(oinf tpree
runncomgfig.

Noti ce t hat dynami c entd4ioget mary dre armoweedr fad
"Monitor Security Port Secur ibtyyn&wi t cchh"rougland
"Monitor Security Port Security Port?"

s Aging Enabl ed
I f checked, secured MAC addr esses Aagriengs uPbejrecotd t o

s Aging Period
| Aging Einabtbdcked, then the aging period is co
modul es are using the underlying port security f
ot her reqguirements to the aging period. The und
rguested aging period of all modul es that wuse th
The Aging Period can be set to a number between
To understand why aging may be desired, eonsider
host is connected to a 3rd party switch or hub,
switch on which Limit -@Qomstr ovli | il s bamvadrldodiefdTthiee din
i s not exceeded. Nowhssatpplosgstboht ohepewdrs dow
aging, -hdhet emaul d still take up resources on this
To overcome this situatngonenaebnlaebd,e aagtiinmer Wig hst
entost gets secured. When the timer expires, the
entdost, and if such frames are not s eheors t wiitshi n
assumed to be di scommespenddi mqpdr ¢e heurces are fre

Port

The port number to which this MAC address is bou

VLAN I D & MAC Addr ess:

The VLAN I D and MAC address in question.

R Type

I ndicates the type of entry and may be either St

Buttons

User

Add New MAC Entry
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Click this button wild.l add a new row to the tabl
sticky MAC address to a particul abrutitnotne rtfoa csea v eO nt
changes t-oonfihging

Notice that stickydeedrawtsomati acarimaltlyrough | eal
s Refresh
You can c¢click them for refresh the Port Security
. Save
Click to save changes.
Reset

B

Click to undo any changemsr enaideu d loyc ad d we ca nwda Ir eevse.r
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This page all ows VBHEt Ghalo iMaCgaid ea u thhseynstti ecna ta nodch
port settings.

The | EEE 802.1X stahased deféesmes cantproolt procedu
unaut hori zed access to a net wor k by requiring
authentication. One or moreversntraét semivee swhethlee
is allowed access to the networKk. These backend
"Configuration Sedbhei it FEEBA2 . pfXgsest-badaddopgef anikasn
but -sbandard variants overcome security |limitatio
MA@ ased authentication allows for authentication

and doesn't ereqtuo rheavtehes puesci al 802.1X supplicant s
The switch useadtdhesssdemn’ asasuMA@nti cate against t he
can create counterfeit MAGD aasdeddr easustehse, n tw hciacthi oma kl eess
802.1X authentication.

The NAS configuration consarsd sa-wgddatwo sections, a

Web I nterface
To configure a Network Access Server in the web i
Cick Configuration, Security, Network and NAS.
Select OEnabledd6é in the Miodfiguratoh. Net wor k Access
Checked Reauthentication Enabled.
Set Reauthentication Period (Default is 3600 seconds).
Set EAPOL Timeout (Default is 30 seconds).
Set Aging Period (Default is 300 seconds).
Set Hold Time (Default is 10 seconds).
Checked RADIUSAssigned QoS Enabled.

© © N o g bk w0 DN F

Checked RADIUSAssigned VLAN Enabled.

=
o

. Checked Guest VLAN Enabled.

=
=

. Specify Guest VLAN ID.

=
N

. Specify Max. Reauth. Count.

[N
w

. Checked Allow Guest VLAN if EAPOL Seen.

'—\
S

. Click Save
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‘ Refresh ‘

Network Access Server Configuration

System Configuration

Mode Disabled hd

Reauthentication Enabled

Reauthentication Period

o
3600 seconds
EAPOL Timeout seconds
Aging Period seconds
Hold Time seconds
RADIUS-Assigned QoS Enabled [m]
RADIUS-Assigned VLAN Enabled [}
Guest VLAN Enabled m]
Guest VLAN ID 1
Max. Reauth. Count 2
Allow Guest VLAN if EAPOL Seen
Port Configuration
RADIUS-Assigned RADIUS-Assigned Guest
Port Admin State QoS Enabled VLAN Enabled VLAN Enabled Port State Restart
o 0 o
1 Globally Disabled Reauthenticate Reinitialize
2 Globally Disabled Reauthenticate Reinitialize
3 Globally Disabled Reauthenticate Reinitialize
50 Globally Disabled Reauthenticate Reinitialize
51 Globally Disabled Reauthenticate Reinitialize
52 Globally Disabled Reauthenticate Reinitialize
Ea

Figure 2-9.2.2: The Network Access Server Configuration

Parameter description:

Us

System Configuration

Mo d e
I ndicates i f NAS is globally enabled or disabl ec
are allowed forwarding of frames.

Reaut hentication Enabl ed

| f checked, successfully authenticated supplice
interval specified by the Reaut henteincaabtlieodn pPoerrtiso
can be used to detect if a new davisu@piscphtuggs
| onger attached.

For MAGed ports, reauthentication is only wuseful
changed. It does not involve communication bet we

doesn't imply that a c¢l| i eAngti nigs Psettiolely .pr esent on
Reaut hentication Period

Determines the period, in seconds, after which a
This is only active if the Reauthentication Enal
the range 1 to 3600 seconds.

EAPOL Ti meout
Determines the time for retransmission of Reques
Valid values are in the range 1 t-bhaé® pecbosnds.

Aging Period
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This setting applies to the following modes, i . €
to secure MAC addresses:

A Single 802.1X
A Multi 802.1X
A MMBGsed Aut h.

When the NAS module uses the Port Security modu
Security module needs to check for activity on
intervals and free resources i f no asctpiawiatnyetiesr s
controls exactly this period and can be set to a

I feaut henitsi ceantaibolned and t héaperdt mogdei,n tdn s803%. X

since supplicants that are no |l onger attached to
authentication, whaucthh ewitlilc aftdioln. iButnoitb efneadcdd e d,
resources i s by aging the entries.

For port-basad MACtrhe a untohdeendta ecsant'itoncause direct col
bet ween the switch and the client, so this wildl
or not, and the only way to free any resources i

Hol d Ti me

B

This setting applies to the following modes, i . €
to secure MAC addresses:

A Single 802.1X
A Multi 802.1X
A MMB&sed Aut h.

| f a client iesi tdhreenri elde caacucsees st he RADI US server do
because the RADIUS server request times out (ac
"Configuration Sectulmet gl IAARAL ipagelptuddn zlkedl ¢ tian et
The hold timer does -goitngoaunt henutrii oagt aemn on

I n MALsed Aut h. mode, the switch wild/l ignore new
the hold ti me.

The Hold Time can be set to a number bet ween 10

RADI-BSsigned QoS Enabl ed

B

RADI-&Ssigned QoS provides a means to centrally ¢
coming from a successfully authenticated supplic
server must be configured to trandwmant asapecofalt IRi
feat urRRADIsMSs i gned Qd®|IBwabloeda detailed descrip

The "R-ABUg§ned QoS Enabl ed™ checkbox provides
enabl e/ di sa-bkeev eRRADRESi gned QoS Cl ass functi ona
i ndividual ports' di tto seastseéemgnQbeSt eCrl misrse i veh eetnhad

that port. When wwreacheaogkead,si BARIJdUSRoS Cl ass is di ¢
RADI-ASsigned VLAN Enabl ed

5

RADI-&Ssigned VLAN provides a means to centrall

successfully authenticated supplicant i s pl aced
classified to and sswiststclyemd@donVLANe RAPI RADI US s
confriegdu t o transmit speci al RADI US attributes

(s®ADI-NSsigned VLRA&NI &awafbhdérda detailed descriptio

The "RABkUg8ned VLAN Enabl ed" checkbox provide:
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enabl e/ di sadvdrev eRRADd USi gned VLAN functionality. \
ports' ditto setting -desiegmédeViwARthere RADI && on
unchecked-seRAPrU&8ssigned VLAN is disabled on all/l

Guest VLAN Enabl ed

A Guest VLAN is-tygpspacigl wVELtANI| i-mint evdhi cédat D2k 1
unaware clients are placededined aimeoowodr k Th@dmismw
a set of rules for entering sgeeloweavi ng the Gues

The " Guest VLAN Enabled" checkbox provides a qui
VLAN functionality. When checked, the individual
port can be moved into Guest VLAN. oWhere Wucelsdc k
VLAN is disabled on all/l ports.

Guest VLAN I D

Al

This is the value that a port's Port VLAN I D is
It is only changeabl e ¢glfobhemed yGueedst VLAN option i
Valid values are in the range [1; 4095].

Ma x . Reaut h. Count

The number of times the switch transmits an EAPO

before considering entering the Guest VLAN is ad
be changed i f the @GuesandWblleNd.opti on i s
Valid values are in the range [1; 255].

|l ow Guest VLAN i f EAPOL Seen

The switch remembers if an EAPOL framei masobeen r
the port. Once the switch considers whether to en
option is enabled or disabl ed.swift cchi swsaldlle d n(lwn cchea
Guest VLAN if an EAPOdcefirvamhe o atshiemetbo b effelwe p diret | i If f
(checked), the switch wildl consider entering the
received on theimertffaohet poritif

The value can only be changedbmfidtyhedGuest VLAN o

Port Configuration

The table has one row for each port on the selec
ar e:

Port

User

The port number for which the configuration belo

Admi n State

I f NABobandlyl ed, this selection conmordoel.s thbhepor
foll owing modes are availabl e:

Force Authorized

I n this mode, the switch wild send one EAPOL
up, and any c¢lient on the port wil/l be all owe

Force Unauthorized

I n this mode, the switch wild.l send one EAPOL
up, and any c¢lient on the port wil/l be disalll

Porbtased 802. 1X

I'n thew®02dlXthe user is calledatthleestuippdti cant:
the RADIUS server is the authenticat4di eanmeserver.
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User

mi ddl e, forwarding requests and responses betwe
server. Frames sent bet ween the supplicant and

known as EAPOL (EAP Over LANs) fram&ksFC3IFABOL fr

Frames sent between the switRADI podkethe. RRBADIUGS
packets also encapsul ate EAP PDUs together wit
address, name, and the supplicant's port number
it allows for differentMhsChlaéhPEGLtambds Tree hods
i mportant thing is that the authenticator (th
authentication method the supplicant and the a
many information exchange frames are neéged for
encapsul ates the EAP part of the frame into th
forwards it.
When authentication is complete, the RADIUS ser
success or failure indication. Besides forwardi
uses it to open up or block traffpglci maantt he swi 't
@ NOTE Suppose two backend servers are enabled and that the server
timeout is configured to X seconds (using the AAA configuration

page), and suppose that the first server in the list is currently down
(but not considered dead).

Now, if the supplicant retransmits EAPOL Start frames at a rate faster
than X seconds, then it will never get authenticated, because the
switch will cancel on-going backend authentication server requests

whenever it receives a new EAPOL Start frame from th supplicant.

And since the server hasn't yet failed (because the X seconds haven't
expired), the same server will be contacted upon the next backend
authentication server request from the switch. This scenario will loop
forever. Therefore, the server timeout should be smaller than the
supplicant's EAPOL Start frame retransmission rate.

Single 802.1X

I n fboarsted 802. 1X authentication, once a suppli

a port, the whole port is opened for networKk

to the port (for i nst abnaccek tohnr otuhgeh daee ahduabs) | ft wldIpy

client and get net work access even though
overcome this security breach, use the Singl
an | EEE standard, but features manybaded he
802.1X. I n Single 802.1X, at most one suppl:i
ti me. Nor mal EAPOL frames are used in the ¢
and the switch. I f more than one supprhésant

t

e
c
r
R

first when the port's |link comes up wild/l be

doesn't provide valid credentials within a ce
wi || get a chance. Once a supplictangupmsl isauarcte
wi || be all owed access. This is the most secur
t hRRort Smcdulié¢é yis used to secure a supplicant"'

aut henticated.

Mul ti 802.1X

I n garsted 802. 1X authentication, once a supplic

port, the whole port is opened for network tral
the port (for instancédatthkr onght hae shude)cteitsosaftpeldy g )

87
MENGSBMB T2/ NGPMNGSMA 8 Trd XLA. No.v 2D


http://www.ietf.org/rfc/rfc3748
http://www.ietf.org/rfc/rfc2865.txt
http://www.ietf.org/rfc/rfc3748
http://tools.ietf.org/html/draft-josefsson-pppext-eap-tls-eap-01
http://www.ietf.org/rfc/rfc2716.txt
http://192.168.1.1/help/help_psec_status_switch.htm

B

User

client and get network access even though they
this security breach, use the Multi 802.1X vari

Mul ti 802.1X is really not an | EEE standard, bt
as doebBapedt802. 1X. -IMiuke i SI8Mel.cdt X8a0r3. IIEXEE st andar
a variant that features many of theneame ammhares
supplicants can get authenticated on the same |
aut henticated individually andogdc Smaediuviie yt he N

I'n Mul ti 802.1X it is not possible to use the
MAC address for EAPOL frames sent from the swi
would cause all supplicants attached stwad ttchthe por
Il nstead, the switch uses the supplicant's MAC
EAPOL Start or EAPOL Response |l dentity frame s
this is when no supplicants are &tPtOdc lRRedy.uelsn t

l dentity frames using the BPDU mubt i waltset umMmA@ngy
supplicants that might be on the port.

The maxi mum number of supplicants that can be &
t hRort Securitfyubhcmi on&bintyol

MAGCbased Aut h.

Unl i k& aperdt 802-bdXed MACt hentication is not a st a
practices method adopt ela ve/d taet h erdtuisd atyi.ond ,n UM

clients, and the switch acts as theramep(aocpant
kind of frame) sent by a client is snooped by
MAC address as both username and password in t1!
RADI US serbepre WMAE &ddress i s conVJdrotwéd chgt d oa ms
TOXERHK K KK XK X, t hat -)i si,s ausdeads has( separatasedet wee

hexadeci mal di gits. ThMDXwiatl ¢ #ntgeeé yt scappioon sme t
so the RADIUS server must be configured accordi

When authentication is complete, the RADIUS ser
which in turn causes the switch to open up or |
t hRkrort Smecduwulie¢ey Only then will frames from the c
There are no EAPOL frames involved i-madgéeds aut

Aut hentication has nothing to do with the 802. 1
The advant abgaes eodf aMIAChent i-basedn802el Xpbstt hat se

can be connected to the same port (e.g. throug
reqguire individual aut hentication, andanhat t
software to authent i caltas ed haeutaldesmtnit aclgtes ed dWAEr
authentication is that the clients don''t need
The disadvantage is that MAC addr e-sexqaus pareemtbe =
whose MAC address is a valid RADIUS user <can b
Chall enge method is supported. The maxi mum numt

a port can be Pomi t®aec wrsii nfguitdtmi on&binty ol

RADI-BSsigned QoS Enabl ed

When RAMDd JiSgned QolSo besl dithdteld and enabl ed (checked

the switch reacts to QoS Class inAocepti packatr
transmitted by the RADIUS server when a supplica
and valid, tnafthéeécsuoupplkiovadt 'os port will be cl as
(r)eaeut hentication faidlAscepttpacRADI US Aooges car
or it's invalid, or the supplicant is other wise
Class is immediately reverted to the original Q
admi ni strator in the meanwhtalse iwintetdgut affecting
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This option is ontlyiamti mabdbes, fobresingl e

A Pbased 802.1X

A Single 802.1X

RADI US attributes used in identifying a QoS CIl as

Refer to the written documentation for a descri
order to successfully i d®nmnt eTabtlg QaS rChbase. dENR
RFC4605 ms the basis for identi-Aodemt tphaec kQotS. Cl as

Only the first occurrence of the attribute in th
must follow this rule:

A All 8 octets in the attribute's value must be
range 30 which translates into the desired QoS

RADI-BASsigned VLAN Enabl ed

When RAAMY JiSgned VLgGAN biash d4llyd teld and enabl ed (check:
port, the switch reacts to VLAN | DAtoéptmpatchatc
transmitted by the RADIUS server when a supplica
and valid, thN pbDrwill PoetcNVamged to this VLAN I
a member of that VLAN | D, and the port wild.l be
assigned, al |l traffic arriving on the port wi ||
assigned VLAN 1 D.

| f -)(arut henti cation fai-AscepttpacRADI 8 Aonges ca

or it's invalid, or the supplicant i s otherwise
I D is i mmedi ately reverted to the gedi ghiynatl heVL/
admi ni strator in the meanwhitialses iwintedgut affecting
This option is ontlyiamti mabdese, fDresingl e

A Pbased 802. 1X
A Single 802.1X

For t+ssdwlte ng VLAN assignment s, use the "Monitor
VLAN Port" pages. These pages show which modul e
current Port VLAN configuration.

RADI US attributes used in identifying a VLAN |D:

RFC2a6&FC35®0 m the basis for the attributes use:
AcceAxcxept packet. The following criteria are us:eée

A The -Madh-@npe, -Tupegel anBr TwCatoall® attri butes mus
be present at | eafAtceptepbokehe Access

A The switch | ooks for the first set of these at
the following requirements-Ptii vGaTeeagip=ddoO8si sotuspede
to include a Tag):

-Val ue ofMeTu Alnnple must be8 X"t (tor dilnEEIE 6) .
-Val ue ofTypenmalst be set to "VLAN" (ordinal 13)

-Value ofPriw@aned® must be a string of -ASCIl I c ha
which is interpreted as a decimal string represe
The final value must be in the range [1; 4095].

Guest VLAN Enabl ed

5

User

When Guest VglAoNbend bd cetdh and enabl ed (checked) for
considers moving the port into the Guest VLAN ac
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This option is onitbyasaewaimoalelse fiare . EAPOL
A Pbased 802.1X
A Single 802.1X
A Mul ti 802.1X

For tsdwltée ng VLAN assignments, use the "Monitor
VLAN Port™" pages. These pages show which modul e
current Port VLAN configuration.

Guest VLAN Operation:

When a Guest VLAN enabled port's link comes up,
Request I dentity frames. | f the numbMaekrk. oRetuvbdhsm
Coumand no EAPOL frames have been received in tF
entering the Guest VLAN. The interval bet ween t
frames i s c¢ cEMAPIOYJuU rTe dAlibiwth Gu e st VL AINs idn &RAIPeEOAd, Stelr
port wil!/ now be placed in the Guest VLAN. I f di
to see i f an EAPOL frame has previously been rec
the port Il ink goeAdmionniSdoad letahneg epdo)r,t "asnd i f not ,
pl aced in the Guest VLAN. Ot her wi se it wi |1 n ot
transmitting EAPOL Request Il dentity frames at th
Once in the Guest VLAN, the port is considered a
port are all owed access on this VLAN. The switct

when entering the Guest VLAN.
While in the Guest VLAN, the switch monitors th

frame is received, the switch i mmediately takes
authenticating the supplicant accordéagi vedt hehe
port wil!/ never be able to go back into the Gue:
Seen" is disabl ed.

Port St at e

B

The current state of the port. I't can undertake
Gl obally Di gdlbehd 3 yHABdi s
Link Down: NAS is globally enabl ed, but there is

Aut hori zed: Flohrec ep oA utd hiosa itgnedpgl| ecant mode and the
i s authorized.

Unaut hori zed: Flohrec epolunta wirsh ocar rsziemgpg!| ecant mode and
supplicant is not successfully authorized by the

X Auth/ Y Unaut h: TFshuep pploirctanits mond ea. n@Qulrtrient l y X ¢
and Y are unauthorized.

Restart

User

Two buttons are available for each row. The butt
gl obal | yaned atbh eAdpnoirnt iSs aitre ama EAMADOEra s mdde .

Clicking these buttons will not cause settings ¢

Reaut henticate:-abchenduil eat iaonm ewdhernieovce ro ft hteh eq up cert t
out ( BbAaRB@L aut hent i ebaatsieadn )a.utFhoermuMA@nt ooatien wi
attempted i mmedi atel y.

The button only has effect for successfully aut
cause the clients to get temporarily wunauthori ze
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Reinitiali4dei tharlddeaesatd orne of the cl-aebhhegnonctatte om
i mmediately. The clients will traqauftdrento ctalié owmn
in progress.

Buttons

s Refresh

You can c¢click them for refresh the NAS Configura
. Save

Click to save changes.
. Reset

Click to undo any changes made | ocally and rever
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2-9. 2.3 ACL

The access control list (ACL) is probably the most commonly used object in the IOS. It is used
for packet filtering but also for selecting types of traffic to be analyzed, forwarded, or influenced

in some way. The ACLs are divided into Ether Types. IPv4, ARP protocol, MAC and VLAN
parameters etc. Here we will just go over the standard and extended access listfor TCP/IP. As
you create ACEs for ingress classification, you can assign a policy for each port, the policy
number is 1-8, and however, each policy can be applied to any port. This makes it very easy to
determine what type of ACL policy you will be working with.

2-9.2.3.1 Ports

The section describes how to configure the ACL parameters (ACE) of the each switch port. These
parameters will affect frames received on a port unless the frame matches a specific ACE

Web I nterface

To configure the ACL Ports Configuration in the web interface:

1. CI i onkgur@tion, Security, Network, ACL and Ports.

2. To scroll the specific parameter value to select the correct value for port ACL setting.
3. Click the save to save the setting
4. I'f you want to cancel the setting then you neec

previously saved values.

5. After you configure complete then yooucamdul d see

clickrefesh to update the counter or Clear the infor
ACL Ports Configuration
Bz
Port Policy ID Action Rate Limiter ID Port Redirect Mirror Logging Shutdown State Counter
0 = v =~ T E— =~ =~ =~
Port2
1 0 Permit v Disabled v E;s:?\ed Disabled v Disabled v Disabled v Enabled v 0
Port2 ~
2 0 Permit v Disabled v BLS:E\GG ‘ Disabled v Disabled v Disabled v Enabled v 0
49 0 Permit v Disabled v B:ﬁed [Disabled v | [Disabled v | [Disabled v | [Enabled v | 0
Poit2 ~
50 0 Permit v Disabled v E:;Ted [Disabled ~ | [Disabled ~ | [Disabled v | [Enabled v | 0
Poit2 ~
51 0 Permit v Disabled v B;S;E\ed Disabled v Disabled v Disabled v Enabled v 0
Port2 ~
52 0 Permit v Disabled v Disabled [Disabled v | [Disabled v | [Disabled v | [Enabled v 0

Port 1
Port2 ~

‘ Save H Reset ‘

Figure 2-9.2.3.1: The ACL Ports Configuration

Parameter description:

Port
The | ogical port for the settings contained in t
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Policy 1D
Select the policy to apply to thils27pdhte. dEliaubt

val ube i s
Acti on
Select whether forwarding is permitted (" Permit'
"Permit"
Rate Limiter 1D
Select which rate | imiter to apply on this port.
1 through 16. The default value is "Disabled".
Port Redirect
Select which port frames are redirected on. The
number and it can't be set when action is permit
Mi rror
Specify the mirror operation of this port. The a

EnablFedaames received on the port are mirrored.
Di sabHreadmes received on the port are not mirrore
Theéefault value is "Disabled".

s Logging
Specify the |l ogging operation of this port. The

EnablFedames received on the port are stored in ¢t
Di sabHreadmes received on the port are not | ogged.
The default value is "Disabled". Pl ease note th:
rate is | imited.

Shut down

Specify the port shut down operation of this por

Enablldd:a frame is received on the port, the port
Di sabRoerdt: shut down is disabl ed.

The default valwue is "Disabled".

s St ate

Specify the port state of this port. The all owed
EnablTedr eopen ports by changing the volatile por
Di sabToedc:l ose ports by changing the volatile port
The default value is "Enabled"

Counter
Counts the number of frames that match this ACE.

Buttons

s Refresh

Click to refresh the page; any changes made | oca
s Cl exar

Click to clear the counters.
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Sav.e

Click to save changes.
Reset
Click to undo any changes made Ivadalelsy and rever

2-9. 2. RBat2e Limiters

94
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The section describes how to configure the switc
Limiter Level from 1 to 16 that allow user to set rate limiter value and units with pps.

Web Interface
To configure ACL Rate Limiter in the web interface:

1. Click Configuration, Security, Net wor k, ACL

and
2. To specific the Rate field.
3. CliclkBattlme save the setting
4, | fouy want to cancel t he settriemsgett hbeunt tyoonu Hdedaedwitl
previously saved values.
ACL Rate Limiter Configuration
Rate Limiter ID Rate Unit
'
2
:
4 [ 1 [pps +1
‘4
1
1
[ave] [Reset]
Figure 2-9.2.3.2: The ACL Rate Limiter Configuration
Parameter description:
s Rate Limiter 1D
The rate | imiter I D for the settings contained i
s Rat e
The vali0do02@t0e 5080000pPL5H07,5,1000Qi0M0kbps.
Buttons
s Save
Click to save changes.
s Reset
Click to undo alngc alhlayn geersd nraedweert t o previously
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2-9. 2.Mc.c3ess Control List

The section describes how to configure Access Control List rule. An Access Control List (ACL) is
a sequential list of permit or deny conditions that apply to IP addresses, MAC addresses, or
other more specific criteria. This switch tests ingress packets aginst the conditions in an ACL
one by one. A packet will be accepted as soon as it matches a permit rule, or dropped as soon
as it matches a deny rule. If no rules match, the frame is accepted. Other actions can also be
invoked when a matching packet is found, including rate limiting, copying matching packets to
another port or to the system log, or shutting down a port.

This page shows the Access Control ListACL), which is made up of the ACE defined on this
switch. Each rowdescribes the ACE that is defined. The maximum number of ACEs is 256 on
each switch. Click on the lowest plus sign to add a new ACE to the list. The reserved ACEs used
for internal protocol, cannot be edited or deleted, the order sequence cannot be changed the
priority is highest.

Web I nterface

To configure Access Control List in the web

1. Click Configuration, Sec WCraoittryo, | Neitswo.r k, ACL

2. CIick@;mLetton to add a new ACL, or use the
spedihfey edi ting action

3. To specific the parameter of the ACE
4. Cl itche save to save the setting

5 1 f you want to cancel the setting then cli
val ues.

6. When editing an entry on the ACElI tCGomsfidiug mltadyye
depend on various selections, such as Fr ame

criteria to be matched for this rul e, and
as RatePbaimi €epy, Logging, and Shutdown) .

Auto-refresh 0| Refresh || Clear || Remove All |

Access Control List Configuration

ACE Ingress Port Policy / Bitmask Frame Type Action Rate Limiter Port Redirect Mirror Counter

@
ACE Configuration
Ingress Port Al Action
Port 1
Port 2 Rate Limiter Disabled -
Port 3
Port 4 T ] Mirrer Disabled v
Policy Filter [Any “] Logging Disabled -
Frame Type [Any 1| shutdown
Counter 0
VLAN Parameters
802.1Q Tagged Any v
VLAN ID Filter Any v

Tag Priority Any hd

| Save || Resst H Cancel ‘

Figure 2-9.2.3.3: The ACL Rate Limiter Configuration
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Parameter description:
I ngress Port

Select the ingress port for which this ACE appli
Al:The AggEl i es to alll port.
PomtThe ACE applies to tnhiss tpher thumbrbero,f wher e wi

Pol Fcyter

Specify the policy number filter for this ACE.
AnyNo policy filter i s sp'edcoisfateed.. )( policy filter
Specilffi you want to filter a specific policy wit
entering an policy value and bitmask appears.

Pol Bty mask

When "Specific" is selected for the policy filte
all owed Oxa0dgxe7 fi.s Noti ce the usage of bit mask, i
means this -dbdarte"i.s Thdeo nr'egal mat ched pattern is |[r
For exampl e, if the policy value is -8amnd®9 ,bhe pc

then policy 2 and 3 are applied to this rule.
. Frame Type

Select the frame type for this ACE. These fr ame
AnyAny frame can match this ACE.

Et herneOnTyp&t hernet Type frames can match this
value of Length/ Type Field specifications to be
to 0600 hexadeci mal) and the value should not l
086DD(I Pve).

ARPONnly ARP frames can match this ACE. Notice t he
ethernet type.

|l Pv@nly | Pv4d frames can match this ACE. Notice tt
ethernet type.

| Pv®nly | Pve frames can match this ACE. Notice tt
Et hernet type.

Acti on
I ndicates the forwarding action of the ACE.
Per mi fr ames matching the ACE may be forwarded an
Deny Frames matching the ACE are dropped.
Fil:t efrr ames matching the ACE are filtered.

Rate Limiter

Indicates the rate I imiter number of the ACE. Th
di spl ayed, the rate |imiter operation is disable

Port Redirect

I ndicates the port redirect operation of the ACE
t he port number . The Diaslalborweeddh waplewce § i car @ort
Whebi sabkedi spl ayed, the port redirect operation

s Mi rror
Specify the mirror operation of this port. Fran
destination mirror port. The allowed values are:
Enabled: Frames received on the port are mirrore
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B

5

Di sabl ed: Frames received on the port are not mi

The default value is "Disabled".

Logging
Specify the |l ogging operation of the ACE. Noti ceEe
the 4 bytes CRC information. The all owed values
EnablFedames matchi msd otrleel AQE tdree System Log.
Di sabHreadmes matching the ACE are not |l ogged.
Note: The |l ogging feature only works when the pa
tags) and the System Log memory size and |l ogging

Counter
The counter indicates the number of times the AC
Shut down

Specify the port shut down operation of the ACE.

Enabl eldd a frame matches the ACE, the ingress po
Di sabl ed: Po rdti saalbd te dd dwmr ithe ACE.
Not e: The shutdown feature only works when the

VLAN tags).
MAC Par ameter
SMAC Filter
(Only displayed when the frame type is Ethernet
Specify the source MAC filter for this ACE.
AnyNo SMAC filter is specifi-eare (. SMAC filter st at

Specilffi gou want to filter a specific source MAC
A field for entering an SMAC value appears.

SMAC Val ue

When "Specific" is selected for the SMAC filter,
The |l egal f-orma@EX X X% OKX " XX. XX. XX. XX. XX.xXx" or
hexadeci mal digit). A frame that hits this ACE n

DMAC Filter
Specify the destination MAC filter for this ACE.
AnyWo DMAC filter is specifi-edre(DMAC filter st at
MCFrame must be multicast.
BCErame must be broadcast.
UCFrame must be wunicast.

Specilffi yg}ou want to filter a specific destinatio
value. A field for entering a DMAC value appears

DMAC Val ue

When " Specific" is selected for the DMAC filter
address. The | &gxaot xbxoxr'maotr i"sx X".2xX . XX. XX. XX. XX" o0
hexadeci mal digit). A frame thate.hits this ACE n

VLARar ameters

802.1Q Tagged
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B

B

Specify whether frames can hit the action accor
values are:

AnyAny value is -cadrleo'™we.d (" don''t
EnablTadgged frame only.
Di sabUmetdagged frame only.

The default value is "Any".

VLAN I D Filter

Specify the VLAN I D filter for this ACE.
AnyWo VLAN I D filter is specif-cade”" (MLAN I D filt:¢

Specilffi gou want to filter a specific VLAN I D wi!f
entering a VLAN I D number appears.
VLAN | D

When " Specific" is selected for the VLAN I D fildt
The all owed range is 1 to 4095. A frame that hit

Tag Priority

Specify the tag priority for this ACE. A frame t
all owed number rangk,-323587 &0antr4Trhengeale Any n
that no tag priority is-capeci.fli ed (tag priority

ARP Parameters

5

B

5

User

The ARP parameters can be configured when Fr ame

ARP/ RARP

Specify the available ARP/ RARP opcode (OP) fl ag
AnyNo ARP/ RARP OP flag i=agmgéci)fied. (OP is "don'
ARPErame must have ARP opcode set to ARP.

RARFr ame must have RARP opcode set to RARP.

Ot hé&émrmame has unknown ARP/ RARP Opcode fl ag.

Request/ Reply

Specify the avail able Request/ Reply opcode (OP)
AnyWo Request/ Reply OP fl agare"specified. (OP is
Requédgtaame must have ARP Request or RARP Request
ReplFyame must have ARP Reply or RARP Reply OP f|

Sender I P Filter

Specify the sender I P filter for this ACE.
AnyWo sender | P filter is spearidti.ed. (Sender | P f

Hos$%ender | P filter is set to Host. Specify the
that appears.

Net woSe&nder | P filter is set to Network. Specify
in the SIP Address and SI P Mask fields that appe

Sender | P Addr ess

When " Host" or " Networ k" is selected for the sen
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5

I P address in dotted deci mal notati on.

Sender I P Mask

When " Network" is selected for the sender | P fil
in dotted deci mal notati on.
Target | P Filter
Specify the target I P filter for this specific A
AnyWNo target I P filter is s-pacefigd. (Target | P f
HosTarget I P filter is set to HdstrgeSpeée®i Addtr les st
that appears. Net wor k: Target I P filter is set
target I P mask in the Target | P Address and Targ
Target | P Address
When "Host" or " Network" is selected for the tar
I P address in dotted deci mal notati on.
Target | P Mask
When " Network" is selected for the target | P fil
dotted deci mal notation.

ARP Sender MAC Mat ch

Specify whether frames can hit the action accorc
(SHA) settings.

OARP frames where SHA is not equal to the SMAC a
1ARP frames where SHA is equal to the SMAC addr e
AnyAny value i s -adrleo"™we.d (" don''t

RARP Target MAC Match

Specify whether frames can hit the action accor (
( THA) settings.

O RARP frames where THA is not equal to the targe
1RARP frames where THA is equal to the target MA
AnyAny value is -adrleo'wed (" don''t

| P/ Et hernet Length

Specify whether frames can hit the action accor
l ength (HLN) and protocol address |l ength (PLN) s

O ARP/ RARP frames where the HLN is not equal to E
to IPv4d (0x04).

1ARP/ RARP frames where the HLN is equal to Ether
(0x04) .

AnyAny value is -adrleo'we.d (" don''t
Et hernet

Specify whether frames can hit the action accor
space (HRD) settings.

O ARP/ RARP frames where the HLD is not equal to E
1ARP/ RARP frames where the HLD is equal to Ether
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User

AnyAny value is -cadrleo'™we.d (" don''t

Specify whether frames can hit the action accor
space (PRO) settings.

OARP/ RARP frames where the PRO is not equal to |
1ARP/ RARP frames where the PRO is equal to I P (O
AnyAny value is -adrleo'we.d (" don''t

Par ameters

The | P parameters can be configured when Frame T
Protocol Filter

Specify the I P protocol filter for this ACE.
AnyWo | P protocol fi lcteerre"i)s. specified ("don''t

Specilffi you want to filter a specific I P protoco
field for entering an I P protocol filter appears
| CMRBBel ect I CMP to filter Il Pv4 | CMP protocol fr
parameters will appear. These fields are explain
UDPSel ect UDP to filter | Pv4 UDP protocol frames.
wi || appear. These fields are explained | ater in
TCFelect TCP to filter | Pvd TCP protocol frames
wi || appear. These fields are explained | ater in
Protocol Value

When " Specific" is selected for the | P protocol

all owed range is 0 to 255. A frame that hits thi
TTL
Specify -tteheveéi mettings for this ACE.

zerloPv4 framest aiitvle di Bilde greater than zero must
entry.

no+# erloPv4 framest ail vle & i Bil degreater than zero mu
entry.

AnyAny value is -adrleo'we.d (" don''t
Fragment

Specify the fragment of fset settings for this A
Fragments (MF) bit and the Fragment Offset (FRAC

Not Pv4 frames where the MF bit is set or the FR/
not be able to match this entry.

Ye¢s¢ Pvd frames where the MF bit is set or the FR/
be able to match this entry.

AnyAny value is -cadrleo™we.d (" don"''t

Opti on

Specify the options flag setting for this ACE.

Not Pv4d frames where the options flag is set must
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Ye$s Pvd frames where the options flag is set must
AnyAny value is -adrleo'we.d (" don''t
SI'P Filter
Specify the source IP filter for this ACE.
AnyWNo source | P filter is spcearie'i.e)d. (Source | P f

HosSource I P filter is set to Host. Specify the
appear s.

Net woS&kurce | P filter is set to Network. Specify
in the SIP Address and SI P Mask fields that appe

SI' P Address

When " Host" or "Net wor k™" is selected for the so
addr edst tiemd deci.maNothiodettitbpen i nval i d | P address ¢
too, for example, 0.0.0.0. Nor mal |l vy, an ACE with
action.

SI P Mask

B

When " Network" is selected for the source | P filf
deci mal notation.

DIP Filter

Specify the destination I P filter for this ACE.
AnyNo destination I P filter is smearcaf.i)ed. (Destir
Hosbestination I P filter is set to Host. Specify

field that appears.

Net wob&stinati on I P filter i s set t o Net wor k. S
destination I P mask in the DIP Address and DI P N

DI P Addr ess

When " Host" or "Net wor k" is selected for the de
DIP adddetstsed ndeci malNohbtat itdhre invalid I P addr
acceptable too, for exampl e, 0.0.0.0. Nor mal |l vy,

adding deny action.
DI' P Mask

When " Networ k" is selected for the destination |
dotted deci mal notati on.

|l Pve Parameters

The | Pve parameters can be configured when Fr ame
s Next Header Filter
Specify the | Pv6é next header filter for this ACE

AnyWo | Pve next header thareé).is specified ("don'

Specilfi gopu want to filter a specific I Pv6 next h
A field for entering an | Pv6 next header filter
| CMBBel ect I CMP to filter |l Pve | CMP protocol fr
parameters will appear. These fields are explain

UbDPSel ect UDP to filter |1 Pv6é UDP protocol frames.
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will appear. These fields are explained [ ater in

TCPRelect TCP to filter | Pve TCP protocol frames
will appear. These fields are explained | ater in

Next Header Val ue

When " Specific" is selected for the I Pv6 next he
all owed range is 0 to 255. A frame that hits thi

SI'P Filter
Specify the source I Pve filter for this ACE.
AnyWo source | Pve filter is spexridi.edd. (Source |1

SpeciSbiucce | Pve filter is set to Network. Specif
mask in the SIP Address fields that appear.

SI' P Addr ess

When " Specific" is selected for the source | Pv®6
The bnélydsupported | ast 32 bits for | Pv6é address

SI' P BitMask

When " Specific" is selected for the source | Pve6
field only supported |l ast 32 bits for | Pv6e addr e
bit value is "0", -carméandhehedapamaesn"den|[ si pv
sipve_bitmask] (Il ast 32 bits). For exampl e, i f
bitmask is OxFFFFRRFRE( bbiitt )0, itshendoSn'Ptv6 addr ess
applied to this rule.

Hop Li mit

Specify the hop | imit settings for this ACE.
zerloRve frames with a hop I imit field greater t|
entry.

no+w erloPRve frames with a hop | imit field greater
entry.

AnyAny value is -adrleo'we.d (" don''t

| CMP Parameters
| CMP Type Filter
Specify the I CMP filter for this ACE.
AnyWo I CMP filter is specif-é¢éade () CMP filter stat.

Specilfi gopu want to filter a specific I CMP filter
value. A field for entering an | CMP value appear

| CMP Type Val ue

When " Specific" is selected for the | CMP filter
all owed range is 0 to 255. A frame that hits thi

| CMP Code Filter
Specify the I CMP code filter for this ACE.
AnyNo | CMP code filter is speci fdeaerde”()I.CMP code f

Specil ffi gou want t

o] r a specific I CMP code f
| CMP code value. A

fi e
fi d for entering an | CMP co

|t

e
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5

| CMP Code Val ue

When " Specific" is selected for the | CMP code fi
The all owed 2r5&bngeA ifssr abmet ¢« hat hits this ACE mat ct

TCP/ UDP Par ameters

TCP/ UDP Source Filter
Specify the TCP/ UDP source filter for this ACE.
Anyo TCP/ UDP source filter is speci tciaerde"()T.CP/ UDF

Specilffi gou want to filter a specific TCP/ UDP sol
specific TCP/ UDP source value. A field for enter
Ranglef: you want to filter a specific TCP/ UDP sol
enter a specific TCP/ UDP source range value. A

appear s.
TCP/ UDP Source No.

When " Specific" is selected for the TCP/ UDP sour
source value. The allowed range is 0 to 65535.
TCP/ UDP source value.

TCP/ UDP Source Range

When " Range" is selected for the TCP/ UDP source
source range value. The all owed range is 0O to 65
TCP/ UDP source value.

TCP/ UDP Destination Filter
Specify the TCP/ UDP destination filter for this

AnyNo TCP/ UDP destination filter is speci-fied (T
care").

Specilffi gopu want to filter a specific TCP/ UDP des
a specific TCP/UDP destination value. A field
appears.

Range: you want to filter a specific range TCP/ UL
enter a specific TCP/ UDP destination range value
value appears.

TCP/ UDP Destination Number

When " Specific" is selected for the TCP/ UDP de:
TCP/ UDP destination value. The all owed range is
mat ches this TCP/UDP destination value.

TCP/ UDP Destination Range

When " Range" is selected for the TCP/ UDP dest
TCP/ UDP destination range value. The all owed ran
matches this TCP/UDP destination value.

TCP FI N

Specify the TCP "No more data from sender"” (FI N)
OTCP frames where the FIN field is set must not
1TCP frames where the FIN field is set must be a
AnyAny value is -cadrleo'™we.d (" don''t
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TCP SYN

Specify the TCP "Synchronize sequence numbers" (
OTCP frames where the SYN field is set must not
1TCP frames where the SYN field is set must be a
AnyAny value i s -adrleo'we.d (" don''t

TCP RST

Specify the TCP "Reset the connection" (RST) val

OTCP frames where the RST field is set must not
1TCP frames where the RST field is set must be a
AnyAxny value i s -adrleo"™we.d (" don''t

TCP PSH

Specify the TCP "Push Function" (PSH) value for

OTCP frames where the PSH field is set must not
1TCP frames where the PSH field is set must be a
AnyAny value i s -adrleo"™we.d (" don''t

TCP ACK

Specify the TCP "Acknowledgment field significan
OTCP frames where the ACK field is set must not
1TCP frames where the ACK field is set must be a
AnyAny value i s -adrleo"™we.d (" don''t

TCP URG
Specify the TCP "Urgent Pointer field significan
OTCP frames where the URG field is set must not
1TCP frames where the URG field is set must be a
AnyAny value i s -adrleo"™we.d (" don''t

Et hernet Type Parameters

The Ethernet Type parameters can be configured
selected.

Ether Type Filter
Specify the Ethernet type filter for this ACE.
AnyNo EtherType filter is speci-aed" Y Ether Type fi

Specilffi gou want to filter a specific EtherType f
Ether Type value. A field for entering a EtherTyp

Et hernet Type Value

When " Specific is selected for the EtherType fi
The all owed range i s 0x600 t o OXFFFF but exc
Ox86DD(I Pv6). A frame that hits this ACE matches

Buttons

Sav.e
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Click to save changes.
Reset

Click to undo any changes made | ocally and rever
Aut-roef r esh

To evoke-rtefe esstht ad o refresh the information autor
Refresh, cl ear, Remove Al

You can click them for refrtelsehmtthye mMarLu alo.n f Otghue ras
all to clean up all ACL configurations on the ta

CancRéturn to the previous page.
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2-9.2.4 |1 P Source Guard

The section describes to configure the | P Source
could use the I P Source Guard configure to enable

2-9. 2. CGlonlf i gur ati on

This section describes how to configure I P Source
Mode (Enabled and Disabl ed)

Maxi mum Dynamic Clients (0, 1, 2, Unlimited)

Web I nterface

To configure an | P Source Guard Configuration in
1. Click Configuration, Security, Net wor k, I P Sour
2. Select O0OEnableddé in the Mode of | P Source Guard
3. Sel ect OEnslpleecd & i cf ptoreg i n the Mode of Port Mod
4, Sel ect Maxi mum Dynamic Clients (0, 1, 2, Unl i mit

Mode Configuration.
5. Cl| iSak e

IP Source Guard Configuration
Mode

‘ Translate dynamic to static ‘

Port Mode Configuration

Port Mode Max Dynamic Clients

1 Disabled ~ Unlimited

2 Disabled ~ Unlimited
3 Disabled v Unlimited
50 Disabled v Unlimited

51 Disabled v Unlimited

A
I

52 Disabled v Unlimited

‘ Save H Reset ‘

Figure 2-9.2.4.1: The IP Source Guard Configuration

Parametescription:

s Mode of | P Source Guard Configuration
Enabl e the Gl obal I P Source Guard or disable the
wi || be | ost when the mode is enabl ed.

Port Mode Configuration

Specify I P Source Guard is enabled on which port
Mode on a given port are enabl ed, I P Source Guar
s Max Dynamic Clients
Specify the maxi mum number of dynamic clients t
val ue can be 0, 1, 2 or unlimited. I f the port n
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client is equal to 0, it means only allow the |IF
entries on the specific port.

Buttons

Transl ate dynamic to static

Cl i ctkr atnos|l ate all dynamic entries to static entr|
Save
Click to save changes.
Reset
Click to undo any changes made | ocally and rever
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2-9. 2. S4.a2t i c Tabl e

The section describes to configure the Static |P
You could use the Static | P Source Guard Table co
Web I nterface

To conf$Stgaitriec al P Source Guard Tabl e Configuration

1. Click ConfiguratiormouS$ececur rGutay . d Meatdwdrtlat ilcP Tabl e

2. Click O0Add New Entryo.
3. Specify the Port, VLAN | D, I P Address, and MAC
4. ClkiSav e

Static IP Source Guard Table

Delete Port VLAN ID IP Address MAC address
= - — —

[ Add New Entry

‘ Save H Reset ‘

Figure 2-9.2.4.2: The Static IP Source Guard Table

Parameter description:
Port
The | ogical port for the settings.
VLAN:I D
The VLAN id for the settings.
| Addr ess
All owed Source | P address.
MAC addr ess
Al'l owed Source MAC address.
Buttons
s Adding new entry
Click to add a newPe8o6upycteadhGuedredSPteatiifoy t he Port

address, and | P Mask for the new entry. Click "S
s Save

Click to save changes.
s Reset

Click to undo any changes made | ocally and rever
s Del et e

Check to delete the entry. It wi Il be deleted du
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2-9. 3.P&BSBource Guard

The
coul

section describ®Boutre ec Gufairglurde ttahé IpRr amet er s
d us é&otuhrecel BBuard configure to enable or disab

2-9. 8..Configuration

This page shows the static | Pv6é Source Gua@md entri
the switch.

Web I nterface

To configure an | P Source Guard Configuration in
1.Click Configuratiom@BoSiecer iGuya,r dNetnwlo rCloonfliRgur ati o
2.Sel ect OEnabl edd& &Bonurtchee GWoadred oCfo nlIfH gur ati on.

3.Sel ect OEnableddé of the specific port in the Mod
4.Sel ect Maxi mum Dynamic Clients of the specific pc
5.Cl iSak e

IPv6 Source Guard Configuration

Mode

Disabled v

Translate dynamic to static ‘

Port

Gi 1
Gi 12
106 11
106 172
106 1/3

10G 1/4

\ Save \

Mode Max Dynamic Clients

Disabled v Unlimited v

Disabled v Unlimited v
Disabled v Unlimited v
Disabled v Unlimited ~

Disabled v Unlimited v

~
Y
<

Disabled v Unlimited v

Figure 2-9.2.4.1: The IPv6 Source Guard Configuration

Parameter description:

Enabl

Port

The
on
| Pv

Max D

Spe
val
cl i
ar e

| P6Source Guard OGomfei gur ati on

(0]

or disable the | Pv6 Source Guard globally

Mode Configuration

table shows all ports on t he edeavbil ceed./ dT hsearbd el
individual ports. Only when both Global Mode
6 Source Guard is enabled on this given port.
ynamic Clients

cify the maxi mum number of dynamic clients t
ue can be 0, 1, 2 or unlimited. I f the port n
ent is equal to O, only | Pve pahkespethttcape

forwarded.

Buttons

User
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Transl ate dynamic to static

5

Click to translate all dynamic entries to static
Save
Click to save changes.
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S

entri

in th

MAC a

asso

2-9. 8.83tatic Tabl e
This page shows the static | Pv6 Source Gua@anmd
the switch.
Web Interface
To confStgaitvigBoall Pce Guard Tabl e Configuration
1.Click Configuratiomf@Bolegcwr iGuya,r dNetnwlorSk ,atliR Tabl e
2.Specify the Port, VLAN 1| D, I P Address, and
3.Click Add Entry
IPv6 Source Guard Static Table
Auto-retresh [ Refresh |
Pot (G VAN D[ |IP Address| WACAdtess| |[AddEmm]
Figure 2-9.2.5.2: The Static IPv6 Source Guard Table
Parameter description:
s Port
The | ogitdhal emanrty i s bound to.
. VLAN:ID
The VLAN I d for the entry. I f no VLAN I d i
s | PEADddr ess
All owed ®@uwrde e slIsP
s Prefix Size
Prefix size of the | Pv6 address.
s MAC addr ess
All owed Source MAC address.
Buttons
. Gi 1/1
Toggle to select entry port.
s AddimEgry
Click to add a nelw&nurroge t@bdrddke St ati c
s Ref r:esh
Refreshes the display table.
s Autroef r:esh
Check this box taoutroenfarteischaltlhye page
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2-9. 8ARP

The

Il nspecti on

section describes to confi

gure the ARP I nspec
the ARP I nspection configure to manage the ARP ta
2-9. 8.1 Port Configuration
This section dendrighhese MRW ttomspection setting inc
Mode (Enabled and Disabl ed)
Port (Enabled and Disabl ed)
Web I nterface
To configure an ARP Inspection Configuration in t
1. Click Configuration, Security, Net wor k, ARP I ns
2. Select O0OEnableddé in the Mode of ARP Inspection
3. Sel ect OEnableddé of the specific port in the Mo
4. SpecdlCligck 0 dbANdg dype
5. Cl iSak e
ARP Inspection Configuration
Mode
[Transite dynaic to st |
Port Mode Configuration
Port Mode Check VLAN Log Type
=~ E— =~
1 [Disabled [Disabled v [None +]
2 [Disabled v [Disabled v [Nene +]
49 [Disabled v [Disabled v [iore ]
50 [Disabled ~ [Disebled v [Nore ]
51 [Diebred [Disabied [Nore -]
52 [Disabled [Disabled v [Nore ]
[save][Reset]
Figure 2-9.2.6.1: The ARP Inspection Configuration.
Parameter description:
s Mode of ARP I nspection Configuration
Enable the Global ARP Inspection or disable the
s Port Mode Configuration
Specify ARP Inspection is enabled on which ports
Mode on a given port are enabled, ARP I nspection
modes ar e:
EnablEemhtbl e ARP I nspection operation.
Di sabDiesdabl e ARP I nspection operation.
I f you want to inspect the VLAN configuration, vy
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User

MBEGE8MB8 T2/ NGPMNLSM4 8 Trd XLR.No.v 2D



VLAN". The default setting of "Check VLAN" is di
is disabled, the |l og type of ARP I nspection wild/l
"Check VLAN" is enabled, the | oge tW.pAN osfetARPMGgl.ns
Possible setting of "Check VLAN" are:
EnablEemchtbl e check VLAN operation.

Di sabDiesdabl e check VLAN operation.

Only the Gl obal Mode and Port Mode on a given po
"Check VLAN" is diodfallRdd, ntsipecltao ent ywp é | refer toc
There are four |l og types and possible types are:
Nonéong nothing.

Denkog denied entries.

Permidg permitted entries.

ALLog all entries.

Buttons

Transl ate dynamic to static

Click to translate all dynamic entries to static
. Apply
Click to save changes.
s Reset
Click to undo any changepmr emnaideeu 4 loyc ad d we ch nda Ir leeve.r
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2-9. 8.2 VLAN Configuration

Each page shows up to 9999 entries from the VLA
the "entries per page" input field. When first
entri etshd rmemgi nning of the VLAN Table. The first
| owest VLAN I D found in the VLAN Tabl e.

N
Vi
(

The "VLAN" input fields allow the user to select

the button will updsateartihreg dfisepmatyleat tabltehe cl os
match. The wil/l use the next entry of the current
|l ookup. When the end is reached the warning messa

the butt onvetro start

Web | nterface

To configure a VLAN Mode Configuration in the w

eb

1. Click Configuration, Security, Net wor k, ARP I ns

Click OAdd new entryéo.
Specify the VLAN | D, Log Type

P wN

Cl iSak e

VLAN Mode Configuration

[Refiesh (1= [~ ]

Start from VLAN |1 with |20 entries per page.

Delete VLAN ID Log Type

| Delete | E

‘ Add New Entry ‘

‘ Save H Reset ‘

Figure 2-9.2.6.2: The VLAN Mode Configuration
Parameter description:

VLAN Mode Configuration

5

Specify ARP Inspection is enabled on which VLANS

setting on Port mode configuration web page. Onl
Mode on a given port are enabled, ARP I nspection
ya can specify which VLAN wil!/ be inspected on V
|l og type also can be configured on per VLAN sett
Possible types are:
Nonéong nothing.
Denkog denied entries.
Permidg permitted entries.
ALIL:og alels.entri
Buttons
. Apply
Click to save changes.
N Reset
Click to undo any changes made | ocally and rever
s Add New Entry
Click to add a new VLAN to the ARP Inspection VL

115
User MHGSHMBT2/ NGPMNGSM4 8 Trd XIA. No.v 2D



2-9. 8.3 Static Tabl e

This page sdhmaws tARRP® I nspection rules25@met maxi mun
switch.

Web Interface

To configure a Static ARP Inspection Table Confi gl
1. Click Configuration, Security, Net wor k, ARP | ns|
2. Click O0Add New Entryo.

3. Specify the Port, VLAN | D, I P Address, and MAC
4. Cl| iSak e

Static ARP Inspection Table

Delete Port VLAN ID MAC Address IP Address
(s - — —

[ Add New Entry

‘ Save H Reset ‘

Figure 2-9.2.6.3: The Static ARP Inspection Table

Parameter description:

s Port

The | ogi cal port for the settings.
. VLAN:ID

The vlian id for the settings.

MAC Addr ess
Al l owed Sour ce ANRPE qaudedsrte spsa ciknet s .
| Addr ess
All owed Source | P address in ARP request packets

Buttons

s Del et e

Check to delete the entry. It wi Il be deleted du
s Save

Click to save changes.
s Reset

Click to undo any changes made | ocally and rever

Add New Entry
Click to add a neARPenlitnrsyp atbot etohne St at i c
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2-9. 8.4 Dynamic Tabl e
Entries in the Dynamic ARPthinspepagéonTHabDgnamecs
I nspection Table contains up to 256 entries, and
by MAC address, and then by I P address. All dynam
Snooping.
Navigating the ARP I nspection Tabl e
Each page shows up to 99 entries from the Dynamic
selected through the "entries per page" input fie
the first 20 entries from the b&gbheing of the Dy
The "Start from port address", "VLAN" "MAC addr e
user to select the starting point in the Dynamic
update the displayed tabl e netxdar tDiyma nfi rco M RtPh d tnh s@re ¢
Tabl e match. I n additi-ounp,0nt hae btuwatsosnn prel titchké eV d b u & i
the first displayed entry, allowing for continuou
The will use the Ilysdi smltayedft dlhlee caagraeantidsi s f o
the end is reached the text "No more entries" is
to start over.
Web I nterface
To configure a Dynamic ARP I nspection Tabl e Confi
1. Click Configuration, Security, Net wor k, ARP I ns
2. Sel e®&wt in the Mode of Dynamic ARP I nspection Ta
3. Click Apply.
Dynamic ARP Inspection Table
Auto-refresh (] | Refresh Hzl ‘z‘
Start from [Port 1_v ], VLAN|[1 |, MAC address [00-00-00-00-00-00 and IP address [0.0.0.0 with [20Jentries per page
Port VLAN ID MAC Address IP Address Translate to static
No more entries
[save] [Reset]
Figure 2-9.2.6.4: The Dynamic ARP Inspection Table
Parameter description:
. Port
SwitcWNufbretr f or which the entries are displayed.
. VLAN 1D
VLAND in which the ARP traffic is permitted.
s MAC Addr ess
User MAC address of the entry.
s | P Address
User | P address of the entry.
s Transl ate to static
Select the checkbox to translate the entry to st
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Buttons

Save
Click to save changes.
. Reset
Click to undo any changes made | ocally and rever

Autroef r:esh

Check this box to refresh the page automatically
Refresh

Refreshes the displayed table starting from the
Save

Click to save changes.

Updates the table starting from the first entry

Updates the table, starting with the entry after
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2-9. 3 AAA

This section shows you to use an AAA (Authenticat
to provide access control to your network. The AA
to create and tnmaantageo nadthajienctssetti ngs for using AAA

2-103.1 RADI US

Web Interface

To configure a Common Configuration of AAA, RADI U
1. Click Configuration, Security, AAA and RADI US.
Specify the gl obal configuration.

Click O0Add New Servero6.

Specify the Host n&nmet,, ATitnne oPwtr,t ,ReMcrcansmit and K

g 0NN

Cl iSak e

RADIUS Server Configuration

Global Configuration

Timeout seconds
Retransmit times
Deadtime D minutes
Change Secret Key [No ~
NAS-IP-Address :
NAS-PV6-Address ]
NAS-Identifier :
Server Configuration
Delete Hostname Auth Port Acct Port Timeout Retransmit Change Secret Key
oos) | — —

Add New Server

‘ Save H Reset ‘

Figure 2-9.3.1: The RADIUS Server Configuration

Parameter description:
Gl olCaInf i gur ati on
These setting are common for all of the RADIUS s
Ti meout

Ti meout is the number of seconds, in the range 1
server before retransmitting the request.

Retransmitt

5

Retransmit is the number of times, in the range
to a server that is not responding. I f the serve
is considered to be dead.

Deadt i me

5
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Deadti me, which can be seld440 nmi nnuutnebser ibse ttwees np €
which the switch wildl not send new requests to
previous request. This wildl stop the switch fror
has already determined as dead.

Sehgithe Deadtime to a value greater than 0 (zer
than one server has been configured.

Change Secret Key

Specify to change the secret key or not. When " Ye
the secupt@Ilbkgygract erlbsarleodhgbhet ween the RADIUS ser .\

NAS P Address (Attribute 4)

The 1 Pv4d address to be used-Raguastrphoketd. i hf RE
|l eft blank, the | P address of the outgoing inter

NAS Pvbddress (Attribute 95)

The | Pve address to be used-Reg ueetsttr ipbawctkee t 5 il R
l eft blank, the I P address of the outgoing inter

NAS denti fier (Attribute 32)

The idenpitoer55 chatrobacherssddngs attribute 32 |
Request packet s. I f thildemitelfdeirsilsemtotbli ack udth

Server Configuration

The table has one row for each RADIUS server and
Host name

The I P address or hostname of the RADIUS server.
Aut h Port

ThéeDPport t o use on the RADI US server for aut |
authentication.

Acct Port
TheDPRPort to use on the RADIUS server for account
Ti meout

This optional setting overrides the global ti meo
ti meout value.

Retransmit

This optional setting overrides the global retra
retransmit value.

Change Begret

When the checkbox is checked, you can change the
it blank will use the global key.

Buttons
Del et e

This button can be used toceurwdas .the addition of
Add New Server

Click to add a new RADIUS server. An empty row i ¢

can be configured as needed. Up to 5 servers are
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The button can be used to undo the addition of t

. Save
Click to save changes.
. Reset
Click to undo any changes made | ocally and rever
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229. 3.2 TACACSH+
This page all ows TVAQAGSEtroemfsigure the

Web I nterface
configure the TACACS+ servers in the web inter-f

Click Configuration, Security, AAA and TACACS+.

Click OAdd New Servero.

To

1

2. Speci gyotblaé configuration

3

4, Specify the Host name, Port, Ti meout and Key i n |
5

Cl iSak e

TACACS+ Server Configuration
Global Configuration

Timeout seconds
Deadtime D minutes

Change Secret Key [No ~

Server Configuration

Delete Hostname Port Timeout Change Secret Key

(o] | — E—

Add New Server

‘ Save H Reset ‘

Figure 2-9.3.2: The TACACS+ Server Configuration

Parameter description:
Gl obal Configuration

These setting are common for all of the TACACS+
Ti meout

Ti meout is the number of seconds, in the range 1
server before it is considered to be dead.

Deadti me

B

Deadti me, which can be set to a number between
which the switch wildl not send new requests to
previous request. This wildl st op t hserswdrt cthh &tr oir

has already determined as dead.
Setting the Deadtime to a value greater than 0 (
than one server has been configured.

Change Begret

Specify to change the secret key or not. When " Ye
the sec-ruept Gloehyar act esdaledgbet ween the TACACS+ s
switch.

Server Configuration
The table has one row for each TACACS+ server an

Del et e
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To del ete a TACACS+ server entry, check this box
Save.

Host name

The I P address or hostname of the TACACS+ server
Port

TheECport to use on the TACACS+ server for authen
Ti meout

This optional setting overrides the global ti meo
ti meout value.

Change Regret

Specify to change the secret key or not. When th
setting overrides the globa¢l kegl kewving it bl a

Buttons
Del et e
This button can be used to undo the addition of

Add New Server

Click to add a new TACACS+ server. An empty row
server can be configured as needed. Up to 5 serv
s Save
Click to save changes.
s Reset
Click to undo any changes made |l ocally and rever
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2-10Aggregation

2-1 0 Commo n

This page is used to configure the Aggregation hash mode. This mode applies to the whole
network element.

Web Interface
To configure common aggregation configuration in the web interface:
1. Click Configurati®@ommAmggregati on and
2. Specify the parameters
3. Cl iSakv esatvoe t he setting.
4

I f you want to cancel the settinglt hwinl lyoue wneretc
previously saved values.
Common Aggregation Configuration
Hash Code Contributors
Source MAC Address
Destination MAC Address )
IP Address

TCP/UDP Port Number

‘ Save H Reset ‘

Figure 2-10.1: The Aggregation Mode Configuration
Parameter description:
Source MAC Address

The Source MAC address can be used to calcul ate
to enable the use of the Source MAC addr ess, or
Address is enabl ed.

Destination MAC Addr ess

The Destination MAC Address can be used to cal c
Check to enable the use of the Destination MAC A
Destination MAC Address is disabl ed.

s | Addr ess
The | P address can be used to calculate the dest
the use of the | P Address, or uncheck to disabl e

TCRDMRPoOT t Number

The TCP/ UDP port number can be used to calcul at e
to enable the use of the TCP/ UDP Port Number, or
Por t Number is enabl ed.

Buttons

s Save
Click to save changes.
s Reset
Click to undo any changes made | ocally and rever
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2-1®Groups

This page is used to configure the aggregation groups.

Web I nterface

To configure the aggregation group in the web interface:

1.Cl ick Configurati®@magupPggregation and

2Evoke Aggregation Graonudp glrDo uRo rcto nniei ngbuerrast i on
3.Cl iSaktedo save the setting.

41 f you want to cancel the settinglthen!| yYyouenmeed

previously saved values.

Aggregation Group Configuration

Port Members Group Configuration

Group Max

12 3 4 5 6 7 8 @ 10 1 12 13 14 15 16 17 18 19 20 21 22 25 24 25 26 27 28 20 30 31 32 33 34 35 36 37 38 30 40 41 42 43 44 45 46 47 48 40 50 51 52 Mode Revertive Bundle

Figure 2-10.2: The Aggregation Mode Configuration

Parametesrcri ption:

5

Group 1| D

Il ndicates the group I D for the settings con
indicates there is no aggregation. Only one

Port Me mber s

B

tair
grou

Each switch port is listed for each group | D. S

aggregation, or clear the radio button to remove

no ports belong to any aggregati onn agir oaugpg.r e@maltyi o

and ports must be in the same speed in each grou
Mo d e

B

This parameter determines the mode for the a
Di sabThed:group is disabl ed.

St atThe: group operates in static aggregation

ggr e

mo d €

LACP (AThéevedoup operates in LACP acti v ladggrega

sectiond&tda.il sf.or

LACP ( Palshsei vger)ooup operates in LACP passiwve aggre

2014, section 6.4.1 for det ai |l s.

Revertive:
This parameter oné yamlpepd i @gsoumps .LAICtP det er mi nes
automati-¢chickl @ateon when | inks with higher pri

5

User
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Max Bundl e:

This parameter onRenyaba pepd igersoutpos.L AGP deter mi nes t
of active bundled LACP ports allowed in an aggre

Buttons

Save
Click to save changes.
Reset
Click to undo any changes made | ocally and rever
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2-1 BLACP

This page allows the user to inspect the current L
them as well
Web Interface
To configure the LACP Port Configuration in the w
1. Click Configuration, Aggregation and LACP.
2. Specify parameters
3. Click Apply to save the setting.
4. I'f you want to cancel the settinglthwinl lyomuewneretc
previously saved values
LACP System Configuration
System Priority
LACP Port Configuration
Port LACP Timeout Prio
E [szres__
f No [Fast v] [eres |
2 No [Fest ~] I
50 No
51 No
52 No
[save] [Reset]
Figure 2-10.3: The LACP Port Configuration
Parameter description:
. Port
The switch port number
. LACP:
Show whether LACP is currently enabled on this s
s Ti meout
The Timeout controls the period between BPDU 't
packets each second, while Slow will wait for 30
s Prio
The Prio controls the priority of the port. I f
than is supported by this device then this para
and which ports wild.l be in a backuprroye. Lower
Buttons
s Save
Click to save changes
s Reset
Click to undo any changes made | ocally and rever
127
User MBEHGESMWMBT2/ NGPMNLGSM4L 8 Trd XLR. No.v 23D



2-1 1L

nk OAM

2-11-1 Port Settings

Th

s page all ows the Wuismek pDowrMi ncsopnefcitg utrhaet icounrsr,e

them as wel |l

To
1
2.
3
4

I nter face

confilgiurke QAM ppatamet ¢i 9agin the web interface:
Click ConLigkr@@AMoand .Port Settings

Evokepeoci fy the parameters

ClickBattlhe save the setting.

| fouy want to cancel the setting then you need t
previously saved values.

Link OAM Port Configuration

Port ‘OAM Enabled OAM Mode Loopback Support Link Monitor Support MIB Retrieval Support

o
1 (m]
o
o

‘ Save H Reset ‘

Loopback Operation

Passive v

<<

o
O
o
o

O
(m]
O
O

4
<

]
m]
Passive v o
O

<]

Passive v

o [0 [
o |5 |
ol B |&
@ |8 |8
EAR
T T B
o o

< I <]

0O O

4]
C

Figure 2-11-1: The Port Setting Configuration

Parameter description:

Port

5

The switch port number.

OAM Enabl ed

5

Controls whether Link OAM is enabled on this swi
net work operators the ability to monitor the he
the | ocation of failing links or fault condition

OAM Mode:

B

User

The period (in seconds) for which a port wi || k
detected (and the port action shuts down the por

days). A value of zero will keepCanbiogtur ds stabé e/
Mode as Active or Passive. The default mode is P
Acti ve : InbHE'es configured in Active mode initiat

OAMPDUs as defined by the Discovery process. Or
Act DFE' s are permitted to send any OAMPDU whil e

entity in Active mode. Active DTE's operate in &

operating in Passive mode. Active devices shoul

comands and variable requests from a Passive pee

PassiveDm&de configured in Passive mode do not
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Passive DTE's react to the initiation of the D
eliminates the possibility of passive to passiyVv
Request or Loopback Control OAMPDUs .

Loopback Support

Controls whether the | oopback support i s enabl e
|l oopback can be wused for fault |l ocalization an
| oopback support will allow the DTE to pesxecnute t

the faul'tt detection.

Link Monitor Support

Controls whether the Link Monitor support i s ene
Link Monitor support, the DTE supports event n c
di agnostic information.

MI B Retrieval Support

Controls whether the MIB Retrieval Support is en
MI B retrieval support, the DTE supports polling
contents.

Loopback Operation

I f the Loopback support is enabl ed, enabling thi
port.

Buttons

Save
Click to save changes.
Reset
Click to undo any changes made | ocally and rever
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2-11-2 Event Settings

This page allows the Wwseak UOAMK nBEpert d¢dhreficauuiraea
change them as well
Web Interface
To confilgiurke QAWM e vpearrta neeetetrisng n t he web interface
1.Click ConEigkr@®@AMoand Event Settings
2.Sel ect the Port number
3.Specify the Error Window and Error Threshold
4.Cl i cBattlme save the setting.
51 fouy want to cancel the setting then you need to
previously saved values.
Link Event Configuration for Port 1
Eror Frame Bvent
Symbol Period Error Event
Secands Summary Event
[Sove Rt
Figure 2-11-2: The Event Setting Configuration
Parameter description:
. Port
The switch port number of the port.
s Event Name
Name of the Link Event which is being configured
s Acti on
Configures the action performed when a | oop 1is
Shutdown Port, Shutdown Port and Log or Log Only
s Error Wi ndow
Represents the window period in the order of 1 s
s Error Threshol d
Represents the threshold value for the window pe
to notify the peer of this error.
s Error Frame Event
The Errored Frame Event counts the number of err
peri oderTlima i s specified by a time interval ( W
generated if the errored frame count is equal tc
t hat period (Period Threshol d). Err orrerdorfsr aamse s
detected at the Media Access Control subl ayer. [
130
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be an integer -@l amrd biet veeéeaf dult value is "1'.
be bet Me2e9M 9067295 and its default value is "1'

Symbol Period Error Event
The Errored Symbol Period Event counts the numbe
the specified period. The period is specified by
in a time interval on the under | yiifn gt hpeh yssyintbaoll |ear
count is equal to or greater than the specified
'"Symbol Period Error Event' MG tamed iams i e fegelrt
"1'. Whereas Error Thrde2s9%d@2® Smuaantd be sbateweaan t0 ve

Seconds Summary Event

speci fied threshold for that period. An errored

at |l east one frame error was detected. Errored f
as detected at the Media Access SEeamhrdae!| Ssunmlaa y e
Event' must be an Iin3e@eandaltue et avelen V&I ue i s

Threshol d mus t6 5053 5b eatrwde eint sO def aul t value is "1'

Buttons

s Save
Click to save changes.
s Reset
Click to undo any changes made |l ocally and rever
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2-1

A oop Protecti

on

This page allows the user to inspect the current Loop Protection configurations, and possibly

change them aswell.

Web Interface
To configure the Loop Protection parameters in th
1.Click Configuration, Loop Protection.
2Evoke to select enable or disable the port |l oop
3Clickattlme save the setting.
4.1 fouy want toseahceah then you need to click the [
previously saved values.
Loop Protection Configuration
General Settings
Global Configuration
Enable Loop Protection
Transmission Time seconds
Shutdown Time 180 seconds
Port Configuration
Port Enable Action Tx Mede
1
2
3
50
s
52
[Save | Reset
Figure 2-12: The Loop Protection Configuration
Parameter description:
General Settings
s Enable Loop Protection
Controls whether | oop protections is enabled (as
s Transmission Ti me
The interval bet ween each | oop protection PDU sce¢
seconds. Default value is 5 seconds.
s Shutdown Ti me
The period (in seconds) for which a port wi || k
detected (and the port action shuts down the por
days). A value of zero wildl keep .a port disabl ed
Port Configuration
N Port No
132
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The switch port number of the port.

s Enabl e

Controls whether | oop protection is enabled on this s
s Acti on

Configures the action performed when a | oop is detect

Shutdown Port and Log or Log Only.
Tx Mode

Controls whether the port is actively generating | oop
|l ooking for | ooped PDU' s.

Buttons

s Save
Click to save changes.
s Reset
Click to undo any changes made | ocally and rever
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2-

l1XSpanning Tree

The Spanning Tree Protocol (STP) can be used to d
provide backup |l inks between switches, bridges or
wi olhher bridging decobmesi @ahhaswi $chanb8TBge or ro
network to ensure that only one route exists betw
provide backup |l inks which automatically take ove

STPSTP uses a distributed al goricdgcmpltioarste!l sswitt @ah br
or router) that serves as the root of the spannir
bridging device (except for telsd rpadth dctewitc ev)h emhif ®

a packet from that device to the root device. The
each LAN which incurs the | owest path cost when
root devi ce. Al | poghateonhectdgdngodeei ces are a
ports. After determining the | owest cost spanning
ports, and disables all/l other ports. Net wor k pack
portseandnadated ports, eliminating any possible ne
Designated .,
/| Root
; ‘ ) Designated Root
X | e v o]
X {
Once a stable network topology has been establ i sh
Protocol Data Units) transmitted from the Root Br
after a predefined interval (MakxemumnKAKgép, thkee Rbo
is down. This bridge will then initiate negotiati
to reestablish a valid network topology.

2-131 BiSedgéeng

The section describes that how to configure the S
I't allows you to configure STP System settings ar

Web I nterface

User

To configure the Spanning Tree Bridge Settings pa
1. Click Configuration, Spanning Tree, Bridge Sett]:

2. Scroll to select the parameters and write down
in Basic Settings.

3. Evoke

to enable or disable the parameters and wi
bl ank fi

eld in Advanced settings.
4, Cli ckBattlme save the setting.

5. I f you want to cancel the setting then you need
previously saved values.
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STP Bridge Configuration
Basic Settings

Protocol Version
Bridge Priority 2768 v
Hello Time
Forward Delay
Max Age

Maximum Hop Count

MNS —~ ~ @ [=
S |8 o Y
a
-l
<

Transmit Hold Count

Advanced Settings

Edge Port BPDU Filtering (
Edge Port BPDU Guard [m]
Port Error Recovery (

Port Error Recovery Timeout

‘ Save H Reset ‘

Figure 2-13.1: The STP Bridge Configuration

Parameter description:
Basic Settings
Protocol Version
The MSTP / RSTP / STP protocol version setting.
Bridge Priority

Controls the bridge priority. Lower numeric val
plus the MSTI i nstance nuntbhytre MAG cad tdrmead = do fwi ttt
forms a Bridge I dentifier. For MSTR dgeéreatwi sre,, it

is the priority of the STP/ RSTP Bridge.
Hel | o :Ti me

The interval bet ween sending STP BPDU's. Val i d
default is 2 seconds.

Not e: Changing this parameter from the default \
adverse effects on your networ k.

Forward Del ay

The delay used by STP Bridges to transit Root ar

STP compatible mode). Valid values are in the ra
s Max Age

The maxi mum age of the information transmitted L

Valid values are in the range 6 to 401)s*e2Z.onds, a

Maxi mum Hop Count

This defines the initial val ue of remaining Hoj
boundary of an MSTI region. I't defines how many
BPDU information to. Valid values are in the ran

Transmit Hol d Count

The number of BPDU's a bridge port can send per
the next BPDU wil|l be delayed. Valid values are

Advanced Settings
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Edge Port BPDU Filtering
Control whether a port explicitly configured as
Edge Port BPDU Guard

Control whet her a port explicitly configured as
BPDU. The port widliksakbhedr staeeerand wil.l be rei
topol ogy.

Port Error Recovery

Control whether -da spaobrite d ns ttahtee eauwtoormati cal ly will
ti me. I f recovery is not enableenda,bl pedr tfsorh anvoer ntad
operation. The condition is also cleared by a sy

Port Error Recovery Timeout

The time to pass befdirseabd egorstt aite tclae dodrer emabl e
bet ween 30 and 86400 seconds (24 hours).

Buttons

s Save
Click to save changes.
s Reset
Click wmoyuwmthanges made | ocally and revert to pre
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2-13 MSTI Mapping

When you i mplement a Spanning Tree protocol on the
is not available for explicit mapping, as it wil!/
the reason that you need to setSTi he ThiestVLAMNsSVINAN
separated with comma and/or space. A VLAN can on
MSTI should just be |l eft empty. (l.e. not having

This section describes it alST®M83 | tbeidgeri hstianmsp
configurations, and possibly change them as well

Web Interface

To configure the Spanning Tree MSTI Mapping param

1. Click Configuration, Spanning Tree, MSTI Mappi n

2. Specify the configuration identification par ame:

bl ank field.
3. ClickBattlme save the setting.

4. I you want to cancel t heclsiedk i nlge t Resety oluu tnteeerd. t

previously saved values.

MSTI Configuration
Add VLANSs separated by spaces or comma.
Unmapped VLANSs are mapped to the CIST. (The default bridge instance)

Configuration Identification

Configuration Name 00-22-33-aa-bb-ff

Configuration Revision Q
MSTI Mapping

MSTI VLANs Mapped

MSTIH ‘

MSTI2

MSTI3

MSTI4

MSTIB

MSTIS ‘
MSTI? ‘

‘ Save H Reset ‘

Figure 2-13.2: The MSTI Configuration

Parameter description:
Configuration I dentification

Configuration Name

5

The name identifying the VLAN to MSTI mapping. B

(see below), ast 8Tl wmapphegVEAMNf i gurati on
trees for -M&Jilos) (| hhe aname is at most 32
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Configuration Revision

The revision of the MSTI configuration named abo
65535.

MS T I Mapping

MS T I
The bridge instance. The CI ST is not available f
not explicitly mapped.

VLANs Mapped

The |ist of VLANs mapped to the MSTI. The VLANS
between 1 and 4094)-yY)LANeaoh efrewhpeh(rmyst be se
comma and/ or space. A VLAN can only be mapped to

jule |l eft empty. (Il .e. not having -4y VLANs mapp

Buttons

Save
Click to save changes.
Reset
Click to undo any changes made | ocally and rever
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2-1 3 MSTI Priorities

When iymmpl ement a Spanning Tree protocol on the swi
is the default instance which is always active. l
values have better priority. The beili dgeompcatoematye

wi t h -t htee 6MAC address of the switch forms a Bridg

The section describes it allSdMSTthbriudge tostaspe
configurations, and possibly change them as well

Web Interface

To configure the Spanning Tree MSTI Priorities pa

1. Click Configuration, Spanning Tree, MSTI Priori i

2. Scrol | the Priority.

3. ClickBattlhe save the setting.

4, lyou want to cancel the setting then you need t
previously saved values.

MSTI Configuration
MSTI Priority Configuration

MsTI

CIST 2768 v
MSTHH 2768 v
MSTI2
MSTI3 2768 v
MSTI4
MSTIS

MSTI6 2768 v

@l [@] [« (@ [@ [« [@ [« [ 2
g EHE g 3 2
g g0 g g
g ElE g 3
< <) I < <

MSTI7

‘ Save H Reset ‘

Figure 2-13.3: The MSTI Configuration

Parameter description:
MSTI

5

The bridge instance. The CI ST is the default ins

s Priority

Controls the bridge priority. Lower numeric val
plus the MSTI i nstance nunthytre MAGQ caddkmead £ do fwi ttlh
forms a Bridge I dentifier.

Buttons

s Save
Click to save changes.
s Reset
Click to undo any changes made | ocally and rever
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2-13 €1 ST Ports

When you i mplement a Spanning Tree protocol on th
need to configure the CIST Ports. The section des
current STP CI ST port configuratThins, page @ostsaibh
settings for physical and aggregated ports.

Web Interface

To configure the Spanning Tree CI ST Ports paramet

1. Click Configuration, Spanning Tree, CI ST Ports.

2. Scroll and evoke to set all parameters of CI ST

3. Evoke to enable ohenmisabdlel tdored SAVPoke to set al

nor mal Port configuration.

4. Cli ckattme save the setting.

i

5. 1lyou want to cancel the setting then you need t
previously saved values.
STP CIST Port Configuration
CIST Aggregated Port Configuration
Restricted
STP Point-to-
Port Enabled Path Cost Priority Admin Edge Auto Edge Role TCN BPDU Guard point
0 w 0
CIST Normal Port Configuration
Restricted
STP Point-to-
Port Enabled Path Cost Priority Admin Edge Auto Edge Role TCN BPDU Guard point
R 0 ] 0
1 o 0 0
2 a] 0 0
50 o o o
st o @ w
52 a] a] a]
[save |[Rese]
Figure 2-13.4: The STP CIST PortConfiguration
Parameter description:
. Port
The switch port number of the | ogical STP port.
s STP Enabl ed
Controls whether STP is enabled on this switch p
feature Iis enabl ed. The Voice VLAN port mode wi |l
s Path Cost
Controls the path cost incurred by the port. T
appropriate by the physical link speed, using t
Specific sedefimgd aallser can be entereesd.abThe hp antgh
the active topology of the net wor k. Lower path ¢
favor of hi gher path cost ports. Valid values ar

Priority
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Controls the port priority. This can be used to
cost. (See above). Lower priority is better.

oper Edge (state fl ag)

Operational flag describing whether the port i s
Bridges attached). Transition to the forwarding
true) than for other ports. The vaaldu eAudfo Etdhgies ffiled
This flag is displ-avpdnas nEdgEREeDetMainliedrBri dge

Admi nEdge

Controls whether the oper Edge flag should start
when a port is initialized).

Aut oEdge

Controls whether the bridge should enable autom
This allows operEdge to be derived from whether

Restricted Rol e

I f enabl ed, causes the port not to be selected ¢
it has the best spanning tree priority vector. S
after the Root Port has beemnfsaslpaantnéedcd.g Itfr eeetc,0nil
It can be set by a network administrator to preyv
network influence the spanning tree active topol
under the full conorol Thfi st ieaadmieni St md so known

Restricted TCN

| f enabl ed, causes the port not to propagate re
topology changes to other ports. | f set it can
changes in a spanning tree's activeaetcapdlemgyeas
station |l ocation informati on. I't is set by a net
to a core region of the networ k, causing addres

those bridges are not undéestthéeofublk tbet pblysota
the attached LANs transits frequently.

BPDU Guard

| f enabl ed, causes the port to disable itself u
similar bridge setting, the port Edge status doe
di sabled state due to thi PosetErngsetReccEnypeagtwelb

Point to Point

Controls whether the-tpgwoitntcobhABct st her at pan nt o a
This can be automatically determined, or force:d
forwarding statet gaei ftaslt AXNs ftomampofimat shared medi

Buttons

s Save
Click to save changes.
s Reset
Click to undo any changes made | ocally and rever

141
User MHGSHMBT2/ NGPVMNGSM4A 8 Trd XLA. No.v 23


http://192.168.1.1/help/help_mstp_sys_config.htm#recovery

2-1 3

MSTI Port s

The section describes it al BOMSTHE hpomutseconfoi guwmisati
possibly change them as well

An MSTI port is a virtual port, which is instant
port for each MSTI instance configured on and app
be selected before displaying mastubt MEMt apost M
settings foagphgegeotrats . .and

Web I nterface

To configure the Spanning Tree MSTI Port Configur.
1. Cl i cnkf iCgpur at i on, Spanning Tree, MS T I Ports

2. Scroll to select the MST1 or other MSTI Port

3. Click Get to set the detail parameters of the M
4. Scroll to set all parameters of the MSTI Port c¢
5 Click the save to save the setting

6. I f youo waanc el the setting then you need to cli

previously saved values
MSTI Port Configuration
Select MSTI
MSTT ][ Get |

MST1 MSTI Port Configuration
MSTI Aggregated Ports Configuration

Port Path Cost Priority

Auto v

128 v

MSTI Normal Ports Configuration

Port Path Cost

1 Auto v 28 v
2 Auto v~
49
50

51

> [® B [= &

=l g 5] |E

3 5| |8 5

< < < < <
= (=] [= o [= a3
<IRR<IR] ] ¢ =
B (8 |® 8 B
< < < < < F

52

N
3|
<

‘ Save H Reset ‘

Figure 2-13.5: The MSTI Port Configuration

Parameter description:

Port

User

The switch port number of the corresponding STP

Path Cost

Controls the path cost incurred by the port. T
appropriate by the physical link speed, using t
Specific sedefimgd ®alsaer can be ent ereesd.abTh e hpatgh
the active topology of the networKk. Lower path ¢
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favor of higher path cost ports. Valid values ar
Priority

Controls the port priority. This can be used to
cost. (See above).

Buttons

Get
Click to retrieve settings for a specific MSTI
Save
Click to save changes.
s Reset
Click to undo any changes made |l ocally and rever
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2-14 PMC Profil e

This pagel PM® vRmdodfsd tleed configurations.

2-14Profile Tabl e

ThePMCrofile is used to delphohtitbestcsessamonttl bl
create at maxi mum 64 Profiles with at maxi mum 128
Web Interface

To configure tChhefli MC aRri wfni liem t he web interface:
1. Click Configuration, | PMC Profile and Profile T
2. Select OEnabledo6 in the Mode of Gl obal Profile
3. Click Add New I PMC Profile.

4. Speci i PMCh®rofil epalradmet &Sreg tii mgt hRer offiiell ed . N aSnpee cai nf

Profil e [bdsacnrki pftiiednd .
5 Cl iSak e

®©

6. Click th_  tbatgmeci fy | PMC Profile Rule Settings

7. Click Add Last Rule and can manage the rul es.

IPMC Profile Configurations
Global Profile Mode

IPMC Profile Table Setting

Delete Profile Name Profile Description Rule

[ Add New IPMC Profile |

‘ Save H Reset ‘

IPMC Profile Table Setting

Delete Profile Name Profile Description Rule

| Delete | ‘ ‘ e ©

[ Add New IPMC Profile |

‘ Save H Reset ‘

Figure 2-14.1: The IPMC Profile Configuration
Parameter description:
Gl obal Profile Mode

Enabl e/ Di sable the Global | PMC Profile.
System starts to do filtering based on profile s
enabl ed.

Del et e

Check to delete the entry.

The designated entry wild/l be deleted during the
s Profil e Name
The name used for indexing the profile table.
144
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Each entry has the wunique name which is compos:«

numeric characters. At | east one al phabet must b
Profile Description

Additional description, which is composed of a

characters, about the profile.

Rul

No bl ank or space characters are per midteaparsatpea
the description sentence.

e
When the profile is created, click the edit bu:
designated profile. Summary about the designated
button. You can manage or inspect itnige trhel ol ¢ fowt

buttons:
® | ist the rules associated with the designat ec
@: Adjust the rules associated with the designat

Buttons

s Save
Click to save changes.
s Reset
Click to undo any changes made | ocally and rever

Add New | PMC Profile

Click to add new | PMC profile. Specify the name

2-142ddress Entry

User
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This page provides addr M mpamdge leettings used in

The address entry is used to specifyltM& afdidress
I't is allowed to create at maximum 128 address en

Web Interface

To configure the ICBMEIi Buofhitli enAddr ¢he web interfa
1. Click ConfiguratifAmdyr elsBRMEnRPrygf il e and

2. Click Add New Address (Range) Entry.

3. Speci flypMCherofile Addpassasm€boafsgunath&@&mtfiel d. 5
Name and Start Addrlkelsanlknfdi &€lndl. Addr es s

4. Cl| iSak e

IPMC Profile Address Configuration
‘ Refresh H << H 5> |
Navigate Address Entry Setting in IPMC Profile by entries per page.

Delete Entry Name Start Address End Address

‘ Delete ‘ ‘ ‘ ‘

‘ Add New Address (Range) Entry ‘

‘ Save H Reset ‘

Figure 2-14.2: The IPMC Profile Address Configuration

Parameter description:

Entry Name

The name used for indexing the address entry tab
Each entry has the uniqgqgue name which is composed
numeric characters. At |l east one alphabet must b

Start Address

The starting | Pv4/ 1l Pv6é Multicast Group Address t
Endddr ess

The ending I Pv4/ 1 Pv6é Multicast Group Address tha

Buttons

Save

Click to save changes.
Reset

Click to undo any changes made | ocally and rever
Del et e

Check to delete the entry.
The designated entry wild.|l be deleted during the

Add New Address (Range) Entry

Click to add new address range. Specify the name

BRefresh
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Refreshes the displayed table starting from the

Updates the table starting from the first entry

Updates the table, starting with the entry after
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2-15MV R

The MVR feature enabolrensarndulntgi coans tt hter aMuflitci cast VLAN

I n a multicast television applicatoipom,oxa cRRG areceaein
mul ticast str daeomp. bMwletsi plre PCest can be connected to
a switch port configured asubscMVBereseleet spar t hse
top box or PC sends an | GMP/ MLD report message to

group address. Uplink ports that send and receive
are called MVR source ports.
It is allowed to create at maxi mum 4 MVR VLANs wi

Mul ticast VLAN.
The channel profile is defined by the 1 PMC Profile

Web Interface
To configure the MVR Configuration in the web int

1. Click Configuration, MV R.

2 Scroll the MVR mode to enable or disable

3. Cl ikkd New MVWRoVaddl a new entry

4, Specify the VLAN interface settings

5. Scroll to select dibabl mud@inatbé eldeave

6. Click the save to save the setting.

7. lyou want to cancel the setting then you need t

previously saved values.

MVR Configurations
MVR Mode

VLAN Interface Setting (Role [I:Inactive / S:Source / R:Receiver])

Delete MVRVID MVR Name Querier Election IGMP Address Mode Tagging Priority
[(Deete | | | \ | 0 0000 [Dynamic v ] [Tagged v] o]
Port 1 2 3 4 5 6 7 8 9 0 1 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32 33 34 3B 3B/ 3IT 38

Role NN NnNnNnNoDnnonononnnnonononoiononnonnonnonnonononoioononnonnononnnn

Add New MVR VLAN |

Immediate Leave Setting

Port Immediate Leave

1
2 [Disabled v |
50
51
52

‘ Save H Reset |

Figure 2-15: The MVR Configuration

Parameter description:
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5

MVR Mode

Enabl e/ Di sable the Gl obal MV R.
The Unregistered Flooding control 1dcaMRemds on t he

Snooping. I't is suggested to enable Unregistered
table is full
MVR VI D

Specify the Multicast VLAN |1D.
Be CauMVRnsource ports are not recommended to be
VLAN ports.

MV R Name

MVR Name is an optional attribute to indicate th
Maxi mum | ength of the MVR VLAN Name string is 32
alphabets or numbers. When the optional MVR VLAN
|l eastal prheabet . MVR VLAN name can be edited for tt
can be added to the new entries.

Querier EIl ection
Enable to join | GMP Querier electionQuerfbe. VLAN
| GMP Addr ess
Define the | Pv4d address as source address used i
The default | GMP address is not set (0.0.0.0).

When the | GMP address is not set, system uses |
interface associated with this VLAN.

When the | Pv4 management address is not set, sy
management address.

Ot herwise, syslieémnesevadbupreBy default, this va
Mo d e

Specify the MVR mode of operation. I n Dynami c mo

member ship reports on source memhesr.s Hinp Croenpaartti sb |

forbidden on source ports. The default is Dynami
Tagging

Specify whether the traversed | GMP/ MLD control f
Tagged with MVR VID. The default is tagged.

Priority

Specify how the traversed | GMP/ MLD control fr ame
default Priority is 0.

LLOQI

Define the maximum time to wait for | GMP/ MLD rep
before removing the port from multicast group me
of a seconds. The range is from 0 t-bdBF244ndThe

I nt er f ac ePrCohfainlnee |

When the MV®Rr &/dtANd ,i bPaeMCe Pa otftide channel filterin
for the specific MVR VLAN. Summary about the I nt

VLAN) wil|l be shown by <c¢licking the view button.
channel is not all owend tt og rhoauvpe aodvderrelsaspped per
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s Profile Management Button
You can inspect the rules of the designated prof
® | ist the rules associated with the designat ec
Port
The | ogical port for the settings.
Port Rol e
Configure an MVR port of the designated MVR VLAN
|l nactTiheedesi gnated port does not participate MVF
Sour@enfigure uplink ports that receive and send
Subscribers cannot be directly connected to sour
ReceiGoenrf:i gure a port as a receiver port i f it i
receive multicast data. |t does not receive data
mul ticast group by issuing | GMP/ MLD messages.
Be CauMVYRnNnsource ports are not recommended to be
VLAN ports. Select the port role by clicking the
indicates Inactive; S indicates Source; R indica
s | mmedi ate Leave
Enable the fast | eave on the port.
Buttons
s Save
Click to save changes.
s Reset
Click tochadgeanwmade | ocally and revert to prev
s Del et e
Check to delete the entry.
The designated entry wild.l be deleted during the
. Add New MVR VLAN
Click to add new MVR VLAN. Specify the VID and c
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2-161 PMC

2-16. 1 | GMP Snooping

The function, is used to establish the multicast
me mber ports, and, in natur e, avoids wasting the
running oaeéewotke This is because a switch that (
Snooping cannot tell the multicast packet from th
all as the broadcast packet. Without | GMP Snoopin
is plain and nothing is different from broadcast
A switch supported | GMP Snooping with the functi
packet exchanged between | P Multicast Router/ Swi't
information of the Multicast tabl e wheNMula i mambe:
Destination Address. With this function, once a
forward the packet to the members who joined in a
The packets wil!/ be discarded by the | GMP Snoopin
the multicast group that had not been built up in
i ssue | GMP function that you enabH,e WhiMPh paomrnye otr:
a router closer to the root of the tree. This int
upstream interface should be running | GMP.

It can support up to 1024 multicast groups.

2-16. 1.1 Basic Configuration

Thi s ppraogvel G&FPnooping related configuration.

Web Interface
To configure the | GMP Snooping Configuration in t
1. Click Configuration, I PMC, | GMP Snooping, Basi c

2. Evoke to select enabl e or di sable the paramete
Rel ated Configuration Mode.

3. Clickattlme save the setting.

4, I f you want to cancel t he set thiung othhen tyow Ideed
previously saved values.

IGMP Snooping Configuration
Global Configuration
Snooping Enabled

Unregistered IPMCv4 Flooding Enabled

Leave Proxy Enabled (

Proxy Enabled )

Port Related Configuration

Port Router Port Fast Leave Throttling

o
u]
5
I

1 = O
> o 0
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51 0 m)
52 0 0

‘ Save H Resst ‘

Figure 2-16.1.1: The IGMP Snooping Configuration.

Parameter description:

s Snooping Enabl ed
Enable the Gl obal | GMP Snooping.

s Unregistered | PMCv4 Flooding Enabl ed
Enabl e unregitsn a&frfeidc | fPIMCodli ng .
The flooding control takes effect only when | GMP
When | GMP Snooping is disabled, unregistered | PN
spite of this setting.

s | GMP SSM Range
SSM (SBpecefic Multicast awRaneg eh oasltlso vasn dt hreo uS M s
SSM service model for the groups in the address

R Leave Proxy Enabl ed
Enable | GMP Leave Proxy. This feature can be wuse
messages to the router side.

s Proxy Enabl ed
Enable | GMP Proxy. This feature can be used to a
|l eave messages to the router side.

s Router Port
Specify which ports act as router ports. A route
|l eads towards the Layer 3 multicast device or | C
I f an aggregation member port is selected as a r
as a router port.

s Fast Leave
Enable the fast | eave on the port.
System wi ||l remove group record and stop forward
| eave message without sending | ast member query
I't is recommended to enable this feature only wh
the specific port.

s Throttling
Enable to Iimit the number of multicast groups t

Buttons

s Save
Click to save changes.

s Reset
Click to undo any changes made | ocally and rever
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2-16. 1IVR2AN Configuration

The section describes the VLAN configuration sett

functi on. For each setting page shows up to 99

selected through the "entries p,ert hpeagweeb ipnagpgue wiile

the first 20 entries from the beginning of the
with the | owest VLAN I D found in the VLAN Tabl e.

select the starting Cpaoickt nigntthlee bvMtANNTavblld. updat

starting from that or the next c¢closest VLAN Tabl

Web I nterface

To configure the | GMP Snooping VLAN Configuration

1. Click Configuration, | PMC, | GMP Snooping and VL
2. Evoke to select enable or disable Snooping, Qu el
bl ank field.

3. Click the refresh to update the data or <click

4. Cli ckattme save the setting

5 1 f you want to cancel the setting then you need

previously saved values

IGMP Snooping VLAN Configuration

‘ Refresh H |x= HZ‘

Start from VLAN with entries per page.

VLANID Snooping Enabled Querier Election Querier Address. Compatibility PRI RV Ql (sec) QRI (0.1 sec) LLQI (0.1 sec) URI (sec)

1 0 0000 [GMP-Alo__~ [ ] [0 \ [0 | fi \

‘ Save H Reset ‘

Figure 2-16.1.2: The IGMP Snooping VLAN Configuration.

Parameter description:
VLAN 1D
I't displays the VLAN I D of the entry.
| GMP Snooping Enabl ed
Enabl e -YIhb&ANpleGMP Snoopl29gL ANl yampbe¢ osel ect ed.

Querier El ection

Enable to join | GMP Querier electionQuerifibe. VLAN

QuerAddr ess
Define the | Pv4 address as source address used

When the Querier address is not set, system
interface associated with this VLAN.

When the | Pv4 management addr ess i s not set,
management address.

Ot her wise, sysitetédmneslevadupreBy default, this v
s Compatibility
Compatibility is maintained by hosts and router
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User

the versions of | GMP operating on hosts and rout
i s [|-/wmtPo , Forced | GMPv 1, Forced | GMPv 2, Forced |
| GMRUt o.
PRI
Priority of I nterface.
I't indicates he | GMP control frame priority | e\
be used to prioritize different classes of traff
The all owed range is 0O (best effort) to 7 (hight
RV
Robustness Variable. The Robustness Variable all/l
a network. The all owed range is 1 to 255; def aul
. Ql
Query Interval The Query Interval is the interyv
The all owed range is 1 to 31744 seconds; default
. QRI
Query Response I nterval The Max Response Ti me
inserted into the periodic General Queri es. The
seconds; default query response interval is 100
., LLQI (LMQI for | GMP)
Last Member Query Interval The Last Member Quer
the Last Member Query Interval, multiplied by t1!
range is 0O to 31744 in tenths of sedonds;t edefhasul
of seconds (1 second).
., URI
Unsolicited Report I nterval The Unsolicited Rerg
of a host's initial report of membership in a gr
default unsolicited report interval is 1 second.
Buttons
s Save
Click to save changes.
s Reset
Click to undo any changes made | ocally and rever
s BRefresh
Refreshes the displayed table starting from the
<
Updates the table starting from the first entry
VLAN | D.
, >
Updates the table, starting with the entry after
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2-16. 1.3 Port Filtering Profile

The section describes how to set the | GMP Port Gr
a user can exert this type of control. I n some n
metropol itandwerl | mwigt iumli & ( MDU)mi igm¢$ t avlalnda t it on sc,0 na r
mul ticast groups to which a user on a switch port

di stribution of multicast services, such as | P/ TV
pl an.

With this feature, you camorfti |b&si snubyicasti gwi ins
profiles and associating them with individual S Wi
more multicast groups and spedcisf ipes mvhetellemnrademas
| GMP profile denying access to a multicast group
report requesting the stream of I P multicast traf
receive | P multitcaggtoutpr.aflffi ¢ hfer dmltthkai ng action p
group, the | GMP report from the port is forwarded
|l GMP filtering controls only | GMP membership joi
function that directs the forwarding of | P multic
Web I nterface

To configure the | GMP Snooping Port Filtering Pro
1. Click Configuration, I PMC, | GMP Snooping and Pol
2. Scroll the Port to enable the Port Group Filter.]
3. Clickattlme save the setting.

4, I'f you want to cancel the setting then you need

previously saved values.

IGMP Snhooping Port Filtering Profile Configuration
Port Filtering Profile

4

2

3
50

51

9 9 9 % 9% o

[ [ [ G

52

‘ Save H Reset ‘

Figure 2-16.1.3: The IGMP Snooping Port Group Filtering Profile.

Parameter description:

s Port
The | ogical port for the settings.
s Filtering Profile
Select the | PMC Profile as the filtering condit
designated profile wild.l be shown by c¢clicking the
s Profile Management Button
You can inspect the rules of the designated prof

@ List the rules associated with the designatec
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Buttons

. Save
Click to save changes.
. Reset
Click to undo any changes made | ocally and rever
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2-16. 2 MLD Snooping

Curiously enough, a network node that acts as a

indirect participantjustMpbosndepi mglticast traff]
with it. ( Not e, however, t hatr einnc ianng aap pnleitcwaotriko nn ol
act as both a source and an MLD host; but MLD int

MLD host .)

A source node <creates multicast traffic by sendi

addresses with the first eight bits set (that is,
mul ticast addresses, and anyesedwithatecksvensheo
that address. Application software running on the
to determine what mul ticast address to use. ( Not
software, not of MLD.)

When MLD snooping is enabled on a VLAN, the switec
traffic. I f the switch receives multicast traffic
that traffic only to ports omat haddLA&Nst hlat drYES
for ports on the VLAN that have no MLD hosts

MLD snooping enabled

Listener
(MLD host)
[ ] [ ]
—y [— ]
R

L l——]  switcn

Source \\\
|:| [ |:| ]

[ Listener
[ (MLD host)

2-16. 2.1 Basic Configuration

The section wildl |l et you wunderstand how to confi
and the parameters.

Web Interface

To configuBerobpendylLOonfiguration in the web inter
1. Click Configuration, | PMC, MLD Snooping and Bas|
2. Evoke to enable or disable the GIlobal configur

Router port and Fast Leave.
3. Scroll tol hseolteadti ntghemode with unlimited or 1 to

4. Cl isakt® save the setting.

5. 1 f you want to cancel the setting then you need
previously saved values.
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MLD Snooping Configuration
Global Configuration
Snooping Enabled
Unregistered IPMCv6 Flooding Enabled

MLD SSM Range e |

Leave Proxy Enabled C

Proxy Enabled m]

Port Related Configuration
Port Router Port Fast Leave Throttling
1 O ( unlimited v

2 O O unlimited v

50 m] m] unlimited v

51 C C unlimited v

o

5 o o TMIERRS
ED=
Figure 2-16.2.1: The MLD Snooping Configuration .
Parameter description:
s Snooping Enabl ed
Enable the Global MLD Snooping.
Unregistered I PMCv6 Flooding enabl ed
Enable unregistered | PMCv6 traffic flooding.
The flooding control takes effect only when MLD

When MLD Snooping is disabl ed, unregistered | PM
spite of this setting.

MLD SSM Range

SSM (S8pecikefic MulticastawRiareg éhosltisovasn dt hreo ug M s
service model for the groups in the address rang
Assign valid I Pvée multicast address as prefix wi

Leave Proxy Enabl ed

Enable MLD Leave Proxy. This feature can be wuse
messages to the router side.

Proxy Enabl ed

Enable MLD Proxy. This feature can be used to av
messages to the router side.

Fast Leave

Enable the fast | eave on the port

System wi || remove group record and stop forward
message without sending | ast member query messag
I't is recommended to enable this feature only wh

specific port.

Router Port

Specify which ports act as router ports. A rout
|l eads towards the Layer 3 multicast device or ML
sel ected as a router port, the owhtol e aggregati on
s Throttling
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Enable to Iimit the number of multicast groups t

Buttons

Save
Click to save changes.
. Reset
Click to undo any changes made | ocally and rever
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2-16. 2VI2AN Configuration

When MLD snooping is enabled on a VLAN, the switec
traffic. I f the switch receives multicast traffic
that traffic only to ports omat haddLA&Nst hlat droEs
for ports on the VLAN that have no MLD hosts

The wil/l use the Il ast entry of the currently disp
the end is reached the text "No more entries" is

to start over.

Web Interface
To configure the MLD Snooping VLAN Configuration
1. Cl iCoknf i gurati on, I PMC, MLD Snooping and VLAN Co
2. Specify the VLAN I D with entries per page.
3. Click sawbahgesave
4, Click ORefreshdé to refresh an entry of the MLD .
5, Clickro<s< 0to move to previous or next entry.

MLD Snooping VLAN Configuration

‘ Refresh H <= HZ‘

Start from VLAN with entries per page.

VLAN ID Snooping Enabled Querier Election Compatibility PRI RV Ql (sec) QRI (0.1 sec) LLQI (0.1 sec) URI (sec)

1 0 [125 [100 [10

‘ Save H Reset ‘

Figure 2-16.2.2: The MLD Snooping VLAN Configuration

Parameter description:
. VLAN I D

I't displays the VLAN I D of the entry.
MLD Snooping Enabl ed

Enabl e -YIhbANpMED Snooping. Up to 32 VLANs can be
Querier El ection

Enable to join MLD Querier electionQueritdére. VLAN.
Compatibility

Compatibility is maintained by hosts and router ¢
the versions of MLD operating on hosts and route

The all owed sAlu¢oti ¢conricedMMDDv1, defauAttocompat:i

. PRI
Priority of Interface.
I't indicates the MLD control frame priority | eve
be used to prioritize different classes of traff
The all owed range is 0 (best effort) to 7 (highe
RV

Robustness Variabl e.
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The Robustness Variable all ows

The all owed range is 1 to 255,
Ql

Qu

(o]
—

y Interval

The Query Interval is the interval

The all owed range is 1 to 31744
s QRI
Qu

Th
t h

D
—=

y Response I nterval

(¢

Maxi mum Response Del ay used
peri odQuerGerser al

D

The all owed range is 0 to 31744

LLQI

Last Listener Query Interval

tuning

def aul t

to calcul

The Last Listener Query Interval

Maxi mum Response Code inserted
to Version 1 Multicast Listener

to calculate the Maximum Response

Speci fic Query messages.

The all owed range is 0 to 31744

in tenths of seconds (1 second) .

URI
Unsolicited Report Interval

The Unsolicited Report Interval

interest in a multicast addr ess.

The all owed range is 0 to 31744

Buttons

s Save
Click to save changes.
s Reset
Click to undo any changes made

ERefresh

Refreshes the displayed table starti

Updates the table starting from
VLAN | D.

>

Updates tsherttdmige,wi th the entry
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2-16. 2P@&rt Filtering Profile

The section describes that you could to set t he

function. On the Ul that you could add new filter

Web Interface

To conf iRourrte Rihlet eni hgePwebi i eterface:

1. Cl iCoknf i gurati on, | PMC, MLD Snooping and Port Fi

2. Scroll the Port to enable the Port Group Filter
field.

3. Clickattlme save the setting.

4. | f wamt to cancel the settiheg Rebeh Yottoeedl|ltow
previously saved values.

MLD Snooping Port Filtering Profile Configuration
Port Filtering Profile

1 L 3
2 -
3 -
4 -

50

[

9

51

52 -

[ [

‘ Save H Reset ‘

Figure 2-16.2.3: The MLD Snooping Port Group Filtering Configuration

Parameter description:

s Port
The | ogical port for the settings.

s Filtering Profile
Select the | PMC Profile as the filtering condit
designated profile will be shown by clicking the

Buttons

s Save

Click to save changes.
R Reset

Click to undo any changes made | ocally and rever
s Profile Management Button

You can inspect the rules of the designated prof

@ List the rules associated with the designatec
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2-17LLDP

The switch supports the LLDP. For current infor.i
Di scovery Protocol (LLDRsepromeitthesl dorstamdadil dsng
advertise themselves to adjacent devieslehse alnidnkt o |
Layer DiPsovtwvewny (LLDRlutirala Lverkddrayer protocol i n
Suite used by network devices for advertising thi
| EEE 802 1| ocal area networ k, princiyparlelfyerwierde dt oEt
the | EEE as Station and Media Access Control Con
document | EEE 802. 1AB.

2-17. 1 LLDP

You can per port to do the LLDP configuration and
effect i mmediately. This page all ows IthBePouger to
settings.

Web Interface

To confilgwwubbRR the web interface:

1. Click uCanfiioq, LLDP and LLDP.

2. Modify LLDP parameters

3. Set the required mode for transmitting or recei:
4, Speciipwfohemati on to include in the TLV field of
5, ClickBattlhe save the setting.

6. ' f you wacnetl ttohecasetting then you need to click
previously saved values.

LLDP Configuration

LLDP Parameters

Tx Interval seconds

T Hold [ times

Tx Delay seconds

Tx Reinit seconds
LLDP Interface Configuration

Optional TLVs
Interface Mode CDP aware Trap Port Descr Sys Name Sys Descr Sys Capa Mgmt Addr
0 0

GigabitEthernet 1/1 Enabled v~ (m] o
GigabitEthernet 1/2 Enabled v ] a
10GigabitEthernet 1/2 Enabled v [m] O
10GigabitEthernet 1/3 Enabled v (m] 0
10GigabitEthernet 1/4 Enabled v [m] [m}

‘ Save H Reset ‘

Figure 2-17.1: The LLDP Configuration

Parameter description:

LLDP Parameters
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I nterval

The switch periodically transmits LLDP frames t
di scovery i nfaatmati ©ime uipnter val bet ween each LLTC
the Tx I nterval value. V317 6&8 vadawemsdsa.re restrict
Hol d

Each LLDP frame contains information about how
shall be considered valid. The LLDP information
Tx I nterval seconds. Vallodtvanleses are restricted
Del ay

I f some configuration is changed (e. g. the | P ac

the time between the LLDP framedxwDkl agnl wagsntes.
Del ay cannot be | arger than 1/ 4 of the-8TxX92 nteryv
seconds.

Reinit

When a port is disabl ed, LLDP is disabled or the
is transmitted to the neighboring units, signal
anymore. Tx Reinit controls the amoentanadf aseeend
LLDP initialization. Val0O dsecadnudess. are restricted

LLDP Port Configuration

Port

The switch port number of the | ogical LLDP port.

Mo d e

Sel ect LLDP mode.

Rx ohhg switch wildl not send out LLDP informatio
units is analyzed.

Tx ohHheg switch wild.l drop LLDP information recei v
LLDP informati on.

Di sabllhed switch wil!/ not send out LLDP i nformati

received from neighbors.

Enabi bd switch wi | | send out LLDP information,
received from neighbors.

CDP Awar e

5

User

Sel ect CDP awareness.

The CDP operation is restricted to decoding i n
transmit CDP frames). CDP frames are only decode

Only CDP TLVs that can be mapped to a correspond
decoded. Al other TLVs are discarded (Unrecogni
are not shown in the LLDP statisticsdd).taGDbDR HBIsVs
shown bel ow.

CDP TLV "Device I D" is mapped to the LLDP "Chass
CDP TLV "Address" is mapped to the LLDP " Manage
TLV can contain multiple addresses, but only the
tabl e.
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CDP TLV "Port I D" is mapped to the LLDP "Port |ID

CDP TLV "Version and Platform" is mapped to the
Both the CDP and LLDP support "system capabili
capabilities that are not part of the LLDP. Thes
nei ghborsoé tabl e.

| f al |l ports have CDP awareness disabled the sv
nei ghbor devices. | f at | east one port has CDP

terminated by the switch.

@ NoTE When CDPawareness on a port is disabled the CDP
information isn't removed immediately, but gets when the hold time
is exceeded.

Port Descr

Optional TLV: When <c¢checked the "port descripti
transmitted.

Sys Name

Optional TLV: When checked the "system name" s

Sys Descr

Optional TLV: When <checked the "system descript
transmitted.

Sys Capa

Optional TLV: Wh e n checked the "system capabil
transmitted.

Mgmt Addr

Optional TLV: When checked the "management addr
transmitted.

Buttons

User

s Save
Click to save changes.
s Reset
Click to undo any changepr enaideeu d loyc ad d we ch nwda Irleevs.r
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2-17. 2 LNLBDOP
Medi a Endpoint Discovery is an eMEDa ntcheame nptr oovfi dLeLsD
foll owing facilities:
Autdoi scovery of LAN policies (such as VLAN, Laye
(Di ffserv) settings) enabling plug and play net wo
Device |l ocation discovery to allow creation of 1o
I nternet Protocol (Vol P) , Enhanced 911 services.
I nventory management, all owing network administreaeé
determine their characteristics (manufacturer, S «
asset number).
This page all ows youMBD. cTomifsi gfuurec ttihoen LapDpPl i es t o
suppor tMEIDL DP
Web I nterface
To conf ilgluDMRE Dtrhet he web interface:
1. dick ConfiguratiMED, CDR garmrdtl lbhP
2. Modify Fast start repeat count parameter, def aul
3. Modify Coordinates Location parameters
4. Fi || Civic Address Location parameters
5. Add new policy
6. Cl isakwewill show following Policy Port Configura
7. Select Policy I D for each port
8. Clickattlwme save the setting.
9. | fuywant to cancel the setting then you need to
previously saved values.
LLDP-MED Configuration
Fast Start Repeat Count
Fast start repeat count
LLDP-MED Interface Configuration
Transmit TLVs
Interface Capabilities Policies Location PoE Device Type
GigabitEthernet 1/1
10GigabitEthernet 1/2
10GigabitEthernet 1/3
10GigabitEthernet 1/4
Coordinates Location
Latitude 0 . North v Longitude 0 B East Altitude E Map Datum
Civic Address Location
Country code E State I: County :
City : City district I: Block (Neighborhood) :
Street : Leading street direction l: Trailing street suffix :
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s — T — T N

Lot — T I
— — — I
For — [— —
it | I— L — I
Emergency Call Service

Sy Gl e —

Policies

Delete Policy ID Application Type Tag VLAN ID L2 Priority DSCP

No entries present

| Add New Policy ‘

| Save H Reset ‘

Figure 2-17.2: Te LLDP-MED Configuration

Parameter description:

Fast start repeat count

Rapid startup and Emergency Call Service Locatio
a critically important aspect ofbevaotl Pt 6 yasd weanrst ii sn
only those pieces of information which are speci
(for example only advertise the -vopalkl @aedeovwirke )
both in order to conservetotheeduicnei tseedc ulrli  PyU asnpda c
integrity issues that can come with inappropriat
With this iMEDnidned ilnleMERB NFdA4tDPSt art i nteraction L
protocol and the application | ayers on top of th
properties. Initially, a Network Cennectainvi ty De

LLDPDU. Only -MED eEndamoiLnhtDPDevi ce i-BMEDetapéalkelde wi
Net wor k Connectivity DeMEdDe TdtVar ti nt @oud dyweé mtgi & DI

the associat edMEpDoratp.plTihceatlilomP wi | | temmiossairohy s|
of the LLDPDU to start witMED rmmeisglclmoard, h avh elme ean n
detected in oME®Or i i @arenaltli D as fast as possible
Because there is a risk of an LLDP frame being |
it is recommended to repeat the fast start trans
possibility of the neighbors receicvoiunngt tihte iLsL DP
possible to specify the number of times the fast
recommended value is 4 times, given that 4 LLDP
transmitted, when an LLDP frame with new infor ma

I't should be -Mg@DedntdhaWMEDLMDPsPt Start mechani sm i

intended to run onAMHBD nNest voertkweConn nLeLcDtPFi vi ty Devi c
Devices, and as such does not apply to |Iinks bet
i

nclueit wgrkK Connectivity Devices, or other types
LLDP I nterface Configuration
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It is possible MEDséhéotr mahi om thRaP shall be tra
nei ghbors. When t he cihnefcokrbmaxt iiosn cihse ciknecd utdheed i n
transmitted to the neighbor.

s I nter:face
The interface name to which the configuration ap
TransmitCalpLavtsi | i t i es:
When checked the switch'LsL BbP&EpPanbfiolrintaitei so ni st rianncsl mi d
Transmi tPoTlLiVesi es

When checked the configured polLiLcBNPE 8 nffoorr ntahtei oinnt
transmitted.

Tr ans mi 1L oTcLavtsi o n

When <c¢checked the configured | ocation LWBRPrmati c
MED nf or mati on transmitted.

Tr ans mi tPofEL Vs

When checked the configured PoE (Power Over Et h
includedWEBD nf or mati on transmitted.

Device: Type

Any LEMHEDP Device is operating-M&® ®despeeifiwhithpen:
ei ther aCdrenevodrékwiideg or a Ema@idiervdi Cd ,a sass odfef i ned

A Net @onhkhechewiideyg I-dER DedwiPce t hat provides acce
based LAN infrasviErbbrcd pdiervtf oesLLDP

An L-MEBNet w€pknecheéewiicdeg is a LAN access device
foll owing technologi es

1. LAN Switch/ Router
| EEE 802.1 Bridge
| EEE 802.3 Repeater (included for historical

Any dewippeortisatt he | EEE 802. 1AB and MED exten

2
3
4. | EEE 802.11 Wireless Access Point
5
frames via any met hod.

AnEndp dienwti ce -MED LDéPvi ce t hat sits at the networKk
aspect of | P communications service, based on |E

The main differenc€obetwkéewi g Marddy daiekvti ce i s t ha
onl yEnadnp diervti ce can sMED ti nfhoer matDiPon exchange.

Even though a switch al Waynaechaowiide,bei ta iNetpvogs
configure i tEntdp ®éeevti cas amd t her MEYW gsthdrotr mbheonh
exchange (I n the caGen whelréewiitdngos Neertewocroknnect ed t

Coordinates Location
s Latitude
Latitude SHOULD be n®0 mhddgrzeds twi twhi tdhimaxXi mum of
It is possible to specify the direction to eithe

Longitude

5
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Longitude SHOULD be nRlo&Omade greede st owiwtiht ha nmadx i mu m

I't is possible to specify the direction to eithe
mer i dian.

Al titude

B

Al ti$SHOWBLD be nor mal-2®%7l 5tlo. Qwittohi 20097 151. 9 with
digits.

I't is possible to select between two altitude ty

Met eRspresenting meters of Altitude defined by t

FI ooRrepiresenting altitude in a form more felevant
tdl oor di mensions. An altitude = 0.0 is meaningf
ground | evel at the given latitudesamds| omgi tfu e
l evel associated with ground |l evel at the main e

Map Datum
The Map Datum is used for the coordinates given

WGS84 Geogr aph-iWwoarll d3Ddeodesi¢c System 1984, CRS C
Mer i di an Name: Greenwi ch.

NAD83/ NAVNDSBr8t:h Amer i can Datum 1983, CRS Code 42

Greenwi ch; the associated vertical datum is the
( NAVD88). This datum pair is to be used when ref
water (whidchswoDatum = NAD83/ MLLW) .

NAD83/ MLNoNM:t h Ameri can Datum 1983, CRS Code 42¢
Greenwich; the associated vertical datum i s Mean
is to be used when referencing |l ocations on wate

Civic Address Locati on

|l ETF Geopriv Civic Address based Locati &dn Conf i
couple of homesatoonhef 250 characters.

1) | f more than one civic address | ocation 1is
|l ocations will use 2 extra characters in addtion

2) The 2 |l etter country code is not part of the
Country code

The -twbter | SO 3166 countr y-Exoadmep lien. cDaKp,i tDaH oAS AJ!

s St ate

National subdivisions (state, canton, region, pr
s County

County, parish, gun (Japan), district.
s City

City, townsh-iEx,ampHie: ( Xeoopaem)hagen.
City district
City division, borough, city district
s Bl ock (Neighbourhood)
Nei ghbour hood, bl ock.

, war d, cho
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Street
StrekExampl e: Poppel vej.
Leading street direction
Leadi ng st r-eextantilreectNi.on
s Trailing street suffix
Trailing sExeenrpl es:ufIJW.x
Street suffix
Street-Exafmpil : Ave, Pl at z.
House no.
Hous e n-ubBwxbaemp !l e : 21.
House no. suffix
House numb&xampt i xX A, 1/ 2.
Landmar k

Landmark or v-&miampl addiCess mbia University.

s Addi tional | ocation info
Addi ti onal -l[Exaanpilen iSmfud h Wi ng.
Name

Name (residence anbHEx amglie:e FPlcemmiamg )Jahn.
s Zip code
Postal/ zEpanmnplde: 2791.
s Buil ding
Buil di ng -(Esxtarmpdteur ee)Jow Li brary.
Apart ment
Unit (Apart-mrampl sui Ap) 42.
Fl oor
Fl oo&xampl e: 4.
Room no.
Room nu-relkearmpl|l e: 450F.
Pl ace type
Pl ace-EBxyapnepl e: Of fice.
Postal community name
Postal commubx amplneameLeoni a.
P. O. B o x
Post office -tEoxa mpP.eO. 1RGM4)5.
Additional <code
Additi onBkampHbe: 132030000 3.

Emergency Call Service
Emergency Cal l Service (e.g. E911 and others),
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5

Pol

Pol

5

User

Emergency Call Service

Emergency Call Service ELIN identifier data forr
used during emergency <call/l setup-btaced PSA®L t I Thn
for mat consists of a numeri cal di gi tusedr ifrog, c
emergency calling.

icies

Net wor k Policy Discovery enables the efficient ¢
with the VLAN configuration, along with the asso
apply for a set of specific protocealwoa kp Ipiod aitciy
configurations are a very significant issue in V
guality degradation or | oss of service.

Policies are only intended for usetiwiet'h naeptpwoircka
policy requirements, such as interactive voice a
The network policy attributes advertised are:

1. Layer 2 VLANROIOB)(I EEE 802.1Q

2. Layer 2 priori2t004vyal ue (I EEE 802. 1D

3. Layer 3 Diffserv code point (DSCP) wvalue (I ET
This network policy is potentially advertised an
types supported on a given port. The application
1. Voice

2. Guest Voice

3. Softphone Voi ce

4. Video Conferencing

5. Streaming Video

6 . Control / Signalling (conditionally support @
above)

A | arge network may palpipoires matctopset Vel Bntire
di fferent policies pMEDa aplpllowatmoht it ylpe. palLiDPi es
per port, each corresponding to a different app
Net wor k Connectdwi agv dretviiscee dn f ferent sets of

aut henticated user identity or port configuratio
I't should be -MgDedst hat LbbEnded to run on | inks
Net wor k Connectivity Devices and Endpoints, and
mul titude of network policies that frtehgeuelnAN.y r u
icy I D

I D for the policy. This is auto generated and s
shall be mapped to the specific ports.

I nt
1.
i nt
of

Application Type

ended use of the application types:

V-diooce use by dedicated I P Telephony handsets a

eractive voice services. These devices are ty
depl oyment and enhanced secumisty by isolati on
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MBEGE8 B8 T2/ NGPMNLSM4E 8 Trd XLR.No.v 2D



o o o -

T < W T 9 TN

>

c =

w o o< LU o N
-— o -

C T O N
—_ -

(7]

O ™o
O o o

Tag

Ta
VL

Un
i n
L a

Ta
bo
Th
fo

VLAN

VL
L2 P

L2
S p
0

DSCP

5

DSCP value
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Addi

5

Voice Signalflomgugeoininatomarl ) topol ogi es that

r the voice signalling than for the voice me
vertised if all the same net wortkh ep ovioiiciee sa pagpfd g lc
licy.

Gues-tsu\popiocrete a separaset" |lvomitedsérataueefor g

sitors with their own | P Telephony handsets
teractive voice services.

Guest Voice Si gfnoarl lusneg i(nc onnedtiwtoirokn atlo)pol ogi es t

licy for the guest voice signalling than for
ould not be advertised i f altl hashee asdavneer tniestewdo ri
est Voice application policy.

Soft ph-dmeg Moeieceby softphone applications on t

PCs or | aptops. This class of endpoints frequ
I, and are typically configureed ttaggglede ammt'aurst
AN. When a network policy is defined for use \
l ow), then the L2 priority field is ignored an

Video Cohber amseinhgy dedi cated Video Conferenc
mil ar appliandesgnesumpentaicng vreeali deo/ audi o ser V

Streamifrog Wistkedy broadcast or multicast basec

her similar applications supporting streaming
licy treatment. Video applicatdi ommgs el yainng na ren
e of this application type.

Video Signalffomgugeoinminetomarn y topol ogi es t hat
r the video signalling than for the video me
vertised i f al | t he s ame net wor kt hpeol Vcdes a
nferencing application policy.

g indicating whether the specified applicatior
AN.

taggedi cates that the device is using an untag
clude a tag header -2808efinetdhbgy CBEE, 862t hQt h
yer 2 priority fields are ignored and only the
ggeddi cates that the device is wusing the | EEE
th the VLAN I D and the Layer 2 priority values
e tagged format includes an additiodafr &mel d,
rmat also includes priority t-208d frames as d
I D

AN identifier (VID) for £2mWe3port as defined in
riority

Priority is the Layer 2 apprpiloirciattyi otno tbyep eu.s eLd2 fF
ecify one of eight priority | eve&l0D4(0 At hvrad wgeh
represents use of the defauldG@O0O4priority as defi

to be used to provide Diffserv node b
defined in I ETF RFC 2474. DSCP may contain on
value of O represents use of th&g5.default DSCP

ng a new policy
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Click to add a new policy. Specify the Applicati
for the new policy. Click "Save".

Port Policies Configuration

Every port may advertise a unigue set of network
net work policies, based on the authenticated use

Interface
The port number to which the configuration appl
Policy 1D

The set of policies that shall apply to a given
mar king the checkboxes that corresponds to the p

Buttons

s Save

Click to save changes.
s Reset

Click to undo any changes made |l ocally and rever
s Del et e

Check to delete the policy. It wi || be del eted d
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2-18

PoE

Power-over-Ethernet (PoE), means Ethernet network power supply via 100BASEX, 1000BASE
T. ltsmaximum power distance is 100 meters. By PoE power system, based on Ethernet wiring
network of UTP Cat5 or higher Cable, it can give power to IP camera, VolP phone, wireless AP,
as well as transmit data. Sathere is no need to concern about the power wire building, reducing
the cost of networking building.

PoE power supply system has unified standard, IEEE 802.3af and 802.3at. So devices from
different manufacturers have no problem in general usage, as long as they are complied with
these standards.

PD, it is defined as powered device in the POE Power Supply System , primarily including IP
camera, wirelessAP, network VolP phone, and other IRbased terminal equipment.

The whole process of PoE:

Detection: At beginning, PSE device output a very small voltage, to detect and judge if its linked
PD is IEEE802.3af / IEEEB02.3at compliant device. Only if detected that PD is a standard
compliant device, then it will go to next step.

PD Classification: After detected PDs, PSE will classify them and recognize what is the power
that PD required.

Power up: When above 2 steps finished, PSE start feedingrequired power for PD, with
44~57VDC output voltage.

Power supply: PSE provides stable 44~57V DC to PDs, and auto feeding power as requirement
of PDs.Maximum power of single PoE port for IEEE 802.3af devices: 15.4W; Maximum power of
single PoE port for IEEE 802.3at devices: 25.5W.

Disconnection: If PD is disconnected or user disable PoE from management software, PSE will
quickly(300- 400ms) stop powering PD.

In any moment of PSE powering PD process, PSE will stop working and then restart from stepl
if abnormal situation happens, such as PD Short circuit, power consumption is higher than
feeding power, and so on.

2-18. PoE config
You can per pPoEobnfogdoathen and the detail
effect i mmediately.
Web Interface

User

To conf iRjougne tthhee web i nterface:
1. Click uCanRod@nBoE Config

2. ModiPfoygar amet er s

3. ClickBattlme save the setting.

4

I f you wacnetl ttohecasetting then you need to
previously saved values.
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System Configuration

Power Supply 850 w
Capacitor Detection Enabled v
Port Configuration
Port PoE Mode Priority LLDP PD-Alive Maximum Power(W)
f
2
I
0
a
8 -
=3

Figure 2-18.1: The PoE Config
Parametesrcri ption:

s Power Swupply

-
—

Thmax PoOoOE output fo he sw&Ecpbweldltsdpplends on t
Capacitor :Detection

T detect the PD devices

o

PoE Mode
To define the PoE mode, disable the Ponkodeusncti on
s Priority
Define the priority of the PoE port. Priority from low to high is Low, High, Critical .
LLDP
Enable or disable the LLDP function for the port
PDAIl i:ve

ThepocwourhmanittioRX rastf atca e BOEBES$ a,i fiddet etctt smedt r af f i c
receabedini nuwhkisH@Et ait @t hewi wetrhd stehfeOBut put

Maxi mum Power (W)

The max PoE output for the port. For AT mode max

Buttons

s Save
Click to save changes.
s Reset
Click to undo any changes made | ocally and rever
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2-18. PoE Schedul e

I n t hicsoupadgeconfi gure the POE schedule function.

Web I nterface

Before configure the POE schedule funcbiromctpldags e
ti me.

To conf iRoug eScthheeduli @ t lhecwiedni nterf ace:
1. dick ConfPioguraatdi Pm,E Schedul e
2. Select the parameters

3. Click save

PoE Scheduling Configuration
Tips: You will need get the day of time updated(by SNTP) before PoE scheduling work as expectation

Monday Tuesday Wednesday Thursday Friday Saturday Sunday
Port  Start End Start End Start End Start End Start End Start End Start End
[<= ~] [== ~ [= v [= v [= v [= ~] [== ~ [= v [= v [= v] [+ ~] [= ~] == v [= v

1 disabled v disabled v disabled v disabled v disabled v disabled v disabled v disabled v disabled v disabled v disabled v disabled v disabled v disabled v

|disabled v | |[disabled v |

2 [disabled v| [disabled ~| [disabled v | ([disabledv| [disabledv| [disabledv| [disabled~| ([disabledv| [disabledv| [disabledv| [disabled~]| [disabled v

3 [disabled v | [disabled v | [disabled v| ([disabled v| [disabledv| [disabledv| [disabled~| [disabledv | |[disabledv| [disabledv| [disabledv| [disabledv| [disabledv| [disabled v |

46 disabled v disabled v disabled v disabled v disabled v disabled v disabled v disabled v disabled v disabled v disabled v disabled v disabled v disabled v

47  [disabled v| [disabled v| |[disabledv| |[disabledv| [disabledv| [disabled~| ([disabledv| [disabled~| [disabledv| ([disabledv| [disabled~| [disabledv| [disabled v| [disabled v |

48 disabled v disabled v disabled v disabled v disabled v disabled v disabled v disabled v disabled v disabled v disabled v disabled v disabled v disabled v

Figure 2-18.2: The PoE Schedule Configuration

Parameter description:
St arr t
To sel gdtmet & turning on the PoOE port
End
To select the time of turning off the POE port
Buttons
Save
Click to save changes.
Reset

Click to undo any changes made | ocally and rever
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2-199MAC Tabl e

We b

User

Switching of frames is based upon the DMAC addres:
up a table that maps MAC addresses to switch port
go to (based upon the DMAC addr ebsost hi rs ttahte cf raande )d.y
entries. The static entries are configured by the
to do a fixed mapping between the DMAC address an
The frames also contain a MAC address (SMAC addre
equi pment sending the frame. The SMAC address is
the MAC table with these dynamic MACf radmdrtelses eMAC D)
table if no frame with the corresponding SMAC adc¢
age ti me

Il nter face

To configure MAC Address Table in the web interf a
Aging Configuration

1. ClickucanahidgMAC Tabl e.
2. Specify the Disable Automatic Aging and Aging T
3. ClickBattlhe save the setting.

4, | f youo waarnc el the setting then you need to cli
previously saved values.

MAC Tabl e Learning

1. Cl icoknfi garchtMA® Tabl e.

2. Specify the Port Members (Aut o, Di sabl e, Secur e’
3. ClicBattlme save the setting.

4. | f wawmt to cancel the setting then you need to
previously saved values.

Static MAC Tabl e Configuration

1. Cl iconf i guMACt iTarbl e and Add new Static entry.

2. Specify the VLAN I P and Mac address, Port Membe
3. ClickBattlhe save the setting.

4. I f wawmt to cancel the setting then you need to
previously saved values.
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Aging Time

Static MAC Table Configuration

Delete  VLANID

Parameter

Ag

Auto @ e @

Seecre O O O

Aging Configuration

Disable Automatic Aging

MAC Table Learning

Port Members

1.2 3 4 5 6 7 8 9 10N

Dissble O O O C

VLAN Learning Configuration

Leaming-disabled VLANs

Port Members
Delete VLAN MAC 1 2 3 4
D Address
Add New Static Entry

MAC Address

i ng
By
i s
Con

sec

The

Di s

MAC Address Table Configuration

Static MAC Table Configuration

[m}

BT Jesconss

12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 4T 48 49 50 5

56 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48 49 50 51

Port Members

12 3 4 5 6 7 8 9 10 M 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 37 33 39 40 41 42 43 44 45

Confi

def aul

oooooooooo0oo0oob0bo0oo0O0O0O0OO0OO0DO0OO0O0O0OO0DO0OD0ODO0DDODDODOCDODDODOODDOODODODODODODODODDODO

Figure 2-19: The MAC Address Table Configuration

description:

gurati on

t, dynamic entries are removed from t

also called aging.

figure

onds.

aging time by entering a vk ~_'here

all owed range is 10 to 1000000 seconds.

abl e t

he automatic agi ngp,Di dgbbhmi aueomat es

MAC Tabl e Learning

the | earning mode for a given port is greye

t cannot be changed by the usBears.edAn

he

in

b

d
e X i

hentication under 802.1X. Each opwdrmtg cer td mm glse

| f
so that i
Aut
R Aut o
Learning
s Di sabl e
No | earni
s Secur e
Only stat

User

®

is done automatically as soon as a fr

ng i s done.

ic MAC entries are | earned, al | ot her

NOTE Make sure that the link used for managing the switch is
added to the Static Mac Table before changing to secure learning
mode, otherwise the management link is lost and can only be restored
by using another non-secure port or by connecting to the switch via
the serial interface.
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Static MAC Tabl e Configuration

The static entries in the MAC table are shown in

64 entries. The maxi mum of 64 entries is for the

The MAC s @mbtledifsirst by VLAN I D and then by MAC
VLAN | D

The VLAN I D of the entry.
MAC Addr ess

The MAC address of the entry.
Port Members

Checkmar ks indicate which ports are members of t
modify the entry.

Buttons
R Adding a New Static Entry

Click Add New Static Entry to add a new entry to

MAC address, and port members for the new entry.
s Save

Click to save changes.
s Reset

Click to undo any changes made |l ocally and rever
s Del et e

Check to delete the entry. It wi I | be del eted du
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2-2 WLANS

To assign a specific VLAN for management purpose.
establish an I P connection to the switch from a w
This connection supports a VSM, SNMP, and Telnet
management VLAN is VLAN 1, but you can designate
using the Management VLAN window. Only one manage

When you specify a new management VLAN, your HTTP
VLAN is |l ost. For this reason, you should have a
station and a port in the new management VLAN or
t hrgohu a -YAu ANi rout e

2-20Configuration

This pagecahtowt ANoagfi guration on the switch.
The page is divided i ntmporat gd ormfail gsreaxttiiom wedt iaomp.

Web I nterface

Toconfigure VLAN membership configuration in the w
1. Click ConVLgMmat iComfiguration

Modi fy Global VLAN Configuration parameter.

Scr olModtehe Port VLANoaedaBPd WiLtAMNeX®orfti gur a.ti on pa
ClickBattlhe save the setting.

a c 0N

I f you owamtnc el the setting then you need to cli
previously saved values.

Global VLAN Configuration

Allowed Access VLANs ‘ 1 ‘

Ethertype for Custom S-ports ‘ 88A8 ‘

Port VLAN Configuration

Port Ingress Ingress Egress Allowed Forbidden

1 Access v

2 Access ¥

3 Access ¥

49 Access v

50 Access v

51 Access v

Port Mode VLAN Port Type Filtering Acceptance Tagging VLANs VLANs

=~ 1 = v = ] = v [+ | ‘ |
C-Port v Tagged and Untagged v Untag Al . : ]
GC-Port v Tagged and Untagged v Untag Al v 1 \:l
C-Port v Tagged and Untagged v Untag Al v 1 \:I
C-port v Tagged and Uniagged v Untag Al - 1 ]
C-Port v Tagged and Untag Al v 1 :
C-Port v Tag Untag Al v 1 :
CRot v Tagged and Untagged v Untag A v n ]

52

| Save H Reset ‘

Par a

Gl

User

Figure 2-20.1: The VLAN Configuration

meter description:

obal VLAN Configuration
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Al | owed VALCACNeSS s:

This field shows the allowed Access VLANs, i.e.
Ports in other modes are members of all VLANs s
default, only VLAN 1 is enabled. iMotresyVhtAdNs whae:r
the individual el ements are separated by c¢comma
separating the | ower and upper bound.

The following example wild.l create VL1LAaAN230Q, 3Qd®.,
Spaces are allowed in between the delimiters.

Ethertype fe@rorG@Guwst:om S

This field specifies the ethertype/ TPI@Dor(tssp.eci fi
The setting is in force for-Calslt-Bprotts whose Port

Port VLAN Configuration

s Port
This is the |l ogical port number of this row.

s Mo d e
The port mode (defaul't is Access) determines t|
guestion. A port can be in one of three modes as
Whenever a particular mode is selected, the rema
out oe mhdngeable depending on the mode in quest
Grayed out fields show the value that the port w
Access:

Access ports are normas$tit gt uesed. tDynamhectebabuead
may add the port to more VLANs behind the scen
characteristics:

AMember of exactly one VLAN, the Port VLAN (a.Kk.
Aaccepts unt agged gfgreadmd s aamed , C

Adi scards all frames that are not classified to
Aon egress all frames are transmitted untagged.
Trunk:

Trunk ports can carry traffic on multiple VLANS
connect tiot ohder Brwunk ports have the following
ABy default, a trunk port is member of all exi st
Al l owed, VLANS

Aunl ¥64N Truskengbled on the port, frames cl assi
not a member of will be discarded,

Aby default, al |l frames but frames <classified t
tagged on egress. Frames cl| asstidgogad ton teiger Pt
Aegress tagging can be changed to tag all frame
accepted on ingress,

AVLAN trunking may be enabl ed.

Hybri d:

Hybrid ports resemble trunk ports in many ways,
features. I n addition to the characteristics des
abileist

ACan be configured to -bGagVhwiagaagBamnmeastaoae S
awar e,

Aingress filtering can be controll ed,

Ai ngress acceptance of frames and configuration
i ndependentl!l y.

Port VLAN

5
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Determines the port's VLAN I D (a.k.a. PVID). AII
default being 1.

On ingress, frames get classified to the Port VL
the frame is untagged, orn VtLhAeN paoanratr,e nkewsts ti lse efnrad
tagged (VLAN I D = 0).

On egress, frames classified to EfeesPonr TagvoliAnNg
configuration is set to untag Port VLAN.

The Port VLAN is called an "Access VLAN" for po
ports in Trunk or Hybrid mode.

Port Type

User

Ports in hybrid mode allow for changing the port
is used to classify the frame on ingress to a p:
on. Li kewi se, on egress, the Poirft &aypag dies er eng nie
Unawar e:

On ingress, al |l frames, whet her carrying a VLAN

and possible tags are not removed on egress.
CPort:
On ingress, frames with a VLAN tag wiAtNh I DPI D =

embedded in the tag. I f a frame is untagged or j
the Port VLAN. I f frames must be tagtgegd. on egres
SPort:

On ingress, frames with a VLAN tag with TPID = 0
I D embedded in the tag. I f a frame is untagged
to the Port VLAN. | f frames mustdbwitdmegedSon eg
SCust-Bor t :

On ingress, framegs wiitthh aa TWLADN =t Ox &1 6er toypequ
configured-Sf prgrea@tusssdloanssi fied to the VLAN | D embe
is untagged or priority tagged, the frame gets ¢

tagged on egress, they wiidtlaghe tagged with the ¢

l ngress Filtering

Hybrid ports allow for changing ingress filterin
filtering enabl ed.

I f ingress filtering is enabled (checkbox is che
is not a member of get discarded.

I f i niglrteesrsi ffg i s di sabl ed, frames classified to
are accepted and forwarded to the switch engine
frames classified to VLANs that it is not a memb

l ngress Acceptance

Hybrid ports allow for changing the type of fran
Tagged and untagged

both tagged and untagged frames are accepted.
Tagged Only

Only tagged frames are accepted on ingress. Unt a
Unt agged Only
Only untagged frames are accepted on ingress. Ta

Egress Tagging

Ports in Trunk and Hybrid mode may control the 't
Untag Port VLAN

Frames classified to thwentPogdge dV.L AOlt haerre ftrraamessmi & rt
with the relevant tag.

Tag Al
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Al | frames, whet her c¢classified to the Port VLAN

Untag Al
All frames, whether classified to the Port VLAN
This option is only available for ports in Hybri

Al l owed VLANS

Ports in Trunk and Hybrid mode may <control whi ¢
members of. Access ports can only be member of o
The field's syntax is i dEnitgtcianfgit&ll dh.d£B y ydhe faaxu luts,
may become member of all possi b4®95%.LANs, and is
The field may be left empty, which means that t

existing VLANs, but VLANI Tr imskiwioghlf i ggwer eadb | feort o ¢
unknown VLANSs.

Forbidden VLANS

B

A port may be configured to never be member of
useful when dynamic VLAN protocol s i ke MVRP a
dynamically adding ports to VLANSs.

The trick is to mark such iwviL ANise sa § ofnar blihced esry nd ra >
to the synt&xisvssedipi ¥YILANs

By default, the field is Il eft blank, whi ch mean
possible VLANSs.

Buttons

s Save
Click to save changes.
s Reset
Click to undo any changes made |l ocally and rever
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2-2@2SVL

This page all oB¥tbafiganatobhing the switch.

In SVL, one or more VLANs map to atd®inletemappDn@FKf D)n
VLAN to FI D, in whichlod&dhsiedgde Bwi twiht ac$S¥L amulani pl
the same MAC address table entries.

Web Interface

To configure VLAN membership configuration in the
1.Click ConVLgMmBat .iSon

2Click Add FID to add a new entry

3.Specify the SVL parameters

4.Cl i cBattlme save the setting.

51 f you owamtnc el the setting then you need to cli
previously saved values.

Shared VLAN Learning Configuration

Delete FID VLANs

[AddFiD |

‘ Save H Reset ‘

Shared VLAN Learning Configuration

Delete FID VLANs
‘ Delete ‘ ‘

[ AddFID |

‘ Save H Reset ‘

Figure 2-20.2: The SVL Configuration

Parameter description:

s FI1 D
The Filter I D (FID) is the I D that VLANs get | ea
No two rows in the table can have the same FI D :
and095.

R VLANS
Li sVLANs mapped into FID.
The syntax is as foll ows: I ndi vidual VLANs are
with a dash separating the | ower and upper bound
The following example wil./l map VLULAMNMSE,12,0013,0011,
Spaces are allowed in between theltdse095i ters. Th
The same VLAN can only be a member of one FID. A
is grouped into two or more FI Ds.
Al VLANs must map to a paANixumaps Ftil®d, FlaDdx byTh
that if FID x is defined, then VLAN x is implici
another FI D. I f FID x doesn't exist, a confirmat

to continue addinlgy VLANFKXDiIixmpl i c
Buttons

Del ect

5
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A previously allocated FID can be deleted by the
Add FI D
Add a new row to the SVLEithbHewi Thet REDfWrbt bau

Save
Click to save changes.
Reset
Click Baoyucttanges made | ocally and revert to pre

185
User MHGSHMBT2/ NGPVMNGSM4A 8 Trd XLA. No.v 23



2-2VWLAN Transl ati on

221 Port to Group Configurat:i
This page allows you to
This will enable all
Web Interface

To conpogurto

Click
Evofgreoup configuration
ClickBattlme save the setting.

I f you cwaannctelt ot he
previously

setting
saved values.

Auto-refresh (] | Refresh |

VLAN Translation Port Configuration

Port

1
2
3
4

49
50
51

52

Group Configuration

Default Group ID

(
= (o] N =] [+
< < < < <

N
&
<

C
ol [a
Q18
I I

(
o
)
<

‘ Save || Reset ‘

Parameter

User

Figure 2-21.1: The Port to Group Configuration

description:

Port

The Port column shows th

Transl ation Mapping Grou
Def awl t

To set the switch port t

and pSaevses.

Group: I D

The VLAN Transl ati on

on

configure
VLAN Transl ati on

then you

e
P .

o

need to

l'ist of ports

use the def aul
ar e

mappings

gr oupi ncotnhfei gwerba tiinotner f ac e:

ConVLANr atamwBant omocCoGrfawgpur ati on

organi zed

switchGrPoup.s
mappings

to
of

clic

for

t VI

0

C

I D. This way a port is configured to use a
easily by simply configuring itpotsezibde a gi
groups in a switch is equal to the number
be configured to use any of the groups, but
ports can be configured to use the same gr ol
vhue frat. 1 to
NotRy default, each port is set to use the
186
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number. For exampl e, port #1 is by default

Buttons

Aut-Ref resh

Check this box to refresh the page adisteocnoantdisc.al | vy
Ref r:iesh

Click to refresh the page i mmedi ately.
Save

Click to save changes.
Reset

Click to undo any changes made |l ocally and rever
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2-22? VLTAMNnsl|l ation Mappings

This page displays current VLAN Translation mappir
configured here.

Web Interface

To conVYLANreransl! atiinon hnea pyeibngsnt er f ace:
1.Click ConVLANrranslmamdLAN Transl ati on Mappings
2.Cli@kto add a mapping tabl e

3.Specify the Group I D DIR, VID and TVID
4.Cl i cBautme save the setting.

Auto-refresh 0| Refresh || Remove All |

VLAN Translation Mapping Table

Group ID Direction VID TVID

@

Mapping Configuration

Mapping Parameters

Group 1D L ]

DIR

vie (O

™o (R

[save] [Rese ] [Gancel

Figure 2-21.2: The VLAN Translation Mappings Configuration
Parameter description:
Group 1| D

Th¥LAN Transl ation mappings are organized i
I D. This way a port is configured to use a
easily by simply configuring it to use a gi"
groups ineguawi tohtihe number of ports prese
be configured to use any of the groups, but

ports can be configured to use the same gr ol
val ueltfd 8 m

NotRy déeftg each port is set to use the grouj
number. For exampl e, port #1 is by default

Direc:iti on

Il ndicates the direction of the VLAN Transl ai

direction can be '"Ingress', where the trans|
frames entering the switch port, 'Egress',6
VLAN fDawmfes exiting the switch port, or 'Bo
pl ace on both of the above directions.

VI D

I ndicates the VLAN I D of the mapping (i.e.
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froamaeé095.
TVI:D

I ndicates the transl ated VLAN I D to which a
to. A valid transflradinedd O ¥R AN I D ranges

Buttons

Cancel

Return to the previous page; any changes made | o
Save

Click to save changes.
Reset

Click to undo any changes made | ocally and rever
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2-2Private VLANS

2-221 Membership

The Private VLAN membership configurations for the
Private VLANs can be added or deleted here. Port nm
or removed here.

Private VLANs are based on the source port mask, a
means that VLAN I Ds and Private VLAN I Ds can be id

A port must be a member of both a VLAN and a Priva
defaul t, al | ports are VLAN unaware and members of

A VLAN unaware port can only be a member of one VI
Private VLANSs.

Web Interface

To conPiiguate VLANCMembgusaipon in the web interf:
1.Click Configuration, Private VLAN and Membership
2Evoke Private VLAN Membership Configuration.
3.Cli cbBattlhe save the setting.

4.1 f you onaamcelt ot he setting then you need to clicl
previously saved values.

Auto-refresh (1 Refresh

Private VLAN Membership Configuration
Port Members
Delete  PVLANID 1 2 3 4 5 6 T B 8 10 1 12 13 14 15 16 17 1 10 A 21 2 23 24 25 2 2 % 2 30 I 32 33 3 35 36 7 38 % 40 41 42 43 44 45 46 A7 48 49 50 51 52

HEEEEOGOSDESB B EE OGS E S O 000G 0006 06000000 GOESSS B8 0G50 6560 060 800 868 88

Figure 2-22.1: The Private VLAN Membership Configuration
Parameter description:
Private VLAN I D
I ndicates the I D of this particular private

Port Me mber s

A row of check boxes for praichaper VLAN HDspTc

include a port in a Private VLAN, <check the
from the Private VLAN, make sure the box is
me mber s, and all boxes are unchecked.

Buttons

N Save
Click to save changes.
N Reset
Click to undo any changes made | ocally and rever
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Autroef r esh

Check this box to refresh the page alisteocmoandsc.al |y
Refresh

Click to refresh the page i mmediately.
Del et e

Tadelete a private VLAN entry, check this box. Tt
save.

Adding a New Private VLAN

Click Add New Private VLAN to add a new pri
to the tabl e, and the private VLAN can be c

range for a private VLAN I D is the same as
values out sei daer et miot raaxcmcgept ed, and a warning
"OK" to discard the incorrect entry, or cl i

make a correction.
The Private VLAN is enabled when you click
The Delete button can be used to undo the a
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2-222 Port | sol ati on

The Private VLAN membership confi gur antoidoinfsi efdorh etrhee.
Private VLANs can be added or del eted here. Port I
or removed here.

Private VLANs are based on the source port mask, a
means that VLAN I Ds and Private VLAN I Ds can be id

A port must be a member of both a VLAN and a Priva
default, all ports are VLAN unaware and members of

A VLAN unaware port can only be ba memererxbeaf odnanuVl
Private VLANSs.

Web Interface

To conPomgurleLohdtiigamati on in the web interface:

1. Click Configuration, Private VLAN and Port | sol
2. Evoke Port I solation Configuration.

3. ClickBaitlme save the setting.
4

| fouy want to cancel the setting then you need t
previously saved values.

Auto-refresh ([ Refresn

Port Isolation Configuration
Port Number

Figure 2-22.2: The Port Isolation Configuration

Parameter description:

Port Me mber s

A check box is provided for each port of a priv
enabl ed on that port. When unchecked, port iso
port isolation is disabled on all ports.

Buttons
Save

Click dhasgaee.
Reset

Click to undo any changes made | ocally and rever
Autroefr esh

Check this box to refresh the page alsteocroandsc.al |y
Refresh

Click to refresh the page i mmedi atel y.
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2-23VCL

2-231 MACsed VLAN

The MAPAGed VLAN entries can be configured here. This
based VLAN entries and assigning the entries to diffe

Web Interface

To conf i gouarsee dIMA/MA AN Member ship Configuration in th
1. Click Configur atbiassme,d WLANancd nMAQur ati on.

2. Specify the MAC address and VLAN I D.

3. ClickBattlhe save the setting.
4

I f you cwaannctelt ot he setting then you need to clic
previously saved values.

MAC-based VLAN Membership Configuration
Auto-refresh ([ Refresh
Port Members

Delele  MAC Address MANID 1 2 3 4 5 6 7 & 9 10 $1 12 13 14 15 16 17 18 19 20 21 2 23 24 25 2 ¥ W P W N 1 I3 M I5 I I 3B 39 40 4 42 43 44 45 46 4T 48 40 N N R

Dot | [00.00-0000-00.00

Figure 2-23.1: The MAC-based VLAN Membership Configuration

Parameter description:
s MAC Addr ess
I ndicates thef MABeadthdpessag
VLAN | D
I ndicaVeANt hD the above MAC will be mapped to.

Port Me mber s

A row of check boxes for e aebhaspeodr tV L AN de nstprlya.y eTdo
a port ibmsae dMA/C AN, check the box. To remove or ¢
based VLAN, make sure the box is wunchedkaldl By
boxes are unchecked.

Buttons

s Save
Click to save changes.
s Reset
Click to undo any changes made | ocally and rever
Del et e

To del et-leasae MAXLCLAN entry, check this box and pre
on the selected switch in the stack.

s Addi ng a Neaws &ACYL AN
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Click Add New Entrypasedad®Wd Al prawr MACAN empty r o
tabl e, andbhasked MAGBGN entry can be configured as
address can be conbagededLANrenthey MABo broadcast
addsrsees are all owed. Legal values for a VLAN I D

The MAGed VLAN entry is enabl ed whbeans eydo uw LAINi c k
without any port members wil/ be deleted when yo

The Delete button can be used-basednd&d AtNse ddheiti
Autroefresh

Check this box to refresh the page alisteocmandsc.al |y
Refresh

Refreshes the displayed table starting from the

Updates the table starting from the first entry
VLAN | D.

> >

Updates the table, starting with the entry after
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2-23 Prot-baslkd VLAN

This section describe Protocol-based VLAN, The Switch support Protocol include Ethernet LLC
SNAP Protocol,

LLC

The Logical Link Control (LLC) data communication protocol layer is the upper sulzlayer of the
Data Link Layer(which is itself layer 2, just above the Physical Layey in the seven-layer OSI
reference model. It provides multiplexing mechanisms that make it possible for several network
protocols (IP, IPX Decent and Appletalk) to coexist within a multipoint network and to be
transported over the same network media, and can also provide flow control and automatic
repeat request (ARQ) error management mechanisms.

SNAP

The Subnetwork Access Protocol(SNAP) is a mechanism for multiplexing, on networks using
IEEE 802.2 LLC, more protocols than can be distinguished by the-&it 802.2 Service Access Point
(SAP) fields. SNAP supports identifying protocols by Ethernet type field values; it also supports
vendor-private protocol identifier spaces. It is used with IEEE 802.3, IEEE 802.4, IEEE 802.5, IEEE
802.11 and other IEEE 802 hysical network layers, as well as with norlEEE 802 physical network
layers such as FDDI that use 802.2 LLC.

2-232.1 Protocol to Group

This page allows you to add new pr &Grtoap)s mappGngu
entries as well as allow you to see and del ete a
switch wunit switch.

Web Interface

To conPiguoeol to GroogopnMapgpragi dablie the web int
1. Cl iConf i gur agRii otnbpad/k&€ VLAN configuration and Pro
Specify the Protocloablteoo Group Mapping

ClickBavtbesave the setting.

P WD

I f wawmt to cancel the setting then you need to
previously saved values.

Aurto refresh (| Refresn

Protocol to Group Mapping Table
Deleta Frame Type Value Group Name

Group entry found!

[Aad vewEnmy

[Save | [Reset

Auto-refresh | Refresh

Pratocol to Group Mapping Table

Detete Frame Type value Group Name
Delete [Ehemst ~ Etype: {0800

Figure 2-23.2.1: The Protocol to Group Mapping Table
Parameter description:
N Frame Type
Frame Type can have one of the following values:

1. Et hernet
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2. LLC
3. SNAP

@ NoTE On changing the Frame type field, valid value of the following
text field will vary depending on the new frame type you selected .

Val ue

Valid value that can be entered in this text field depends on the option selected from the
preceding Frame Type selectionmenu.
Below are the criteria for the three different Frame Types:

Ethernet: Value in the text field when Ethernet is selected as a Frame Type is called etype.
Valid values for etype range between 0x0600 and Oxffff

LLC:Valid value in this case iscomprised of two different sub -values.
a. DSAP:1-byte long string (0x00-0xff)
b. SSAP1-byte long string (0x00-0xff)

SNAP: Valid value in this case is also comprised of two different sub-values.

a. OUl: OUI (Organizationally Unique Identifier) is a parameter in the format of xx-xx-xx
where each pair (xx) in the string is a hexadecimal value ranging between 0x00 and Oxff.

b. PID:PID (Protocol ID). If OUI is hexadecimal 000000, then the protocol ID is the Ethernet
type (EtherType) field value for the protocol running on top of SNAP; if OUl is an OUI for a
particular organization, the protocol ID is a value assigned by that organization to the
protocol running on top of SNAP.

In other words, if the value of OUI field is 00-00-00 then the value of PID will be etype
(0Ox0600-0xffff) and if the value of OUI is other than 00-00-00 then valid values of PID will
be any value between 0x0000 and Oxffff.

Group Name

5

A valid Group Naomkrali sactaennli qug d®6ring for every
combination of @fpAhabetis®ff@agers (0

@ NoTE Special character and underscore (_) are not allowed.

Buttons

s Save

Click to save changes.
s Reset

Click to undo any changes made | ocally and rever
s Del et e

To del ete a Protocol to Group Name map entry, <ch

the switch during the next Save.
s Adding a New Group to VLAN mapping entry

Click to add a new entry in mapping table. An en
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Value and the Group Name can be configured as ne

The button can be used to undo the addition of n

Autroef r esh

Check this box to refresh the page alisteocmandsc.al |y
Refresh

Refreshes the displayed table starting from the
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2-23 2.

2 Group to VLAN

This page allows you to map already configured Gr
Web Interface
To conGigupeName to VLAIND malpeiwegb Tiabi er f ace:
1. Cl iConf i gur aPrnotnbad/kd VLANMupndo VLAN.
2. Specify the Group Naméltto VLAN Mapping
3. Click the Apply to save the setting
4, I f you want to cancel the setting then you need
prvei ously saved values.
Group Name to VLAN mapping Table
Group Name to VLAN mapping Table
Figure 2-23.2.2: The Group Name to VLAN mapping Table
Parameter description:
s Group Name
A valid Group Name is a string, at the most 16 ¢
combination of @fpAameétege) awidoth no speci al char a
You may either use a Group that already includes
Group mappings), or create a Group to VLAN I D ma
moment you add oneiosither ehptoGooaolps Further more
VLAN I D mapping is not wunique, as |l ong as the po
exclusive (e. g. Groupl can be mapped to VID 1 on
. VLAN I D
I ndicates the I D to which Group Name wi | be map
4095.
s Port Members
A row of check boxes for each port is displayed
To include a port in a mapping, check the box.
mappi ng, make sure the box is uncheckelloxeBy def a
are unchecked.
Buttons
N Save
Click to save changes.
N Reset
Click to undo any changes made | ocally and rever
s Del et e
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To delete a Group Name to VLAN map entry, check
switch during the next save

Adding a New Group to VLAN mapping entry

Click Add New Entry to add a new entry in mappi
tabl e, the Group Name, VLAN I D and port member s
values for a VLAN I D are 1 through 4095.

The Delete button can be used to undo the addit

Group to VLAN mappings are |l imited to 64.
s Aut-roef r esh
Check this box to refresh the page aldisteocnoantdsc.al |y
Refresh

Refreshes the displayed table starting from the
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2-233 | P -lSausbence tVL AN

The | P -bsassberdetVLAN entries can be configured here
updating and deblaesteidn gv LI APN seunbtnreites and assigning th
This page shows only static entries.

Web Interface

To conff Pg8ubdeanseead VLAN Member sihnpt i Cenwelguir at e ohace:
1. Cl iCoknf i guration, -YaG€eand&LIAN. Subnet

Click Add New Entry.

Specify t hkekradd&d SUbAMtMember ship Configuration.
ClickBattlhe save the setting.

o > 0N

I f you want to cancel the setting then you need
prvei ously saved values.

IP Subnet-based VLAN Membership Configuration

Port Members

Delefe IPAddress Masklength VLANID 1 2 3 4 5 6 7 8 9 40 41 12 13 44 15 16 17 18 19 20 21 22 23 24 25 26 27 28 20 30 M 32 33 M 35 36 37 3B 30 40 41 42 43 44 45 46 4T 40 49 N M 52

Auto-refresh | Rafrash

IP Subnet-based VLAN Membership Configuration

Deiste

Delete

Port Mambars

1P Addrass Mask  VLANID 1 2 3 4 5 6 T B 9 10 1 12 13 14 15 16 17 16 19 20 A @ N 4 25 26 A B X N M 32 3D M 35 36 I M 0 40 41 42 43 44 45 46 4T 48 49 0 51 82
ength

0,000 24

Pa

B

Us

Figure 2-23.3: IP Subnet-based VLAN Membership Configuration

rameter description:
| P Address

I ndicates the | P address.
Mask Length

I ndicates the network mask |l ength.
VLAN I D

I ndicates the VLAN I D. VLAN I D can be changed fo
Port Members

A row of check boxes for each -pastdi Y¥LANsphayegd
include a portbasnedanVLAN,s ucbhneecck t Brcbode Ther pmc
from t he -Ha&s esdu bileAN, make sure the box is unchec
me mber s, and all boxes are unchecked.

Buttons

Save
Click to save changes.
Reset
Click to undo any changepr enaideeu d loyc ad d we ch nda Ir leevs.r
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5

B

B

B

User

Del et e

To del ete dmsleR svubArNetent r vy, check this box and
del eted on the selected switch in the stack.

Adding a Newbd®ed ubhiAN

Click 0Add New EntryébasoedadwlL AAN neenst rlyP. sAurb neemipt y

to the table, -lnmagded héLAR emtbometcan be configured
address/ mask can be corbfaisgeudr evd AfNo re ntthrey .1 F esguabl n evt:
VLAN I D are 1 through 4095.

The | P-bsaussberdetVLAN entry i s enabled on the select
click on "Save". The o0Deleted6 button can be used
based VLANs. The maxi thwamemo VLiANl e nltR i b maete | i mi

Autroefr esh

Check this box to refresh the page alisteocmroantdsc.al |y

Refr esh

Refreshes the displayed table starting from the
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2-2401 CE VLAN

2-241 Configurat

Voice VLAN is VLAN configured specially for wvoice
devices attached to voiceeNVatAdNd wenftiagumpetrif omnmn mf Qo
ensuring the transmission priority of wvoice traff

on

The Voice VLAN feature enables voice traffic for w;

classify and schedule network traffic. I't-is reco

one for voice, one for data. BesMiarceh,c anhreecltPi npgh otnhe

configure the voice VLAN ID correctly. It shoul d
Web Interface

To conVYoigue aViL ANMe web interface:

1. Cl iCoknf i guration, Voice VLAN and Configuration.
2. Select O0OEnabledé in the Voice VLAN Configuratio
3. Specify VLAN I D, Aging Time and Traffic Class.
4. Specify the Port Configuration.

5, ClicBaitlme save the setting.

6. I f you want to cancel the setting then you need
prvei ously saved values.

Voice VLAN Configuration

Mode

VLAN ID

Aging Time

Traffic Class

Port Configuration

Port

[Disabes v

floo ]

seconds

7 (High) v
Mode Security Discovery Protocol
B = [Ea—
oul v
[Disabiea v [Disabied v [ —
[Disabiea v [Disabied v oul v

Figure 2-24.1: The Voice VLAN Configuration

Parameter description:

Mo d e

5

User

I ndi cates the Voice VLAN mode operation. We must
Voi ce VLAN. I't can avoid the conflict of ingress

EnablEemhtbl e Voice VLAN mode operation.
Di sabDiesdabl e Voice VLAN mode operation.
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VLAN | D

I ndi cates the Voice VLAN | D. I't should be a wunig
each port PVID. It is a conflict in configuratio
PVI D etc. The all owed range is 1 to 4095.

Aging Ti me

I ndicates the Voice VLAN secure |l earning aging t
seconds. It is used when security mode or auto d
be based on hardware aging ti me. Tbheet weecetnu atlh ea g
[age_time; 2 * age_time] interval

Tr afCfl iacs s
I ndicates the Voice VLAN traffic class. All traf
Port Mode
I ndicates the Voice VLAN port mode. Possible por
Di sabDiesdj:oin from Voice VLAN.

Aut Enabl e auto detect mo d e . It detects whether
specific port and configures the Voice VLAN memb

Forckalrce join to Voice VLAN.

This field wildl be erall oehl yAnd $SHA® $ERtport i mod
if this field be set to the mode other than Disa

Port Security

I ndicates the Voice VLAN port security -mode. W
tel ephonic MAC addresses in the Voice VLAN wil/l
modes ar e:

EnablEedhtbl e Voice VLAN security mode operation.
Di sabDiesdabl e Voice VLAN security mode operation.
Port Discovery Protocol

Il ndicates the Voice VLAN port discovery protocol
is enabled. We should enable LLDP feature before
or "Both". Changing the discover yutpa odeotceodt tpor d oOe
Possible discovery protocols are:

OUIDetect telephony device by OUI address.
LLDPetect telephony device by LLDP.
BotBot h OUI and LLDP.

Buttons

Save

Click to save changes.
Reset

Click to undo any changes made | ocally and rever
Del et e

To del eseabemtsleRl VLAN entry, check this box and
del eted on the selected switch in the stack.
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2-242 O0OUI

Configure VOICE VLAN OUI table on

this

page.

the OUI tabhaetwi deteestantof OUI process.

Web | nterface

To conVYéoigue eVLANI OUt hgdalwled i nterface:

1. Cl iCoknf i guration, Voice VLAN and

Click Add New Entry.
Specify the Voice VLAN OUI Tabl
ClickBattlhe save the setting.

o > 0N

I f you cwaannctelt ot he setting then
prvei ously saved values.

Voice VLAN OUI Table
Delete Telephony OUI Description
00-01-e3 Siemens AG phones
00-03-6b Cisco phones

00-0f-e2 H3C phones

00-d0-1e Pingtel phones

(m]

(m]

(m]

8] 00-60-b9 Philips and NEC AG phones
(u]

8] 00-60-75 Polycom phones

0

00-e0-bb 3Com phones

‘ Add New Entry ‘

‘ Save H Reset |

Figure 2-24.2: The Voice VLAN OUI Table

Parameter description:

Tel ephony OUI

A telephony OUI address is a globally
be 6 characters |l ong a&mdx "t h(ex iing ud

Description

oul

e .

you

need

uni

The

cl

gue
H eox anchda c ii ma " xd&

rever

The description of oul addr ess. Nor mal | vy, it
belongs to. The all owed string | ength is t o
Buttons
s Save
Click to save changes.
s Reset
Click to undo any changes made | ocally and
s Del et e
Check to delete the entry. It wi ll be del eted
s Add New entry
Click to add a new access management entry.
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2-2 50 S

2-19.

The switch support four QoS queues per port with
supports QoS Control Lists (QCL) for advance prog
802. 1p, Et hertype, VI D, | Pv4/ 1 Pve DSCP and UDP/ TC

High flexibility in the classification of incomir
|l ooks for information up to Layer 4, including IP
and user priority of tagged frnriasmme si.s Tihmpsl eQuoeSn tce da si
control list (QCL). The QoS class assigned to a fr
gueui ng, scheduling, and congestion control guar a
configured for that specific QoS cl ass.

The switch support advanced memory control me c han
al | QoSurmrdarssasy traffic scenario, including jumb
dedi cated memory and strict highest priority in t|
all ows traffic recognized as CPU trxifdn ct d ot hee CR
even when all the QoS class queues are congested.

1 Port Classification
The section allows you to configure the basic QoS
ports.
Web I nterface
To confi gulrregrPdoest Q&8 assi fication parameters in th

1. Click Configuration, QoS and Port Classificati ol
Scroll to select QoS Ingress Port parameters.

ClickBattlbe save the setting.

P owN

I f you want to cancel the setting then you need
prvei ously saved values.

QoS Port Classification

Ingress Egress

Port CoS DPL PCP DEI CoS D Tag Class. DSCP Based WRED Group Map Map
o

! Disabiod o ] ]
2 Disablod o ] ]
3 Disaled o ] ]
50 Disabled 0 ] [ ]
51 Disaied o . ]
52 Disabled (u} E \:l

‘ Save H Reset ‘

Figure 2-25.1: The QoS Ingress Port Classification

Parameter description:

Port

5

User

The port number for which the configuration belo
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CoS

Controls the defaul t class of service.

Al'l fr amesssdarfédaed to a CoS. There is a one to
priority. A CoS of O (zero) has the | owest prior

I f the port is VLAN aware and the frame is

tagge

is based on the PCP value in the tag as shown

default CoS.
The classified CoS can be overruled by a QCL

@ Note | f the defaul't CoS has been
actual default CoS is shocnwonnfiin
default CoS.

s DPL
Controls the default drop precedence | evel
All frames are classified to a drop precedence

I f the port is VLAN awar e, the frame is tagged

classified mappeDBDPErbmat hesPCP and DEI wvalue
is classified to the default DPL.

The classified DPL can be overruled by a QCL
PCP
Controls PkPatekrault

Al'l frames are classified to a PCP value.

I f the port is VLAN aware and the frame i s

value in the tag. Otherwise the frame is classif
. DEL

Controls OEealdedé aul t

Al'l frames are classified to a DEI wvalue.

I f the port is VLAN aware and the frame 1is

value in the tag. Otherwise the frame is classif

CoS:I D

Controls Cbé& vth®fuaeul t

Every incoming frame is classified to a CosS
of different parts of the frame.

Tag Cil ass

Shows the classification mode for tagged frames

Di sabUsea :d eCfoB8inIBtPE or t agged frames.
EnablUs®: mapped RERBDBfnosr otfagged fr ames.

Click on the mode in order to configure the

Not¥®ehis setting has no effect if the port is

unaware ports are always classified to the defau

DSCP Based

5
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http://192.168.2.1/help/glossary.htm#PCP
http://192.168.2.1/help/glossary.htm#DEI
http://192.168.2.1/help/glossary.htm#cosid
http://192.168.2.1/help/glossary.htm#cos
http://192.168.2.1/help/glossary.htm#dpl
http://192.168.2.1/help/glossary.htm#PCP
http://192.168.2.1/help/glossary.htm#DEI

Click to Enable DSCP Based QoS I ngress Port Cl as
WRED Gr:oup

Contr oWREBrh®up member ship.
Il ngress Map

Control sgrnéeeselMapti on through the Ma p | D. The
frodm@55. An empty field indicates no map selecti

Egr ess: Map

ControEgr ashss eMeaepti on t hrough t he Ma p | D. The
frddm®d1l11l. An empty field indicates no map selecti

Buttons

. Apply
Click to save changes.
Reset
Click to undo any changes made | ocally and rever
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2252 Port Policing

This section provides an overview of f QoS Ingre:
Policing is useful in constraining traffic fl ows
i s primarfiolry dwmgef ull ows and voice or video fl ows
mai ntains a steady rate of traffic

Web I nterface
To configure thdeoQoiSrelrtslye ewsb Ponter face:
1. Click Configuration, QoS and Port Policing

2. Evoke whihekedpdodot enabl e the QoS Ingress Port Po
condition.

3. Scrol | t o el eamdinhé .col umn Rat e

(7]

4, Cli cBattlme save the setting.

5. 1 f you want to cancel the setting then you need
prvei ously saved values.

QoS Ingress Port Policers

Port Enable Rate Unit Flow Control
= 500 O
52 0 500 o

‘ Save H Reset ‘

Figure 2-25.2: The QoS Ingress Port Policers
Parameter description:
Port

The port number for which the configuration belo

s Enabl ed
Controls whether the policer is enabled on this
Rat e

Controrlast @ hfetor the port policefl31ZB0D32vaheae I"'8ni
kbps,31128 when "Uni3107k wibers " UMl131 whketdh pSUniatn'd
kfps. The rate is internally roundedpopiterthe n

Uni:t
Controls the unit of measure for the port police
FI ow Control

I f flow control is enabled and the port is in f
instead of discarding frames.

Buttons
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Sav.e

Click to save changes.
Reset
Click to undo any changes made | ocally and rever
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2-238Que®®!| i cing
This page allows you to configure the Queue Policer settings for all switch ports.

Web I nterface

To configure thdeoQoiSrelrtslye ewsb Ponter face:
1.Click ConfiguRQatuenPoRbDS&Si agd
2Specify the Queue paremeters

3.ClicBattlme save the setting.

41 f you want to cancel the setting then you need
prvei ously saved values.

QoS Ingress Queue Policers

Queue 0 Queue 1 Queue 2 Queue 3 Queue 4 Queue 5 Queue 6 Queue 7

Port Enable Enable Enable Enable Enable Enable Enable Enable

50 [ (] (] C ]
51 u} 0 8 r - -
52 i 0 0 C 0 0

‘ Save H Reset ‘

Figure 2-25.3: The QoS Ingress Port Policers

Parameter description:

Port

5

The port number for which the configuration belo
s En ab(IEB

Enable or disable the queue policer for this swi
Rat e

Controls the rate for thehketpoctleIb2DHCADOWHdn s" WVmalil
kbps,31128 when "Uni3107k wibers " UMl131 whkedh pSUniatn'd

kfps. The rate is internally rounded up to the

This field is only shown if at | east one of the
s Uni:t

Controls the unit of measure for the port police

only shown if at | east one of the queue policers

Buttons

Sav.e

Click to save changes.

s Reset
Click to undo any changes made | ocally and rever
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2-2 51Por t Schedul er s

This page provides an overview of QoS Egress Port

Web I nterface
To configure the QoS Iwgl eisrst eProfrac ol i cers in the

1. Click ConfigunBattoB¢che®dSl ers.

2. Click the Port and display the QoS Egress Port
3. Scroll Port and Scheduler PpPadamespeci fy the Quel
4. Cli cBattlwe save the setting.
5 1 f you want to cancel the setting then you need
prvei ously saved values.
#1 EAE OEA 071 00 ET {
QoS Egress Port Schedulers %Q OA 00 01 OO0 B3 AE AA
Weight
Qo o4l Q2 Q3 Q4 Qs Q6 Q7
Strict Priority
Strict Priority
Strict Priority
Port VE\
QoS Egress Port Scheduler and Shapers Port 1
Scheduler Mode:
Queue Shaper Port Shaper
EnableRateUnitRate-typeCredit EnableRateUnitRate-type
O 500 kbps v Line v /
=5O- 5
O 500 kbps <
O soo kbps v s
s
E‘.S}aao Kbps v Line v T
=0 c | O 500 kops v |Line v
O 500 kbps v T
=0 -
O 500 kbps v Ling v
O 500 kbps v Line v \
=@

) 500 | kbps v Line v

[ save | [ Reset || Back |

Figure 2-25.4: The QoS Egress Port Schedules

Parameter description:
Port

The |l ogical port for the settings contained in t

to configure the schedul ers.
Schedul er Mode

5

Controls whether the scheduler mode is "Strict |
Queue Shaper Enabl e
Controls whether the queue shaper is enabled for

Queue Shaper Rate
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Controls the rate for the quelutl 3ha7plddedn THing tVval
i Bbps, -1la3nldfilen " UMbipts'. iTshe rate is internally rol
value supported by the queue shaper.

Queue Shaper Unit

Controls the unit of measure for the queue shap
value is "kbps".

Queue SRatpleyrp:e

The rate typehapetheTheeabkl owed values are:
Li nSeppeci fy that this shaper operates on |line rat
Dat@pecify that this shaper operates on data rat

Queue SGaepadit

Controls whether tbhae equesltha pleas emraed ietd .
Queue ScliPecdelmpre i on

Controls whether the queue has frame preemption
Queue Schedul er Wei ght

Controls the weight for this queue. Thel@e&faul't
This parameter is only shown if "Scheduler Mode"

Queue Schedul er Percent

Shows the weight in percent for this queue. This
is set to "Weighted"

Port Shaper Enabl e
Controls whether the port shaper is enabled for
Port Shaper Rate

Controls the rate for the port shaper. The def au
1000000 when the "Unit" isl13R0PsWhemantdheéet" Usi tr'es

Port Shaper Unit

Controls the unit of measure for the port shaper

is "kbps".

s Port SRatwpleyrpe
The rate type of the port shaper. The all owed va
LineSpecify that this shaper operates on |ine ra
Data: Specify that this shaper operates on data

Buttons

s Save

Cl i cskavteo changes.
s Reset

Click to undo any changes made | ocally and rever
s Bac:k

Click to undo any changes made | ocally and retur
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2-2%Port Shaping

This page provides an overview of QoS Egress Port Sh

Web I nterface

To configure the QoS Egress Port Shapers in the w
1. Click Configuration, QoS and Port Shaping.
Click tme Hostpl ay the Qos Egress Port Shapers.
Scroll the Port and Sch@deuer SMapger apdr ametefy
Click the Apply to save the setting.

o 0NN

I f you want to cancel the setting then you need
prvei ously saved values.

QoS Egress Port Shapers
Shapers

Fort Qo Q1 Qz Q3 Q4 Qs Qs a7 Port

ﬁ ﬁ ﬁ E
G: %GCOAOO
o ffv)

QoY Egress Port Scheduler and Shapers Port 1

schefluler Mode 4 Queues Weighted v
\ 4

Queue Shaper Queue Scheduler Port Shaper
EnableRateUnitRate-typeCredit Weight Percent EnableRateUnitRate-type

ze

0 500 | kbps v Line v

|

~™ xR
—,

w
O« e
- C=

i
( ( ) »
o qu o o
—“0=0 40

25%

25%

nASO

25%

.\4 ..\4 ..\4 .\4

0 500 | kbps v|Line v o5

| save || Reset || Back |

Figure 2-25.5: The QoS Egress Port Shapers

Parameter description:
Port

The |l ogical port for the settings contained in t
to configure the schedul ers.

s Schedul er Mode

Controls whether the scheduler mode is "Strict P
Queue Shaper Enabl e

Controls whether the queue shaper is enabled for
Queue Shaper Rate
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Controls the rate for the quelutl 3ha7plddedn THing tVval
i Bbps, -1la3nldfilen " UMbipts'. iTshe rate is internally rol
value supported by the queue shaper

Queue Shaper Unit

Controls the unit of measure for the queue shap

value is "kbps".

s Queue $hRgldyepe
The rate type of the queue shaper. The all owed v
LinSpecify that this shaper operates on |line rat

Dat@pecify that this shaper operates on data rat
Queue $Sh&Lpedit

Controls whether tbhae equesltha pleas emraed ietd .
Queue ScliPecdelmpre i on

Contwhkesher the queue has frame preemption enabl
Queue Schedul er Wei ght

Controls the weight for this queue. Thel@e&faul't
This parameter is only shown if "Scheduler Mode"

Queue Schedul er Percent

Shows the weight in percent for this queue. This
is set to "Weighted"

Port Shaper Enabl e
Controls whether the port shaper is enabled for
Port Shaper Rate

Control s tthhee rpaotret fsochraper . ThlGQo¥ha0 WEOedns "rUns tt r'i ¢
i Bbps, -la3nldvfAlen " Uvibipts'. iTshe rate is internally r ol
val ue supported by the port shaper.

Port Shaper Uni't
Controls the unit of measure for the port shaper
is "kbps".

PorSthapeRdatl@:e

The rate pyptapfrt hdhe all owed values are:
Linspecify that this shaper operates on | ine rat.
Dat@apecify that this shaper operates on data rat

Buttons

s Save

Click to save changes.
s Reset

Click to undo any changes made | ocally and rever
s Bac:k

Click to undo any changes made | ocally and retur
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2-2% Port Tag Remarking

The Sepcrtoivoindes user to get an overview of QoS Egr

ports. Ot hers the ports belong to the currently
header.

Web I nterface

To configure the QoS PoritntTeargf BReemar ki ng in the wel

1. Click Configuration, QoS and Port Tag Remarking.
Click tme Hostpl ay the Qos Port Tag Remarking.
Scroll the Port and Tag Remarking Mode and speci

ClickBattlme save the setting.

SIS

I f you want to cancel the setting then you need
prvei ously saved values.

QoS Egress Port Tag Remarking

c:j #1 EAE OEA 01 00 ET /
: *‘--\\\ 071 00 4AC 2A1 AOEET (

Portfl v

Qo¥ Egress Port Tag Remarking Port 1

Tag [femarking Mode
\E{H Reset || Cancel |

Port 1v]

A 4

QoS Egress Port Tag Remarking Port 1

Tag Remarking Mode
| save || Reset || cancel |
QoS Egress Port Tag Remarking Port 1

Tag Remarking Mode

(Cos, DPL) to (PCP, DEI) Mapping

o

CoS DPL CP El

a2
ki

© [a] [o] =] [=
<L) ] [¢] <] ¢

M oo s e o
o 4 o = o

5 v

6 ~

7~

<
= (o] [=] [e
< <] |« ¢

-« o = o

6
6
7
7

[ save | [ Reset || cancel |

Figure 2-25.6: The Port Tag Remarking

Parameter description:

Port
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The |l ogifoal thertsettings contained in the same roc
Click on the port number in order to configure t
Mo d e
Controls the tag remarking mode for this port.
Classified: Use classified PCP/DEI values.
Default: Use default PCP/DEI values.
Mapped: Use mapped versions of QoS c¢class and DP
PCP/ DEI Configuration
Controls the default PCP and DEI values used whe
(QoS cl ass, DP |l evel) to (PCP, DEI') Mapping
Controls the mapping of the classified (QoS <cl a
mode is set to Mapped.
Buttons
Save
Click to save changes.
Reset
Click to undo any changes made | ocally and rever
Cancel
Click to undo any changes pmaedvei oluosc aplalgye .and retur

User
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2-25%Port DSCP

The section wild/l teach wuser to set the QoS Port

configure the basic QoS Port DSCP Configuration
settings rel atseelteoc ttehde sctuacrkenutniyt, as reflected b
Web I nterface

To configure the QoS Port DSCP parameters in the

1. Click Configuration, QoS and Port DSCP.
Evoke to enable or disable the Ingress Transl at ¢
Scroll to select Egress Rewrite parameters

ClickBaiutme save the setting

g > 0N

I f yau wa cancel the setting then you need to c
previously saved value

QoS Port DSCP Configuration

Ingress Egress

Translate

Disable v Disable v

Disable ~ Disable v

Disable v Disable v

Disable v Disable v

Al
vloa
@
@
<
<

Rl

o @
H
s

<

Disable v Disable v

| save || Reset |

Figure 2-25.7: The QoS Port DSCP Configuration

Parameter description:

Port

The Port column shows the |ist of ports for whic
settings.

Il ngress
I n I ngress settings you can change i nignrdeisvsi dualns
ports.
There are two configuration parameters availabl e
1. Transl ate: To Enable the I ngress Translation c|

2. Clais€Clyassification for a port have 4 different

19 Disable: No Ingress DSCP Classification.

1T DSCP=0: Classify if incoming (or transl ated
T Selected: Classify only selected DSCP for wi
specified in DSCP Translation window for the
T All: Classify all DSCP.
Egress

Port Rewes$ssing can be one of below parameters
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T Disable: No Egress rewrite.

Enabl e: Rewrite enable without remapped.

T Remap: DSCP from analyzer is remapped and f
DSCP value.

=

Buttons

. Save
Click to save changes.
. Reset
Click to undo any changes made | ocally and rever
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2-28BDSCPased QoS

The section wildl teach-Based QoScopfleguheatt Aédi P
you to configure the basicClQas$s iDfSiCdla thiaosne ds e@otS
switches.

Web I nterface
To configumkRadgdde @PBSELPIngress Classification par
1. Click Configub8&8CPased.QO&S

2. Evoke to enable or disable the DSCP for Trust

3. Scrol |l to select QoS Class and DPL parameters

4. Click the save to save the setting

5. I f you want to cancel the setting then you need

previously saved values

DSCP-Based QoS Ingress Classification

DscP

g
a
1 °
¢l 8
F)
]
k]
2

Sl o] [o] [e sl [e] [a] [&] [o] [&

< | <] |¢ < L L e
=l [e] [=] [= 3| 2] e [e] (2] [©] [z
AR RERIRERS <l e e e

[ save ][ Reset|

Figure 2-25.8: The DSCRBased QoS Ingress Classification Configuration

Parameter description:

DSCP
Maxi mum number of support ed DSCP values are 64.
Trust

Controls whether a specific DSCP value is truste
mapped t o Cao 8SnpbePcLi Frames with untrusted DSCP valu
I P frame.

Cos

CoS value ca@)be any of (O
DPL

Drop PrecedeX)ce Level (0

Buttons

Save
Click to save changes.
Reset
Click to undo any changes made | ocally and rever
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2-2®DSCP Transl ati on

The section describes the switch allows you to ¢
settings for all switches. DSCP transl ation can b
Web I nterface

To configure the DSCP Trwenbs lianttieornf apcaer:amet er s i n t

1. Click Configub&CPomra@elSati on

to set the Ingress Translate and Egress |

Scrol

Evoke to enable or disable Classify

ClichRppth® save the setting

o > 0N

I f you want to cancel the settinglthenl youewerd
previously saved values

DSCP Translation

m
L]

Ingress

DSCP Translate Classify Remap
o
0(86) m]
1 u]
2 o
5 o
61 61 v ] 61 v
) o
63 63 ~ a
[save [Fese
Figure 2-25.9: The DSCP Translation Configuration
Parameter description:

DSCP

Maxi mum number of supported DSCP values are 64 &
6 3.

B

Il ngress

l ngress side DSCP can be first translated to nev
and DPL map.

There are two configurationdparameters for DSCP
1. TransbDSaGQPe:at I ngress side caim3)beDICR nwdlau ed.
2. Cl as@lifgyk to enabl e Classification at |l ngres

Egress

There are following configudrable parameters for

1. Remael ect the DSCP value from select menu t
DSCP value ranges from 0O to 63.

Buttons

Sav.e
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Click to save changes.
Reset

B

Click to undo any changes made | ocally and rever
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228 MSCP Classification
The section describes to teach user to QoBSfigure
Class and DPL value. Others the settings relate t
by the page header.
Web I nterface
To configure the DSCP Classification parameters i
1. Cl iCoknf i guration, QoS and DSCP Transl ati on
2. Scroll to set the DSCP Parameters
3. Cliclkatutlmwe save the setting
4. | f yaonut wt o cancel the setting then you need to
previously saved values
DSCP Classification
0
‘
s
4 e
5
5
" e~
[save ] [Resat]
Figure 2-25.10: The DSCP Classification Configuration
Parameter description:
s Cos
Actual Class of Service
s DSCP DPO
Select the cl ass6i3f)i §dorDIPCR pv aPlreec e(dlence Level 0.
. DSCP DP1
Select the cl ass6i3f)i €dorDICPR pv aPlreec e(dlence Level 1
s DSCPBP2
Select the cl ass6i3f)i §dorDIPCR pv aPlreec e(dlence Level 2.
s DSCP DP3
Select the cl ass6i3f)i §dorDIPCR pv aPlreec e(dlence Level 3.
Buttons
s Save
Click to save changes.
s Reset
Click to undo any changes made | ocally and rever
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2-2511 ngress Map

This page allows to edit or create a single QoS I
and an action. The key indicates which fields of

by @aancdcording to the action. Each Map can hol d a
between possible keys and actions. Which of t hos

sel ecti oy poef, (Meepye onh Here it is possible to config

Web I nterface

To confilgnugree stslaeMampet er s in the web interface:
1. Click Configutagrens ®ap and
Click{":'}ttmeaddeatnyw

Specify the I ngress Map parameters

Cl iSalkte®@ save the setting

g 0NN

I f wamt to cancethenhgoseneéedgto click the Reset
previously saved values

Auto-refresh | Refresn || Remove Al |

QoS Ingress Map Configuration

Map ID

Key-Type Action-Type

Cos DPL PCP DEI DscP Cos D

Ingress Map Configuration

Ingress Map ID

MAP ID

0

Ingress Map Key

Map Key

PCP v

Ingress Map Action

DScP

Cos D

[Disabled “]

[Disabled v]

[Disabied v

[Disabled v

[Disabled v

Disabled v

| submit || Reset || cancel |

Figure 2-25.11: The Ingress Map Configuration

Parameter description:

Map (1 D
I ndi cates the Map Ot @n5i5gueNhelnD.i nReendge oimbidgur abl s.
However, it is possible to overwrite an existing
Map Key
I ndicates the Key type that wild/l be used to fil
mentioned above, map rul etshicani hatve makeée oass kleg s

Possible Key types are:
PCRJse PCP as key for tagged frames and none for
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PCPDEUse PCP/ DEI as key for tagged frames
DSCPse DSCP as key for I P frames and none

DSCPPCPDEIUse DSCP as key for I P frames,

the rest.

Map Action

I ndicates the Action type that wildl be

Co&l ass of Service

DPLDrop Precedence Level

PCRPriority .Code Point

DEDrop Eligible Indicator

DSCPi fferentiated Services Code Point
CoS TS | D.

Buttons

Save

Click to save changes.
Cance

Return to the ingress map page without
Submit

Click to submit the map configuration
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for
PCP/ DEI

used to
menti oned above, ma p acatliesn sc aanv ahialvaeb lveara mdu st hi s
set of them. Possible Action types are:

saving

and

movVv e
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t
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http://192.168.2.1/help/glossary.htm#qos_class
http://192.168.2.1/help/glossary.htm#dpl
http://192.168.2.1/help/glossary.htm#PCP
http://192.168.2.1/help/glossary.htm#DEI
http://192.168.2.1/help/glossary.htm#dscp

2-252Egress Map

This page allows to edit or create a single QoS E
and an action. The key indicates which fields of

by and accoracitigpnt o Etaltdr Map can hold a number 0
between possible keys and actions. Which of t hos

sel ecti oy poef, (Meepye onh Here it is possible to config

Web I nterface

To confi guEgr adhse npame web interface:
1.Click ConfiguEgteen, M®pS and

2.ClicL@ttmeaddeatnyw
3.Specify the Egress Map Parameters.
4Cl i ckattme save the setting

51 f waot to cancel the setti Rg@gsehebuyobonneéd wol
previously saved values

Auto-refresh O Refresh || Remove Al |

QoS Egress Map Configuration

Map ID

Key-Type Action-Type

PCP DEI DscP

Egress Map Configuration

Egress Map ID

MAP ID

Egress Map Key

Map Key

Cos ID v

Egress Map Action

PCP

DEI

DscP

[ Disabled v]

[ Disabled v]

[ Disabled -]

[ suomit || reset || cancel |

Figure 2-25.12: The Egress Map Configuration

Parameter description:

Map (1 D

I ndi cates the Map Ot wnlilgu eNhelnD.i nReendg-e oimbidgur abl s.
Howevemposist bl to overwrite an existing mapping

s Map Key
I ndicates the Key type that wild/l be used to fil
mentioned above, map rules can have various keys

User

Possible Key types are:

CoS UdDe classified COS I D as key.

CoS -DBL: Use classified COS I D and DPL as key.
DSCHPse classified DSCP as key.

DSCPODPL: Use classified DSCP and DPL as key.
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Acti on: Map

I ndi cates the Actuiserd ttypd itlheetr wihlel mae rul es whe
mentioned above, map rules can have various acti
set of them. Possible Action types are:
PCHRPriority .Code Point

DEDrop Eligible Indicator

DSCPifferentiated Services Code Point

Buttons

Save

Click to save changes.
Reset

Click to undo any changes made | ocally and rever
Cancel

Return to the ingress magpnfpiagwer ati itdm udhasmagdn.g t h
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2-253Qo0S Control List

The section shows the QoS Control List (QCL), whi ¢

a QCE that is defined. The maxi mum number of QCEs
plus sign to add a new QCE to the |ist.

Web I nterface

Tacaonfigure the QoS Control List parameters in the

1.Cl ick Configuratiaonl, LQosSt and QoS Cont

2.Clicb@tfmeadd a new QoS Control List
3.Scrol |l al |l parameters and evoke the Port Member
4Cl i ckattme save the setting

51 f wawmt to cancel the setting then you need to
previously saved values

QoS Control List Configuration

Action

]
QCE Configuration
Key Parameters Action Parameters
. — =
T: hd Ingrass
Figure 2-25.13: The QoS Control List Configuration
Parameter description:
s QCE
I ndicates the index of QCE.
. Port
I ndicates the list of ports configured with the
s DMAC
I ndicates the destination MAC address. Possible

Any: Match any DMAC.

Uni cast: Match unicast DMAC.

Mul ticast: Match multicast DMAC.
Broadcast: Match broadcast DMAC.
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<MAC>: Match specific DMAC.

The default value is 'Any'
SMAC
Match specific source MAC address or ' Any'

If a port is configured to match on DMAC/ DI P, th
Tag Type

I ndicates tag type. Possible values are:
Any: Match tagged and untagged fr ames.
Untagged: Match untagged frames.

Tagged: Match tagged frames.

CTagged: -MaggédCframes.

STagged: -Maggdédd Sframes.

The default value is "Any'
. VID
I ndi cvaltPeNs) L(Dei t her a specific VID or radnges of VI
or ' Any'
PCP

Priority Code Point: Valid values of -1PE3P2-adr e spe
5,-76-30-7% or ' Any'

DEI
Drop Eligible Indicator: Valid value of DEI are
s Frame Type

I ndicates the type of frame to | ook for incoming
Any: The QCE wil |l match all frame type.

Et hernet: Only Ethernet Ox&mé&Eds ) (wirteh abEtdl meve dTy pe
LLC: Only (LLC) frames are allowed.

SNAP: Only (SNAP) frames are all owed

| Pv4: The QCE will match only | PV4 frames.
| Pve: The QCE will match only | PV6 frames.
Acti on

B

I ndi cates t he classification action t aken on i
matched with the frame's content.

There are three action fields: Class, DPL and DS
Cl ass: Classified QoS Cl ass; if a frame matches
DPL: Drop Precedence Level; i f a frame matches

di splayed under DPL col umn.

DSCP: I f a frame matches the QCE then DSCP will
DSCP col umn.

Port Me mber s

Check the checkbox button in case you what to ma
default all ports wild.l be checked

Key Parameters

5
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Key configuration are described as bel ow:
DMAC Destination MAC address: Possible values ar
SMAC Source MAXCxXxddrrels S »x ts OUI) or ' Any'

Tag Value of Tag field can be '"Untagged', ' Tagge
VID Valid value of VLAN | D -4@85ber angnyal ueséen
either a specific value or a range of VI Ds.

PCP Valid value PCP ar e spectilf, i3c2-5(407,6-310;7 %2 ,0r3, 4,
" ANy’

DEI Valid value of DEI can be "0', "' 1° or " Any'
Frame Type Frame Type can have any of the foll ow

1.Any

2Et hernet
3.LLC

4, SNAP

51 Pv 4

6.1 Pv 6

@ NOTE: All frame types are expl a
1. AMnlyl:ow al |l types of frames.

2. Et hetrimertnet Type Valid Ethern
Ox6-0QRFFFF or ' Any', default val

3. ISIS®A:P Address Valid SSAP( Sour
vary from 0x00 to OxFF or ' Any'
DSAP Address Valid DSAP(Destina

from 0Ox00 to OxFF or '"Any', the
Control VmddrdesContr ol Address ca
"Any', the default value is 'An

4 . SNRAIPD :Val id Pl D(a.k.a Etherne
Oxe00x FFFF or " Any', default wvalu

5. | Prvalt. oc ol Il P pr @t5&¢ o IT CrPu by e rU:
Source | P Specific Source | P ad
and Mask are in the format x.y.
numbers between 0 and 255. Wiidn
binary string and read from | ef
zero must also be zero DSCP Dif
be specific value, range of val
rang@&3 0i ncl udiCSg’ ,®HEE FALBA3

I P Fragment | Pv4 frame fragment
Sport Source TFTECPYIUDP @ror'tAny , s
applicable for | P protocol UDP/
Dport Destinati o®59&%)Y UbP pAmy " ,
range applicable for I P protoco

6. | Prvét ac ol | P pr @t5kg o IT CrPu b e rU:
Source I P I Pve source address:

DSCP Diffserv Code Point value

range of wvalue or '"Any' . -6BSCGCh cM
BE, -C$7, EF-AdFr4d 3AF11
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Sport Source TFTECPYIIUDP @ror'tAny , s
applicable for | P protocol UDP/
Dport Destinati o®59%)Y UDP 'pAmy ",
range applicable for | P protoco

Action Configuration

Co:s c k7a)s"s, (dbeafsaiucl tcl assi ficati on

DP Valid DP LE3)v'el -dbeafmaiubletc ( B@ssi fication

DSCP Valid dscp6i,alBHEBSTQIEB-&d™ BAF Y ' Defaul t'

" Defaul t' means that the default classified valu

Buttons

s Save
Click to save changes.
s Reset
Click to undo any changes made |l ocally and rever
Cancel

Return to the previous page without saving the <c

2-254St oPml i ci ng
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There is a unicast storm rate control, multicast
control These only affect flooded frames, i e. f
on the MAC Address table.
The configuration indicates the permitted packet
across the switch.
Web I nterface
To configure the Storm Control Configuration para
1. Click ConfiguratPohiciQWn® and Storm
2. Evoke to select the frame type to enable storm
3. Scroll to set the Rate Parameters
4, Clickattlme save the setting
5. | f yaorut wt 0 cancel the setting then you need to
previously saved values
Global Storm Policer Configuration
Frame Type Enable Rate Unit
Unicast m]
Multicast O
Broadcast 0
Port Storm Policer Configuration
Unicast Frames Broadcast Frames Unknown Frames
Port Enable Rate Unit Enable Rate Unit Enable Rate Unit
0 500 O 500 0 500
! 0 o D
2 0 o O
“ o o o
%0 D O o
51 a) 500 = 500 8] 500
52 [u] 500 ) 500 [m] 500
[save | [Reset]
Figure 2-25.14: The Storm Control Configuration
Parameter description:
Gl obal Storm Policer Configuration
s Frame Type
The frame type for which the configuration bel ow
Enabl e
Enable or disable the gl obal storm policer for t
Rat e
Controls the rate for the gl oballeiB8aopfBwhesnd i cer .
"Unitgsioer kd@Bsl,@Bamd " Aknfipts" oirs Mbps. The rate is
rounded up to the nearest value Swpported byt ¢ dhe
231
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are divisible by 10 fps or 25 kbps.
Uni:t
Controls the unit of measur e ffposr, tkhfep sg,| okbbapls sotro rl
Port Storm Policer Configuration
Port

The port number for which the configuration belo

s Enabl e
Enable or disable the storm policer for this swi
Rat e

Controls the rate for the port 1s18d@8yildd/n cer . Th
"Unitpsioer kd@Bsi,@#Baemd " Llknfipts" oirs Mbps. The rate is
rounded up to the nearest valueSspppotreéedr dyes ha
di visible by 10 fps or 25 kbps.

Uni:t
Controls the uni poesft omena pwrl ef gfeso,r rkkdhpess ,askbps or M

Buttons

s Save
Click to save changes.
s Reset
Click to undo any changes made |l ocally and rever

2-2539 WRED
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This page allows you to configure the Random Ear |
Through different RED configuration for the queue:
Early DaMR&Et opear ati on between queues.

The settings are glsowiatlchf.or al | ports in the
Web I nterface
Toconfigure the Storm Control Configuration par ame

1.Click ConfiguwWwREDon, QoS and

2.Specify the WRED parameters in the table
3Clickatte save the setting

41 f vyaorut wt o cancel the setting then you need to

previously saved values

Weighted Random Early Detection Configuration

=
=

Group Queue DPL Enable in lax Max Unit

1 0 1 0 o]
1 0 2 0 o]
1 0 3 0 o]
3 7 1 = P ]
3 7 2 o o]
3 7 3 o o]

‘ Save H Reset ‘

Figure 2-25.15: The WRED Configuration
Parameter description:
s Group
The WRED group number for which the configuratio
Queue

The queue number (CoS) for awhpilcihest.he configurat

. DPL
The Drop Precedence Level for which the configur
s Enabl e
Controls whether RED is enabled for this entry.
s Mi n
Controls the | ower RED fill l evel threshol d. | f
the gropability is zero. -1TOh0i%. value is restricte
s Ma x
Controls the upper RED drop probabilit®Brop fill
PrecedenzeOLeyell ow frames). -IBO0&%.value is restr.i

Max Uni t

Selects the wunit for Max. Possible values are:

Drop ProbaMaxitcgntrols the drop probability just

Fill Mexedantrols the fil!]l |l evel where drop probas
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RED Drop Probability Function

The following illustration shows the drop probab
parameters.
Drop Probability A Max. Fill Level
R B
100%

Max. Drop Probability

= Fill Level

Min. Threshold 100%
Min is the fill]l |l evel where the queu®roandomly s
Precedence Level > 0 (yellow frames).
I f Max Unit is 'Drop Probability' (the green 1lin
fill l evel is just below 100 %.
I f Max Unit is "Fild!l Level' (the redabliilnet)y, Ma x
reaches 100 %. This configuration makes it possib
exclusively for frames marked with Drop Preceden
portion is calMaxl)ated as (100
Frames marked witheDebpOP(gcedenteames) are neve
The drop probability for frames increases |inear
l evel) to Max Drop Probability or Fill Level

Buttons

s Save
Click to save changes.
s Reset
Click tocbadgeanmade | ocally and revert to previ
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2-26 Mi rroring
To debug network problems, selected traffic can be
a frame analyzer can be attached to analyze the fr
The tr afcfoipd etdo ome t he mirror port is selected as foc
All frames received on a given port (also known as
Al | frames transmitted on a given port (also known
Web I nterface
To configure the Mirror in the web interface:
1. Click Configuration and Mirroring
2. Click the session ID into mirror gl obal setting
3. Scroll to select Port to mirror on which port
4, Scrol | to disabl ed, enabl e, TX Only and RX only
5, Click the apply to save the setting
6. | f you want to cancel the setting then you need

It will revert to previously saved values

Mirror & RMirror Configuration Table

Session ID Mode Type

1 Disabled Mirror
2 Disabled Mirror
3 Disabled Mirror
4 Disabled Mirror

5 Disabled Mirror

Mirror & RMirror Configuration

Global Settings

VLAN ID Reflector Port

Session ID
Mode
Type
VLAN ID

ReflectorPort

Source VLAN(s)

VLAN ID

[ vJ

[Disabled v]

[Mirror v]

200

Port 1 v

Configuration

Port Configuration

Port

Port1

Port 2

Port 51

Port 52

CPU

Source Destination

[= s

| Disabled

v]| O

| Disabled

vl O

[Disabled

~] 0

[Disabled

~]| o

| Disabled v

User M

Figure 2-26: The Mirroring Configuration
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Parameter description:
Session
Select session id to configure.
Mo d e
Select mirror mode.

Rx only Frames received on this port are mirrore
not mirrored.

Tx only Frames transmitted on this port are mirr
not mirrored.

Di sabl ed neither frames transmitted nor frames r

Enabled Frames received and frames transmitted a

@ NOTE For a given port, a frame is only transmitted once. It is therefore
not possible to mirror Tx frames on the mirror port. Because of this,
mode for the selected mirror port is limited to Disabled or Rx only.

s Ty pe
Select switch type.
MirfYor
Thewitch is running on mirror mode.

Theour ce amdrets(td )n ataireen Ipacratt ed on this switch.
Sour ce:

The switch is a source node for monitor fl ow.
Theour ce , rpeofrite(csgore poctnted on this switch.

Rmirror Destination:

The switch is an end node for monitor fl ow.
Theéestinat iisn |Ipcaratt(esd) on this switch.

VLAN: I D

B

Th¥LAIND points out where the moni t\WwlrAINDa d kse t2 0voi. | |
Refl ector Port

5

Theef |l poisr a method to redirect tVHeANN ARy fdevioel

connected to a port set as a reflector port | os:
di sabl ed.
I n the stacking mode, you need to select switch

I f you shut down a port  reiftt ecamnmotpolbrd .a candi dat
I f you shut downrehéepoor whbirch thearemote mirro
Not eTthieef |l echeedpot © s eloeucrsovdotndly toype.

Not eT?heef |l ecnhneedpoto di sabl e MAC Tabl e | earning e
Not eT3heef |l ecbot ypsupports on pure copper ports.

Source VLAN(s) Configuration

The switch canbasu@goMitsr &LIAMNg. I f you want to mo
switch, you can set the selected VLANs on this f
Not eTth:e Mirroring session shall have either port:

Remote Mirr@onhggRomati on
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Port
The | ogical port for the settings contained in t

Sour:ce

B

Select mirror mode.

Di satlNleed her frames transmitted nor frames recei\
BotHr ames received and frames Desnhsmatied poet mi |
R x olml ymes received on this Deentt natrieonmi poot ed
transmitted are not mi rrored.

Tx omdngmes transmitted on thiDsespomtataoer mOoOrtor
received are not mirrored.

Destinati on

Select destination port.

This checkbox is designed for mirror or Remote N
Theestinatisom paritched port that you receive a c
Not el: On mirror mode, the device only supports

Note2de®Sheénatniecerdspadrot di sabl e MAC Table | earning.

Buttons

Save

Click to save changes.
Reset

Click to undo any changes made |l ocally and rever
Cancel

Return to the previous page cviatnlgeeut saving the ¢
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2-27TUPNP

UPnP is an acronym for Universal Plug and Pl ay.
connect seamlessly and to simplify the i mplementa
communi cations, and entertainment) larMfd eidn ionecrntm@mdd &

of computer components

Web | nterface

To configure the UPNnP Configuration in the web in
Click Configuration and UPNP.
Scroll to select the mode to enable or disabl e

1
2
3. Specify the parameters in each blank field.
4, Cl isat® save the setting.

5

I f you want to cancel the setting then you nee
previously saved values.

UPnP Configuration

Mode

TL

[ Disabled v

4

Advertising Duration ‘ 100 ‘

IP Addressing Mode Dynamic v

Static VLAN Interface ID ‘ 1 ‘

‘ Save H Reset ‘

Figure 2-27: The UPnP Configuration

Parameter description:

Mo d e

B

I ndicates the UPNnP operation mode. Possi bl e mode
EnablEendabl e UPNnP mode operation.
Di sabDiesdabl e UPNnP mode operation.

When the mode is enabl ed, t wo ACEs are added aut
to CPU. The ACEs are automatically removed when
TTL

5

User

The TTL value is used by UPNnP to send SSDP adver
range 1 to 255.

Advertising Duration

The duration, carried in SSDP packets, is used 't
often it or they should receive an SSDP advertis
point does not receive any me&sabatwihbi swt hehda
exists. Due to the wunreliable nature of UDP, in

refreshing of adverti semevrhtas ft co fb e hdeo maed veetr tli essi sn
the i mplementation, thagewi pehiosdndal SgDIRft notfh e i
the advertising duration minus 30 seconds. Valid

P Addressing Mode
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| P addressing mode provides two ways to deter min

Dynami bef ault selection for UPNnP. UPnP modul e he
the switch device. It finds the first available
Stati c: User specifies the I P interface VLAN for

Static VLAN I nterface | D:

The index of the specific IP VLAN interface. It
is static. Valid configurable values ranges from

Buttons

Save
Click to save changes.
Reset
Click to undo any changes made | ocally and rever
2-28MR P
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MRP, defined in International El ect f2at

@aqhiidaels Cal

convergence in a ring network topology for indust

A ring of Ethernet switches can use the Media Redl
faster than with STP. An MRP network consists of

rest of the switches are cliengltysiThel

or a single port configured as a stati

2.28.1 Ports

swo rt tch etso i fnc
¢ trunk. Th

This page all ows MBEBRmemeré¢aeanfkiegui eagtshé or all switec

Web I nterface
To conf iMRR ePGomesi guration in the web
1.Click ConNMRRuarmd i Pxr t

interface:

2Specify the parameters in each blank field.

3.Cl isakt® save the setting.

41 f you want to cancel the setting t
previously saved values.
Auto-refresh O | Refresh |
MRP Overall Port Configuration
Port Join Timeout Leave Timeout LeaveAll Timeout Periodic Transmission
o
' o
2 o
%0 =
o2 ®

‘ Save H Reset ‘

Figure 2-28.1: The MRP Ports Configuration

Parameter description:

Port

hen you neec

The port numbeffolfloowiwimg chhonthiegur ati on applies.

Join Timeout

Controls the ti meoutMRRPpphecaoionEi mar thos aiwli tc

i s restlr2iceetdi $se®conds.
Leave Timeout

Controls the timeout oRRPphpd ilcemaVv e nBi
value is 1©80300¢ermctiesletco@nds.

LeaveAll Ti meout

Controls the timeout oOMRRPhpelLeateAdlnls
value is nO®ODO Dcletnetd steoconds.

Periodic Transmissi on
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Enable or disable the PeriMRFRpplaoamiessononf ¢ai
port.

Buttons

Save

Click to save changes.
Reset

Click to undo any changes made | ocally and rever
Ref r:iesh

Click to refresh the page.

Autroef r:esh

Check this box to refresh the page alisteocroandsc.al |y

2.28.2 MVRP

This section all owaVRé@luo ltal caomd ipgeurr epotrhte settings
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s divided into a ¢loakalcomnddtgiucmtdmc & exdri on.

Web I nterface

To conf iMRR ePGohesi guration in the web interface:

1.Click ConWMRRuarmd i MWRP
2.Specify the parameters in each blank field.
3.Cl isakt ® save the setting.

4.1 f you want to cancel the setting then you need
previously saved values.

Auto-refresh O ‘ Refresh ‘

MVRP Global Configuration

Global State

Managed VLANs

[Disabled -

[1-4094

MVRP Port Configuration

Port

‘ Save H Reset ‘

Enabled

Figure 2-28.2: The MRP Ports Configuration

Parameter description:

Gl

obal : State
Enable or MVRBRMdteoctohle gl obal l y. This wil.l enabl
globally and at the same time on the switch port

Managed VLANS

This field shows the managed VLANSsS, i . e. the VLA
only MLi4A0Ne4&r e managed, i . e. the entir-20téanfger as
MVRP. However this range can be | imited by using
are separated by commas. Ranges are specified wi
bound
The following example wil.l createl VIGANZOQ, 30L00.,
Spaces are allowed in between the delimiters.
s Port

The port number for which the following configur

Enablt ed

Enabl e or MVYRpBrbdteoctonle on this switctdi paoblte (The s
protocol on the switch port given that MVRP is a

Buttons

Sav.e

User

Click to save changes.
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s Reset
Click to undo any changes made | ocally and rever
Ref r:iesh
Click to refresh the page.
Autroef r:esh

Check this box to refresh the page aldisteocnoantdsc.al |y
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2-29GVRP

The Generic Attribute Registration Protocol ( GARP
devices in a bridged EWwWNt{tcheg, eadreggbteesaandi t

values, such as VLAN I dentifiers, with each other
devices in the bridged LAN, and these devices for
an actiovgey .t o0MRP defines the architecture, rules
variables for theemgeéegitstatatonomfamdtdeé bute values.
A GARP participation in a switch or an end statio
and a I AR mati on Decl aration (GI D) component assc¢
The propagation of information between GARP part.i

bridge is carried out by the GARP Information Pro
exahges take place between GARP participants by m
group MAC address and PDU format defined for the

2-29. 1 Gl obal Config

This page allows you to configure the basic GVRP Configuration settings for all switch ports.

Web I nterface
To configure the GVRP in the web interface:

1. Click Configuration, GVRP and Gl obal Config

2. Evoke to enable or disable the GVRP.

3. Speci ftyi ndeo,i-nl ereev, e Lteiame, AMax VL ANS

4. C| iSakte® save the setting.

5. I f you want to cancel the setting then you need
It will revert to previously saved values.

‘ Refresh ‘

GVRP Configuration
[JEnable GVRP
Parameter Value
Join-time:
Leave-time:

LeaveAll-time:

o
3
5

Max VLANs:

‘ Save |

Figure 2-29.1: The GVRP Configuration

Parameter description:

Enabl e GVRP globally
The GVRP éepabled bg setting the check mark in th

GVRP protocol timers
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Joditmme is a val-2@ $inn tthhee urnange off centi seconds,
hundredth of a secosmd. The default is 20
Leatvieme is a val ux0d$nn tthhee ruannigtes 600f centi second:
hundredth of a secosmd. The default is 60
Leavd iAel i s a valueb50@@nhéeheanget$s000 centi sec:
of one hundredth of a sscond. The default is 100
Max number of VLANSs
When GVRP is enabled a maxi mum number of VLANs s
default this number is 20. This number can only
Buttons
s Save
Click to save changes.
s Reset
Click to undo any changes made |l ocally and rever
R Refresh
Refreshes the displayed table starting from the

User
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2-29. 2 Port Config

This page all ows youGMUPRComdnn fgiuguartd otnhes edhadings for
The settings relate to the currently selected uni

Web I nterface
To configure the GVRP in the web interface:

1. Click Configuration, GVRP and Port Config

2. Evoke to enable or disable the Mode.

3. Cl isat® save the setting.

4. I' f you want to cancel the setting then you need
It will revert to previously saved values.

GVRP Port Configuration

Port Mode

1 Disabled v
2 Disabled v

Disabled

50 Disabled v

51 Disabled v

w
Iy

52 Disabled v

‘ Save H Reset ‘

Figure 2-29.2: The GVRP Configuration
Parameter description:
Port
The Por

—

column shows the |ist of ports.
Mo d e
This configuration is to enable/disable GVRP Mod

Di sable: Select to Disable GVRP mode on this por
GVRP Enabl e: Select to Enable GVRP mode on this

Buttons

s Save
Click to save changes.
s Reset
Click tocbadgeanmade | ocally and revert to previ
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2-3 G FIl ow
The sFlow Collectorswtcoahi er ambhobhofed tahd modi fie
configuration is divided into two parts: Configur
coll ector) and epoonrfti gfulroawt iaonnd ocfo upnetrer sampl er s.
sFl ow configuration-viod artatl ep emegnogtyed wtho crhomeans t
master change will disable sFlow sampling.
Web I nterface
To configure thénsgkIrdwcien the web
1. Click Configuration and sFIl ow.
2. Set the parameters.
3. Cl isat® save the setting.
4, | f you want to cancel the setting then you need
It will revert to previously saved values.
|Refresh‘
sFlow Configuration
Agent Configuration
IP Address 127.0.0.1
Receiver Configuration
Owner =none> Release
|P Address/Hostname ‘D 0.0.0 ‘
UDP Port ‘5343 ‘
Timeout ‘ 0 ‘ seconds
Max. Datagram Size ‘1400 ‘byles
Port Configuration
Flow Sampler Counter Poller
Port Enabled Sampling Rate Max. Header Enabled Interval
o L ] 12 o L]
1 (m] 0 128 a 1)
48 o 0 128 (m] 0
49 o 0 128 (m] 0
50 O 0 128 O 0
51 O 0 128 O 0
52 o 0 128 (m] 0
[save | [Reset]
Figure 2-30: The sFlow Configuration
Parameter description:
Agent Configuration
s | P Address
The I P address used as Agent | P address in sFIl oy
wi || identify this agent over extended periods o
Both | Pv4d and |Pvppaddedsses ar e
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Receiver Configuration

. Owner
Basically, sFlow can be configured in two ways:
or CLI intertSamMP Dhi-drhirpwafyjihel d shows the owner o
sFl ow configuration and assumes values as foll ow
A 1f sFlow is currently unconfigured/uncl ai med,
A If sFlow is currently configured throhgbudeb o
|l ocal management >,
A 1I'f sFlow is currently configured through SNMP,
sFl ow receiver .
I f sFlow is configur ed-etxhcreoputg hf oS NoMiFb, ¢ aaR e | ecaosnet r o |
di sabled to avoindfigmadtvtéohent reco
The Release button allows for releasing the curr
button is disabled if sFlow is currently wunclain
must be confirmed (a confirmation request wil/ a

| P Address/ Host name

The I P addr ess or hostname of t he sFl ow receiyv
supported.

UDP Port

TheDPort on which the sFlow receiver |listens to
default port (6343) is wused.

Ti meout

The number of seconds remaining before sampling

released. While active, the current tibmettlerf.t ca

I f locally managed, the timeout g@gamanlyeotchamgeet d]
s Max. Datagram Si ze

The maxi mum number of data bytes that can be se
shoul d bevasleute ttohaa avoids fragmentation of the
200 to 1468 bytes with default being 1400 bytes.

Port Configuration
Port
The port number for which the configuration belo

FIl ow Sampler Enabl ed

Enables/ disables flow sampling on this port.

s FIl ow Sampler Sampling Rate
The statistical sampling rate for packet sampl in
packets transmitted/ received on the port.
Not al | sampling rates are achievabl e. | f an un
switch will aut amattioc d@lhley cd djsiesst achievable. Thi

field. Vali d&32r7eénige is 1 to
FIl ow Sampler Max. Header

The maxi mum number of bytes that should be copi e
datagram. Valid range is 14 to 200 bytes with de
| f mahxei mum datdgeamnet zeake into account the maxi
may be dropped.

248
User MHGSHMBT2/ NGPVMNGSM4A 8 Trd XLA. No.v 23


http://192.168.6.80/help/glossary.htm#snmp
http://192.168.6.80/help/glossary.htm#udp
http://192.168.6.80/help/help_sflow.htm#max_datagram_size

Counter Pol |l er Enabl ed

Enables/ di sables counter polling on this port.
Counter Poller Interval

With counter polling enabi e ds e tbbentdwsesepne cciofuinetse rt hpeo

sampMaebkid range is 1 to 3600 seconds.

Buttons

. Save
Click to save changes.
. Reset
Click to undo any changes made |l ocally and rever

Rel ease
See descri@Pwhen under
Refresh

Click to refresh the page. Note that wunsaved cha
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2-3 1D D M1

DD MI or DDM, i ts Diuddn msatniec i Mo rDiitgdrtiang (1 nterf ace]
in optical modules so t Hatmeu spearrsanceatne rnso noift corp tti hcea Ir
parameters include working temperature, working v
recei vtiincpaloppower , etc., and can also display the

prompt al arms/ warnings.

Web I nterface

To conf imuMGCeo ntfhiegur ati on in the web interface:

1. Click ConbbMuration,

2. Evoke to enabl e the DDMI Mo d e

3. Clickattlme save the setting

4. I' f you want to cancel the setting then you need

It will revert to previously saved values

DDMI Configuration
Mode

‘ Save H Reset |

Figure 2-31: The DDMI Configuration

Parameter description:

Mo d:e

B

I ndi cates t hoepebrDavli omo.dePossi bl e modes ar e:
EnablEenda:b|l e DDMI mode operation.
Di sabDiesdabl e DDMI mode operation.

Buttons

s Save
Click to save changes.
s Reset
Click to undo any changes made | ocally and rever
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2-32DLD

Unidirectional Li nk Detredtoicod @UUWRWD)X oi o ed elrani enre 2
of a |link. UbeDpdetpeocst @amd deter issues that ari s:¢
UDLD hedrpesvamt f or waairdd ibn ga clkohoop siindge motfi ftyriaff g iacn c ya ct
| ogi cavlayontehrak s woul d ot herwi se go undetected.

Web | nterface

To conf ilpDlriken tthhee web interface:
5, Click ConbUDgDration,

6. Scroll to select the Severity Level

7. Specify the pablaanek efriselich. each

8 Click the apply to save the setting

9. I f you want to cancel the setting then you need
It will revert to previously saved values

UDLD Port Configuration

Port

1

2

3

50

51

52

UDLD mode Message Interval

Disable v

Disable v

Disable v

Disable v

Disable  ~

Disable v

‘ Save H Reset |

Figure 2-32: The UDLD Configuration

Parameter description:

B

User

Port
Por t numbher swf tch.
ULLD Mode

Configui®smadce on a port. DVaslatdremraalldggs e asieve.
Default mode is Disable.

Di sabdésabl eddDimdPdect i onal ity doesn't exists on p

Nor mah nor mal mode, if the Iink state of the por
wi || not affect the port state.
Aggreslisn veaggressive mode, unidirectional detecte

back the ports WDLdme ¢ thattopadirsdabl e
Message I nterval

Configures the per iUbdDrodb et i mes shaegtewse ecain ports th
advertisement phase and are determined to be bi
seconds(Default value is 7 seconds) (Currently de
of detailed information in RFC 5171)

uttons
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Sav.e

Click to save changes.
Reset
Click to undo any changes made | ocally and rever
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Chapter 3 Monitor

This chapter describes all of the basic netwa
2 network protocol (e. g. NAS, ACL, DHCP, AAA
Swi tch.

3-1 System

After you login, the switch shows you the system

the basic information of the system, including oM

OLocationé, 0System Up Ti meo, eFsisromw adrDee vV ecres i Roonr6t,

this information, you wi ||l know the software ver :

many ports good and so on. This is helpful while
3-1.1 Information

The switch system information is provided here.

Web interface

To display System I nformation in the web interfac

1. Click Monitor, System and I nformation.

2. Check the contact information for the system adn
of the switch. Also indicate the Il ocal time zon:

3. Clickefhesb®

System Information
System
Contact
Name
Location

Hardware

MAC Address 00-22-33-aa-bb-ff

Chip ID VSC7468

Time

System Date 1970-01-02T03:39:23+00:00
System Uptime 1d 03:39:23

Software

Software Version

Software Date 2023-11-20714:52:33+08:00
Code Revision 10d851f+

Licenses Details

Figure 3-1.1: System Inform ation
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Parameter description:

Contact

The system contact configured in Configuration

s Na me
Di spl ays-dehenedesysham oaeamkigured in System | S
Configuration | System Name.

Location
The system |l ocation configured in Configuration
MAC Addr ess
The MAC Address of this switch.
. Chip:ID
The ChitphilsD sowWi t ¢ h.
System Date

The current (GMT) system time and date. The sysH
server running on the switch, i f any.

System Upti me

The period of time the device has been operation
Sof t weerresi on

Di splays tbétwerséon number.
Sof tware Date

The date when the switch software was produced.
Code Rewvi sion

The version control identi fier of the switch sof

254
User MHGSHMBT2/ NGPVMNGSM4A 8 Trd XLA. No.v 23



3-12LED
The switch system LED status is provided here.

Web interface

To dilspDrmayt he web interface:
1.Click MonitokEDSystem and
2Checkear type

4. ClickefheshbR

System LED Status

Auto-refreshL‘ Refresh H Clear |

Clear Type (Al

Description System LED: green, solid, normal indication

Figure 3-1.2: System Inform ation

Parameter description:

s Cl ear :Type

The types of system LED sdrad:us

Al:Cl ear al l error status of
Fat@lear fat al error status
Softw@lrear generic software

Desription

The description of system L
Buttons
Autroefr esh

Check this box to refresh t
Ref resh

Click to refresh the page.

Cl e:ar

t he
of
err

ED.

he

clearing. Possi bl
system LED and

t he

system LED.

or status of the

page

Clear the selected error status of
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3-13CPU Load
This page displays the CPUoad, using an SVG graph.

The load is measured as averaged over the last 100ms, 1sec and 10 seconds intervals. The last
120 samples are graphed, and the last numbers are displayed as text as well.

In order to display the SVG graph, your browser must support the SVG format. Consult theSVG
Wiki for more information on browser support. Specifically, at the time of writing, Microsoft
Internet Explorer will need to have a plugin installed to support SVG.

Web interface

To diGPU abioradt he web interface:
1.Click MonitoPU System and
2Clickefheshb®R

CPU Load

100ms 0% Isec 2% 10sec 2%

Auto-refresh

(all numbers running average)

75%
50%
25%
Figure 3-1.3: CPUInform ation
Buttons
Autroef r esh
Check thiefbeshtbhe page automatically. Automat:i

256
User MBHGESMBT2/ NGPVMNLGSM4E 8 Trd XLA. No.v 23


http://en.wikipedia.org/wiki/SVG
http://en.wikipedia.org/wiki/SVG

3-141 P St atus

This page displays the status of the IP protocol layer. The status is defined by the IP
interfaces, the IP routes and the neighbour cache (ARP cache) status.

Web Interface
To display the IP interfaces information in the web interface:

1. Click Monitor, System and | P Status.

2. Di spl ay telses limfaddrati on.

Auto-refresh D)
IP Interfaces

Interface Type Address Status.
VLAN 1 LINK 00-22-33-a2-bb-ff <UP BROADCAST MULTICAST>
VLAN 1 1Pv4 182168252124

VLAN 1 IPv6 1280::222:33ff feaa bbfii64

IP Routes
1Pv4

Network Gateway Status
192.168.2.0124 VLAN 1 <UP>
1Py

Network Gateway Status

1e80-/64 VLAN 1 Up>

Neighbor cache
1Pv4
IP Address Link Address

192.168.2.100 VLAN 1:00-80-4c-38-00-68.

IPv6
IP Address Link Address

Figure 3-1.4:The IP Status

Parameter description:
I P Interfaces

I nterface

5

Show the name of the interface.
R Type

Show the address type of tbe ERV6Y. This may be
s Addr ess

Show the current address of the interface (of th
s Status

Show the status flags of the interface (and/or a

I P Routes
Net wor k
Show t he devsdt/ilnPavt6ivonk | 8r host address of this ro
Gat eway
Show the gateway address of this route.
Status
Show the status flags of the route.
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Nei ghbour cache
I P Address
Show the | P address of the entry.
Link Address
Show the Link (MAC) address for which a binding
Buttons

Autroefr esh

Check this box to refresh the page automatically
Refresh
Click to refresh the page i mmedi ately.
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3-151w4 Routing I nfo. Base

This page displays the status of the IP protocol layer. The status is defined by the IP
interfaces, the IP routes and the neighbour cache (ARP cache) statusThis table provides IPv4
routing status.

Navigating the Routing Infomatoin Base Table

Each page shows up to 999 table entries, selected through the "entries per page" input field.
When first visited, the web page will show the beginning entries of this table.

The "Start from ID" input field allow the user to change the starting point in this table.
Clicking the button will update the displayed table starting from that or the closest next
entry match.

In addition, these input fields will upon a button click - assume the value of the first
displayed entry, allowing for continuous refresh with the same start input field.

Web I nterface

To display the IPv4 routing status in the web interface:
1.Click Monitorl,P4SyRouamiangd | nf o. Base
2Displ a4y tw@dWar i nf or mati on.

Figure 3-1.5:The IPv4 Routing Info Base

Parameter description:

B

5

Protacol

The protocol that installed this route.

DHCHAhe route is created by DHCP.
Connecltheed:desti nati on network is connected direc:
St afThe: route is created by wuser.

OSPFhe route is created by OSPF.
Net wor k/:Prefix

Net wor k and prefix (example 10.0.0.0/16) of the
Next Hop

Nexhtop | P adzdereosess. iAlndi cates the | ink is directly
Di stance

Di stance of the route.
Met riic

Metric of the route.
I nter:face

Nexhtop interface.
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